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Status of this Memo 

This document specifies an Internet standards track protocol for the 
Internet community, and requests discussion and suggestions for 
improvements. Please refer to the current edition of the "Internet 
Official Protocol Standards" (STD 1) for the standardization state 
and status of this protocol. Distribution of this memo is unlimited. 

Copyright Notice 

Copyright (C) The Internet Society (2002). All Rights Reserved. 



This document specifies protocol enhancements that allow transparent 
rout i ng of IP datagrams to mob i I e nodes i n the I nternet. Each mob i I e 
node is always identified by its home address, regardless of its 
current point of attachment to the Internet. Whi le situated away 
from its home, a mobi le node is also associated with a care-of 
address, which provides information about its current point of 
attachment to the Internet. The protocol provides for registering 
the care-of address with a home agent. The home agent sends 
datagrams destined for the mobile node through a tunnel to the care- 
of address. After arriving at the end of the tunnel, each datagram 
is then delivered to the mobi le node. 
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1 . I ntroduct i on 

IP version 4 assumes that a node's IP address uniquely identifies the 
node's point of attachment to the Internet. Therefore, a node must 
be located on the network indicated by its IP address in order to 
receive datagrams destined to it; otherwise, datagrams destined to 
the node would be unde I i verab I e. For a node to change its point of 
attachment without losing its abi I ity to communicate, currently one 
of the two fol lowing mechanisms must typical ly be employed: 
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a) the node must change its IP address whenever it changes its 
point of attachment, or 

b) host-specific routes must be propagated throughout much of the 
Internet routing fabric. 

Both of these alternatives are often unacceptable. The first makes 
it impossible for a node to maintain transport and higher- layer 
connections when the node changes location. The second has obvious 
and severe scaling problems, especially relevant considering the 
explosive growth in sales of notebook (mobile) computers. 

A new, scalable, mechanism is required for accomnodat i ng node 
mob i I i ty w i th i n the I nternet. Th i s document def i nes such a 
mechanism, which enables nodes to change their point of attachment to 
the Internet without changing their IP address. 

Changes between th i s rev i sed spec i f i cat i on for Mob i I e IP and the 
original specifications (see [33, 32, 34, 43, 8]) are detai led in the 
appendix section G. 

1.1. Protoco I Requ i rements 

A mobi ie node must be able to communicate with other nodes after 
changing its I ink- layer point of attachment to the Internet, yet 
without changing its IP address. 

A mobi le node must be able to conrmun i cate with other nodes that do 
not implement these mobility functions. No protocol enhancements are 
required in hosts or routers that are not acting as any of the new 
arch i tectura I ent i t i es i ntroduced i n Sect i on 1.5. 

All messages used to update another node as to the location of a 
mobi le node must be authenticated in order to protect against remote 
redirection attacks. 

1.2. Goals 

The I i nk by wh i ch a mob i I e node i s d i rect I y attached to the I nternet 
may often be a wireless link. This link may thus have a 
substantially lower bandwidth and higher error rate than traditional 
wired networks. Moreover, mobile nodes are likely to be battery 
powered, and minimizing power consumption is important. Therefore, 
the number of administrative messages sent over the link by which a 
mobile node is directly attached to the Internet should be minimized, 
and the size of these messages should be kept as smal I as is 
reasonably possible. 
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1 . 3. Assumpt i ons 

The protocols defined in this document place no additional 
constraints on the assignment of IP addresses. That is, a mobile 
node can be assigned an IP address by the organization that owns the 
mach i ne. 

This protocol assumes that mobile nodes will generally not change 
their point of attachment to the Internet more frequently than once 
per second. 

This protocol assumes that IP unicast datagrams are routed based on 
the destination address in the datagram header (and not, for example, 
by source address). 

1.4. Appl icabi I ity 

Mobi le IP is intended to enable nodes to move from one IP subnet to 
another. It is just as suitable for mobility across homogeneous 
media as it is for mobility across heterogeneous media. That is. 
Mob i I e IP f ac i I i tates node movement from one Ethernet segment to 
another as we I I as it accomnodates node movement from an Ethernet 
segment to a wireless LAN, as long as the mobile node's IP address 
remains the same after such a movement. 

One can think of Mobi le IP as solving the "macro" mobi I ity management 
problem. It is less well suited for more "micro" mobility management 
applications — for example, handoff amongst wireless transceivers, 
each of which covers only a very small geographic area. As long as 
node movement does not occur between points of attachment on 
different IP subnets, I ink- layer mechanisms for mobility (i.e., 
I ink- layer handoff) may offer faster convergence and far less 
overhead than Mobile IP. 

1 . 5. New Arch i tectura I Ent i t i es 

Mobile IP introduces the following new functional entities: 

Mob i I e Node 

A host or router that changes its point of attachment from one 
network or subnetwork to another. A mobi le node may change its 
location without changing its IP address; it may continue to 
conmunicate with other Internet nodes at any location using its 
(constant) I P address, assum i ng I i nk- 1 ayer connect i v i ty to a 
point of attachment is available. 
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Home Agent 

A router on a mobi le node's home network which tunnels 
datagrams for de I i very to the mob i I e node when it is away from 
home, and maintains current location information for the mobile 
node. 

Foreign Agent 

A router on a mobi le node's visited network which provides 
routing services to the mobi le node whi le registered. The 
foreign agent detunnels and delivers datagrams to the mobile 
node that were tunneled by the mobi le node* s home agent. For 
datagrams sent by a mobi le node, the foreign agent may serve as 
a default router for registered mobi le nodes. 

A mobi le node is given a long-term IP address on a home network. 
This home address is administered in the same way as a "permanent" IP 
address is provided to a stationary host. When away from its home 
network, a "care-of address" is associated with the mobi le node and 
reflects the mobi le node's current point of attachment. The mobi le 
node uses its home address as the source address of a I I IP datagrams 
that it sends, except where otherwise described in this document for 
datagrams sent for certain mobility management functions (e.g., as in 
Section 3.6. 1. 1). 

1.6. Terminology 

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", 
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this 
document are to be interpreted as described in RFC 2119 [4]. 

In addition, this document frequently uses the following terms: 

Author i zat i orrenab I i ng extens i on 

An authentication which makes a (registration) message 
acceptable to the ultimate recipient of the registration 
message. An authorization-enabling extension MUST contain 
an SPI. 

In this document, all uses of authorization-enabling 
extension refer to authentication extensions that enable the 
Registration Request message to be acceptable to the home 
agent. Using additional protocol structures specified 
outs i de of th i s document, i t may be poss i b I e for the mob i I e 
node to provide authentication of its registration to the 
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home agent, by way of another authenticating entity within 
the network that is acceptable to the home agent (for 
example, see RFC 2794 [6]). 

Agent Advertisement 

An advertisement message constructed by attaching a special 
Extension to a router advertisement [10] message. 

Authent i cat i on 

The process of verifying (using cryptographic techniques, 
for all applications in this specification) the identity of 
the originator of a message. 

Care-of Address 

The termination point of a tunnel toward a mobi le node, for 
datagrams forwarded to the mobi le node whi le it is away from 
home. The protocol can use two different types of care-of 
address: a "foreign agent care-of address" is an address of 
a foreign agent with which the mobile node is registered, 
and a "co- located care-of address" is an externally obtained 
local address which the mobi le node has associated with one 
of its own network interfaces. 

Correspondent Node 

A peer with which a mobile node is communicating. A 
correspondent node may be either mobile or stationary. 

Foreign Network 

Any network other than the mob i I e node' s Home Network. 

Gratuitous ARP 

An ARP packet sent by a node in order to spontaneously cause 
other nodes to update an entry in their ARP cache [45]. See 
sect i on 4. 6. 

Home Address 

An IP address that is assigned for an extended period of 
time to a mob i I e node. It remains unchanged regardless of 
where the node is attached to the Internet. 
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Home Network 

A network, possibly virtual, having a network prefix 
matching that of a mobile node's home address. Note that 
standard IP routing mechanisms wi I I del iver datagrams 
dest i ned to a mob i I e node' s Home Address to the mob i I e 
node' s Home Network. 

Link 

A faci 1 ity or medium over which nodes can communicate at the 
I i nk I ayer. A I i nk under I i es the network I ayer. 

Link-Layer Address 

The address used to identify an endpoint of some 
conmunication over a physical link. Typically, the Link- 
Layer address is an interface's Media Access Control (MAC) 
address. 

Mob i I i ty Agent 

Either a home agent or a foreign agent. 

Mobi I ity Binding 

The association of a home address with a care-of address, 
along with the remaining lifetime of that association. 

Mobility Security Association 

A collection of security contexts, between a pair of nodes, 
which may be applied to Mobile IP protocol messages 
exchanged between them. Each context indicates an 
authentication algorithm and mode (Section 5.1), a secret (a 
shared key, or appropriate public/private key pair), and a 
style of replay protection in use (Section 5.7). 

Node 

A host or a router. 

Nonce 

A randomly chosen value, different from previous choices, 
inserted in a message to protect against replays. 
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Security Parameter Index (SPI) 

An index identifying a security context between a pair of 
nodes among the contexts avai I able in the Mobi I ity Security 
Association. SPI values 0 through 255 are reserved and MUST 
NOT be used i n any Mob i I i ty Secur i ty Assoc i at i on. 

Tunnel 

The path f o I I owed by a datagram wh i I e it is encapsu I ated. 
The model is that, while it is encapsulated, a datagram is 
routed to a knowledgeable decapsu I at i ng agent, which 
decapsulates the datagram and then correctly delivers it to 
its ultimate destination. 

Virtual Network 

A network with no physical instantiation beyond a router 
(with a physical network interface on another network). The 
router (e.g., a home agent) generally advertises 
reachability to the virtual network using conventional 
routing protocols. 

Visited Network 

A network other than a mob i I e node' s Home Network, to wh i ch 
the mobile node is currently connected. 

Visitor List 

The I i st of mob i I e nodes v i s i t i ng a fore i gn agent. 

1 . 7. Protoco I Overv i ew 

The following support services are defined for Mobile IP: 

Agent Discovery 

Home agents and foreign agents may advertise their 
avai labi I ity on each I ink for which they provide service. A 
newly arrived mobile node can send a solicitation on the 
link to learn if any prospective agents are present. 

Registration 

When the mobi le node is away from home, it registers its 
care-of address with its home agent. Depending on its 
method of attachment, the mobi le node wi 1 1 register either 
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directly with its home agent, or through a foreign agent 
which forwards the registration to the home agent. 

s i I ent I y d i scard 

The implementation discards the datagram without further 
processing, and without indicating an error to the sender. 
The implementation SHOULD provide the capability of logging 
the error, including the contents of the discarded datagram, 
and SHOULD record the event in a statistics counter. 

The following steps provide a rough outline of operation of the 
Mobi le IP protocol : 

- Mobility agents (i.e., foreign agents and home agents) 
advertise their presence via Agent Advertisement messages 
(Section 2). A mobi le node may optional ly sol icit an Agent 
Advertisement message from any local ly attached mobi I ity agents 
through an Agent Solicitation message. 

- A mobi le node receives these Agent Advertisements and 
determines whether it is on its home network or a foreign 
network. 

- When the mob i I e node detects that i t i s I ocated on i ts home 
network, i t operates w i thout mob i I i ty serv i ces. I f return i ng 
to its home network from being registered elsewhere, the mobile 
node deregisters with its home agent, through exchange of a 
Registration Request and Registration Reply message with it. 

- When a mobi le node detects that it has moved to a foreign 
network, it obtains a care-of address on the foreign network. 
The care-of address can either be determined from a foreign 
agent's advertisements (a foreign agent care-of address), or by 
some external assignment mechanism such as DHCP [13] (a co- 
located care-of address). 

- The mobile node operating away from home then registers its new 
care-of address with its home agent through exchange of a 
Registration Request and Registration Reply message with it, 
possibly via a foreign agent (Section 3). 

- Datagrams sent to the mobi le node's home address are 
intercepted by its home agent, tunneled by the home agent to 
the mobile node's care-of address, received at the tunnel 
endpoint (either at a foreign agent or at the mobi le node 

i tse I f ) , and f i na I I y de I i vered to the mob i I e node (Sect i on 
4. 2. 3) . 
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- In the reverse direction, datagrams sent by the mobile node are 
general ly delivered to their destination using standard IP 
routing mechanisms, not necessari ly passing through the home 
agent. 

When away from home, Mobile IP uses protocol tunneling to hide a 
mobi le node's home address from intervening routers between its home 
network and its current location. The tunnel terminates at the 
mobi le node's care-of address. The care-of address must be an 
address to which datagrams can be delivered via conventional IP 
routing. At the care-of address, the original datagram is removed 
from the tunne I and de I i vered to the mob i I e node. 

Mobi le IP provides two alternative modes for the acquisition of a 
care-of address: 

a) A "foreign agent care-of address" is a care-of address provided 
by a foreign agent through its Agent Advertisement messages. 

In this case, the care-of address is an IP address of the 
foreign agent. In this mode, the foreign agent is the endpoint 
of the tunnel and, upon receiving tunneled datagrams, 
decapsulates them and del ivers the inner datagram to the mobi le 
node. This mode of acquisition is preferred because it allows 
many mobi le nodes to share the same care-of address and 
therefore does not place unnecessary demands on the already 
limited IPv4 address space. 

b) A "collocated care-of address" is a care-of address acquired by 
the mob i I e node as a I oca I I P address through some externa I 
means, which the mobile node then associates with one of its 
own network interfaces. The address may be dynamically 

acqu i red as a temporary address by the mob i I e node such as 
through DHCP [13], or may be owned by the mobi le node as a 
long-term address for its use only while visiting some foreign 
network. Specific external methods of acquiring a local IP 
address for use as a co- located care-of address are beyond the 
scope of this document. When using a co- located care-of 
address, the mobi le node serves as the endpoint of the tunnel 
and itself performs decapsulation of the datagrams tunneled to 
it. 

The mode of using a co- located care-of address has the advantage that 
it a I lows a mobi le node to function without a foreign agent, for 
example, in networks that have not yet deployed a foreign agent. It 
does, however, place additional burden on the IPv4 address space 
because it requires a pool of addresses within the foreign network to 
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be made available to visiting mobile nodes. It is difficult to 
efficiently maintain pools of addresses for each subnet that may 
permit mobi le nodes to visit. 



It is important to understand the distinction between the care-of 
address and the foreign agent functions. The care-of address is 
simply the endpoint of the tunnel. It might indeed be an address of 
a foreign agent (a foreign agent care-of address), but it might 
instead be an address temporari ly acquired by the mobi le node (a co- 
located care-of address). A foreign agent, on the other hand, is a 
mobi I ity agent that provides services to mobi le nodes. See Sections 
3.7 and 4.2.2 for additional details. 



For examp I e, f i gure 1 ill ustrates the rout i ng of datagrams to and 
from a mobi le node away from home, once the mobi le node has 
registered with its home agent. In figure 1, the mobi le node is 
using a foreign agent care-of address, not a co- located care-of 
address. 



2) Datagram is intercepted 3) Datagram is 
by home agent and detunneled and 

i s tunne I ed to the de I i vered to the 

care-of address. mobi le node. 



1) Datagram to 
mob i I e node 
arrives on 
home network 
via standard 
IP routing. 



| home | 
I agent | 
h h 



=> | foreign | — 
| agent | <- 



-> |mobi le| 
— | node | 



i / 

I L 

h 



host 



/ 

/ 4) For datagrams sent by the 
/ mobile node, standard IP 

routing delivers each to its 
destination. In this figure, 
the foreign agent is the 
mob i I e node' s def au 1 1 router. 



Figure 1: Operation of Mobile IPv4 



A home agent MUST be able to attract and intercept datagrams that are 
destined to the home address of any of its registered mobi le nodes. 
Using the proxy and gratuitous ARP mechanisms described in Section 
4. 6, th i s requ i rement can be sat i sf i ed if the home agent has a 
network i nterf ace on the I i nk i nd i cated by the mob i I e node' s home 
address. Other placements of the home agent relative to the mobi le 
node's home location MAY also be possible using other mechanisms for 
intercepting datagrams destined to the mobile node's home address. 
Such placements are beyond the scope of this document. 
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Similarly, a mobile node and a prospective or current foreign agent 
MUST be able to exchange datagrams without relying on standard IP 
routing mechanisms; that is, those mechanisms which make forwarding 
decisions based upon the network-prefix of the destination address in 
the IP header. This requirement can be satisfied if the foreign 
agent and the visiting mobi le node have an interface on the same 
link. In this case, the mobile node and foreign agent simply bypass 
their normal IP routing mechanism when sending datagrams to each 
other, addressing the underlying I ink- layer packets to their 
respective I ink- layer addresses. Other placements of the foreign 
agent relative to the mobi le node MAY also be possible using other 
mechanisms to exchange datagrams between these nodes, but such 
placements are beyond the scope of this document. 

If a mobile node is using a co- located care-of address (as described 
in (b) above), the mobile node MUST be located on the link identified 
by the network prefix of this care-of address. Otherwise, datagrams 
destined to the care-of address would be undel i verable. 

1 . 8. Message Format and Protoco I Extens i b i I i ty 

Mobi le IP defines a set of new control messages, sent with UDP [37] 
using we I I -known port number 434. The fo I lowing two message types 
are defined in this document: 

1 Registration Request 
3 Registration Reply 

Up-to-date va I ues for the message types for Mob i I e IP contro I 
messages are specified in the most recent "Assigned Numbers" [40]. 

In addition, for Agent Discovery, Mobi le IP makes use of the 
ex i st i ng Router Advert i sement and Router So I i c i tat i on messages 
defined for I CMP Router Discovery [10]. 

Mobi le IP defines a general Extension mechanism to a I low optional 
information to be carried by Mobile IP control messages or by I CMP 
Router Discovery messages. Some extensions have been specified to 
be encoded in the simple Type-Length-Value format described in 
Section 1. 9. 

Extensions allow variable amounts of information to be carried 
within each datagram. The end of the list of Extensions is 
indicated by the total length of the IP datagram. 
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Two separately maintained sets of numbering spaces, from which 
Extension Type values are allocated, are used in Mobile IP: 

- The first set consists of those Extensions which may appear 
only in Mobi le IP control messages (those sent to and from UDP 
port number 434). In this document, the fo I lowing Types are 
defined for Extensions appearing in Mobile IP control messages: 

32 Mob i I e-Home Authent i cat i on 

33 Mob i I e-Fore i gn Authent i cat i on 

34 Foreign-Home Authentication 

- The second set consists of those extensions which may appear 
only in I CMP Router Discovery messages [10]. In this document, 
the following Types are defined for Extensions appearing in 

I CMP Router Discovery messages: 

0 One-byte Padding (encoded with no Length nor Data field) 
1 6 Mob i I i ty Agent Advert i sement 
19 Prefix-Lengths 

Each i nd i v i dua I Extens i on is descr i bed i n deta i I i n a separate 
section later in this document. Up-to-date values for these 
Extension Type numbers are specified in the most recent "Assigned 
Numbers" [40]. 

Due to the separation (orthogonality) of these sets, it is 
conceivable that two Extensions that are defined at a later date 
could have identical Type values, so long as one of the Extensions 
may be used only in Mobi le IP control messages and the other may be 
used only in I CMP Router Discovery messages. 

The type field in the Mobi le IP extension structure can support up to 
255 (skippable and not skippable) uniquely identifiable extensions. 
When an Extension numbered in either of these sets within the range 0 
through 127 is encountered but not recognized, the message containing 
that Extension MUST be silently discarded. When an Extension 
numbered in the range 128 through 255 is encountered which is not 
recognized, that particular Extension is ignored, but the rest of the 
Extensions and message data MUST sti 1 1 be processed. The Length 
field of the Extension is used to skip the Data field in searching 
for the next Extension. 

Unless additional structure is utilized for the extension types, new 
developments or additions to Mobile IP might require so many new 
extensions that the available space for extension types might run 
out. Two new extension structures are proposed to solve this 
problem. Certain types of extensions can be aggregated, using 
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subtypes to identify the precise extension, for example as has been 
done with the Generic Authentication Keys extensions [35]. In many 
cases, th i s may reduce the rate of a 1 1 ocat i on for new va I ues of the 
type field. 

Since the new extension structures will cause an efficient usage of 
the extension type space, it is recomnended that new Mobile IP 
extens i ons f o 1 1 ow one of the two new extens i on formats whenever there 
may be the possibi I ity to group related extensions together. 

The following subsections provide details about three distinct 
structures for Mobile IP extensions: 

- The simple extension format 

- The long extension format 

- The short extension format 

1.9. Type-Length-Va I ue Extension Format for Mobile IP. Extensions 

The Type-Length-Value format illustrated in figure 2 is used for 
extensions which are specified in this document. Since this simple 
extension structure does not encourage the most efficient usage of 
the extension type space, it is recoomended that new Mobile IP 
extensions fol low one of the two new extension formats specified in 
sections 1. 10 or 1.11 whenever there may be the possibi I ity to group 
related extensions together. 

0 1 2 

01 2345678901 2345678901 2 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — f — I — I — 

I Type | Length | Data . . . 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — I— 

Figure 2: Type-Length-Value extension format for Mobile IPv4 

Type Indicates the particular type of Extension. 

Length Indicates the length (in bytes) of the data field within 
this Extension. The length does NOT include the Type and 
Length bytes. 

Data The particular data associated with this Extension. This 
field may be zero or more bytes in length. The format 
and length of the data field is determined by the type 
and length fields. 
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1.10. Long Extension Format 

This format is applicable for non-skippable extensions which carry 
information more than 256 bytes. 

0 12 3 
01234567890123456789012345678901 

H — I — I — I — I — I — I — I — ! — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

1 Type | Sub-Type ] Length | 
h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 
I Data 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — H 

The Long Extension format requires that the following fields be 
specified as the first fields of the extension. 

Type is the type, which describes a collection of extensions 
having a common data type. 

Sub-Type is a unique number given to each member in the aggregated 
type. 

Length indicates the length (in bytes) of the data field within 
this Extension. It does NOT include the Type, Length and 
Sub-Type bytes. 

Data is the data associated with the subtype of this 

extension. This specification does not place any 
additional structure on the subtype data. 

Since the length field is 16 bits wide, a the extension data can 
exceed 256 bytes in length. 



1.11. Short Extens i on Format 



This format is compatible with the skippable extensions defined in 
section 1.9. It is not applicable for extensions which require more 
than 256 bytes of data; for such extensions, use the format described 
in section 1. 10. 

0 12 3 
012345678901234567 8 9012345678901 

H — I — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — \- 

1 Type | Length | Subr-Type | Data 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — \ — I — I — I — I — I — I — I — I — I — I — I — h 



The Short Extension format requires that the following fields be 
specified as the first fields of the extension: 



Perk i ns 



Standards Track 



[Page 16] 



RFC 3344 IP Mobi I ity Support for IPv4 August 2002 

♦ 4 

Type i s the type, wh I ch descr i bes a co I I ect i on of extens i ons 
having a common data type. 

Sub-Type is a unique number given to each member in the aggregated 
type. 

8-bit unsigned integer. Length of the extension, in 
bytes, excluding the extension Type and the extension 
Length fields. This field MUST be set to 1 plus the 
total length of the data field. 

is the data associated with this extension. This 
specification does not place any additional structure on 
the subtype data. 

2. Agent Discovery 

Agent Discovery is the method by which a mobi le node determines 
whether it is currently connected to its home network or to a foreign 
network, and by which a mobi le node can detect when it has moved from 
one network to another. When connected to a foreign network, the 
methods spec i f i ed in th i s sect i on a I so a I I ow the mob i I e node to 
determine the foreign agent care-of address being offered by each 
foreign agent on that network. 

Mobile IP extends I CMP Router Discovery [10] as its primary mechanism 
for Agent Discovery. An Agent Advertisement is formed by including a 
Mobility Agent Advertisement Extension in an I CMP Router 
Advertisement message (Section 2.1). An Agent Solicitation message 
is identical to an I CMP Router Solicitation, except that its IP TTL 
MUST be set to 1 (Section 2.2). This section describes the message 
formats and procedures by which mobile nodes, foreign agents, and 
home agents cooperate to real ize Agent Discovery. 

Agent Advertisement and Agent Solicitation may not be necessary for 
link layers that already provide this functionality. The method by 
which mobile nodes establish I ink- layer connections with prospective 
agents is outside the scope of this document (but see Appendix B). 
The procedures described below assume that such I ink- layer 
connect i v i ty has a I ready been estab I i shed. 

No authentication is required for Agent Advertisement and Agent 
So I i c i tat i on messages. They MAY be authent i cated us i ng the I P 
Authentication Header [22], which is unrelated to the messages 
described in this document. Further specification of the way in 
wh i ch Advert i sement and So I i c i tat i on messages may be authent i cated i s 
outside of the scope of this document. 



Length 



Data 
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2. 1 . Agent Advert i sement 

Agent Advertisements are transmitted by a mobi I ity agent to advertise 
its services on a link. Mobi le nodes use these advertisements to 
determine their current point of attachment to the Internet. An 
Agent Advertisement is an I CMP Router Advertisement that has been 
extended to also carry an Mobi I ity Agent Advertisement Extension 
(Section 2.1.1) and, optionally, a Prefix-Lengths Extension (Section 
2.1.2), One-byte Padding Extension (Section 2. 1. 3), or other 
Extensions that might be defined in the future. 

Within an Agent Advertisement message, I CMP Router Advertisement 
fields of the message are required to conform to the following 
additional specifications: 

- Link-Layer Fields 

Destination Address 

The I ink- layer destination address of a unicast Agent 
Advertisement MUST be the same as the source I ink- layer 
address of the Agent Solicitation which prompted the 
Advert i sement. 

- IP Fields 

TTL The TTL for a 1 1 Agent Advert i sements MUST be set 
to 1. 

Destination Address 

As specified for I CMP Router Discovery [10], the IP 
destination address of an multicast Agent Advertisement 
MUST be either the "all systems on this link" multicast 
address (224.0.0.1) [11] or the "limited broadcast" 
address (255.255.255.255). The subnet-directed broadcast 
address of the form <pref ix>. <-1> cannot be used since 
mobi le nodes wi 1 1 not general ly know the prefix of the 
foreign network. When the Agent Advertisement is unicast 
to a mobi le node, the IP home address of the mobi le node 
SHOULD be used as the Destination Address. 
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Code The Code field of the agent advertisement is 
i nterpreted as f o 1 1 ows : 

0 The mob i I i ty agent hand I es common traf f i c — that 
is, it acts as a router for IP datagrams not 
necessari ly related to mobi le nodes. 
16 The mobi lity agent does not route common traffic. 
However, all foreign agents MUST (minimally) 
forward to a default router any datagrams received 
from a registered mobile node (Section 4.2.2). 

Lifetime 

The maximum length of time that the Advert i sement is 
considered valid in the absence of further 
Advert i sements. 

Router Address (es) 

See Sect i on 2. 3. 1 for a d i scuss i on of the addresses that 
may appear in this portion of the Agent Advertisement. 

Num Addrs 

The number of Router Addresses advertised in this 
message. Note that in an Agent Advertisement message, 
the number of router addresses specified in the ICMP 
Router Advertisement portion of the message MAY be set to 
0. See Section 2.3.1 for details. 

If sent periodically, the nominal interval at which Agent 
Advertisements are sent SHOULD be no longer than 1/3 of the 
advertisement Lifetime given in the ICMP header. This interval MAY 
be shorter than 1/3 the advertised Lifetime. This allows a mobile 
node to miss three successive advertisements before deleting the 
agent from its list of valid agents. The actual transmission time 
for each advertisement SHOULD be slightly randomized [10] in order to 
avoid synchronization and subsequent collisions with other Agent 

Advertisements that may be sent by other agents (or with other Router 
Advertisements sent by other routers). Note that this field has no 
relation to the "Registration Lifetime" field within the Mobility 
Agent Advertisement Extension defined below. 
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The Mobi I ity Agent Advertisement Extension fol lows the I CMP Router 
Advertisement fields. It is used to indicate that an I CMP Router 
Advertisement message is also an Agent Advertisement being sent by a 
mobi I ity agent. The Mobi I ity Agent Advertisement Extension is 
defined as fol lows: 

0 12 3 

01 2345678901 2345678901 2345678901 

H — i — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| Type | Length | Sequence Number | 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 

| Registration Lifetime | R I B | H | F | M | G | r- 1 T | reserved | 

H — I — I — I — I — I — I — I — I — I — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

! zero or more Care-of Addresses j 

Type 1 6 

Length (6 + 4*N), where 6 accounts for the number of bytes in 
the Sequence Number, Registration Lifetime, flags, and 
reserved fields, and N is the number of care-of addresses 
advert i sed. 

Sequence Number 

The count of Agent Advertisement messages sent since the 
agent was initialized (Section 2.3.2). 

Registration Lifetime 

The longest lifetime (measured in seconds) that this 
agent is wi I ling to accept in any Registration Request. 
A value of Oxffff indicates infinity. This field has no 
relation to the "Lifetime" field within the ICMP Router 
Advertisement portion of the Agent Advertisement. 

Registration required. Registration with this foreign 
agent (or another fore i gn agent on th i s I i nk) is requ i red 
even when using a co- located care-of address. 

Busy. The foreign agent wi I I not accept registrations 
from additional mobile nodes. 

Home agent. This agent offers service as a home agent on 
the link on which this Agent Advertisement message is 
sent. 



R 
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F Foreign agent. This agent offers service as a foreign 

agent on the link on which this Agent Advertisement 
message is sent. 

M Minimal encapsulation. This agent implements receiving 

tunneled datagrams that use minimal encapsulation [34]. 

G GRE encapsulation. This agent implements receiving 

tunneled datagrams that use GRE encapsulation [16]. 

r Sent as zero; ignored on reception. SHOULD NOT be 

a I located for any other uses. 

T Fore i gn agent supports reverse tunne I i ng [27] . 

reserved 

Sent as zero; ignored on reception. 

Care-of Address (es) 

The advertised foreign agent care-of address (es) provided 
by this foreign agent. An Agent Advertisement MUST 
include at least one care-of address if the ' F bit is 
set. The number of care-of addresses present is 
determined by the Length field in the Extension. 

A home agent MUST always be prepared to serve the mobi le nodes for 
which it is the home agent. A foreign agent may at times be too busy 
to serve add i t i ona I mob i I e nodes ; even so, i t must cont i nue to send 
Agent Advertisements, so that any mobile nodes already registered 
with it wi 1 1 know that they have not moved out of range of the 
foreign agent and that the foreign agent has not fai led. A foreign 
agent may i nd i cate that it is "too busy" to a I I ow new mob i I e nodes to 
register with it, by setting the ' B T bit in its Agent Advertisements. 
An Agent Advertisement message MUST NOT have the ' B' bit set if the 
f F bit is not also set. Furthermore, at least one of the ' F bit 
and the f H' bit MUST be set in any Agent Advertisement message sent. 

When a foreign agent wishes to require registration even from those 
mobile nodes which have acquired a co- located care-of address, it 
sets the ' R' bit to one. Because this bit applies only to foreign 
agents, an agent MUST NOT set the ' R' bit to one unless the ' F' bit 
is also set to one. 
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The Prefix-Lengths Extension MAY fol low the Mobi I ity Agent 
Advertisement Extension. It is used to indicate the number of bits 
of network pref i x that app I i es to each Router Address I i sted i n the 

I CMP Router Advertisement portion of the Agent Advertisement. Note 
that the prefix lengths given DO NOT apply to care-of address (es) 

listed in the Mobi I ity Agent Advertisement Extension. The Prefix- 
Lengths Extension is defined as follows: 

0 12 3 

01 2345678901 2345678901 2345678901 

H — I — I — I — I — I — I — I — I — I — i — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

I Type | Length | Pref i x Length | .... 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 

Type 19 (Prefix-Lengths Extension) 

Length N, where N is the value (possibly zero) of the Num Addrs 
field in the I CMP Router Advertisement portion of the 
Agent Advertisement. 

Prefix Length (s) 

The number of leading bits that define the network number 
of the corresponding Router Address listed in the I CMP 
Router Advertisement portion of the message. The prefix 
length for each Router Address is encoded as a separate 
byte, i n the order that the Router Addresses are I i sted 
in the I CMP Router Advertisement portion of the message. 

See Section 2.4.2 for information about how the Prefix-Lengths 
Extension MAY be used by a mobile node when determining whether it 
has moved. See Appendix E for implementation details about the use 
of this Extension. 

2.1.3. One-byte Padding Extension 

Some IP protocol implementations insist upon padding I CMP messages to 
an even number of bytes. If the I CMP length of an Agent 
Advertisement is odd, this Extension MAY be included in order to make 
the I CMP length even. Note that this Extension is NOT intended to be 
a genera I -purpose Extension to be included in order to word- or 
long-align the various fields of the Agent Advertisement. An Agent 
Advertisement SHOULD NOT include more than one One-byte Padding 
Extension and if present, this Extension SHOULD be the last Extension 
in the Agent Advertisement. 
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Note that unlike other Extensions used in Mobile IP, the One-byte 
Padding Extension is encoded as a single byte, with no "Length" nor 
"Data" field present. The One-byte Padding Extension is defined as 
f o 1 1 ows : 

0 1 2 3 4 5 6 7 

H — I — I — I — I — I — I — I — h 

1 Type | 

I — I — I — I — I — I — I — I h 

Type 0 (One-byte Padding Extension) 

2.2. Agent Solicitation 

An Agent Solicitation is identical to an ICMP Router Solicitation 
with the further restriction that the IP TTL Field MUST be set to 1. 

2.3. Foreign Agent and Home Agent Considerations 

Any mobility agent which cannot be discovered by a I ink- layer 
protocol MUST send Agent Advertisements. An agent which can be 
discovered by a I ink- layer protocol SHOULD also implement Agent 
Advertisements. However, the Advertisements need not be sent, except 
when the site policy requires registration with the agent (i.e., when 
the ' R' bit is set) , or as a response to a spec i f i c Agent 
Solicitation. All mobility agents MUST process packets that they 
receive addressed to the Mobile-Agents multicast group, at address 
224.0.0. 11. A mobi le node MAY send an Agent Sol icitation to 
224. 0. 0. 11. A 1 1 mobi I ity agents SHOULD respond to Agent 
Sol ici tat ions. 

The same procedures, defaults, and constants are used in Agent 
Advertisement messages and Agent Solicitation messages as specified 
for ICMP Router Discovery [10], except that: 

- a mobi I ity agent MUST I imit the rate at which it sends broadcast 
or multicast Agent Advertisements; the maximum rate SHOULD be 
chosen so that the Advertisements do not consume a significant 
amount of network bandwidth, AND 

- a mobi I ity agent that receives a Router Solicitation MUST NOT 
require that the IP Source Address is the address of a neighbor 
(i.e., an address that matches one of the router' s own addresses 
on the arrival interface, under the subnet mask associated with 
that address of the router). 

- a mobi I ity agent MAY be configured to send Agent Advertisements 
only in response to an Agent Solicitation message. 
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If the home network is not a virtual network, then the home agent for 
any mobile node SHOULD be located on the link identified by the 
mobi le node' s home address, and Agent Advertisement messages sent by 
the home agent on this link MUST have the ' H' bit set. In this way, 
mobi le nodes on their own home network wi I I be able to determine that 
they are indeed at home. Any Agent Advertisement messages sent by 
the home agent on another link to which it may be attached (if it is 
a mob i I i ty agent serv i ng more than one I i nk) , MUST NOT have the ' H' 
bit set, unless the home agent also serves as a home agent (to other 
mobi le nodes) on that other I ink. A mobi I ity agent MAY use different 
settings for each of the ' R' , ' H' , and * F bits on different network 
i nterf aces. 

If the home network is a virtual network, the home network has no 
physical realization external to the home agent itself. In this 
case, there i s no phys i ca I network I i nk on wh i ch to send Agent 
Advertisement messages advertising the home agent. Mobile nodes for 
which this is the home network are always treated as being away from 
home. 

On a particular subnet, either all mobility agents MUST include the 
Pref i xH_engths Extension or a I I of them MUST NOT include this 
Extension. Equ i va I ent I y, it is prohibited for some agents on a given 
subnet to include the Extension but for others not to include it. 
Otherwise, one of the move detection algorithms designed for mobi le 
nodes will not function properly (Section 2.4.2). 

2. 3. 1 . Advert i sed Router Addresses 

The I CMP Router Advertisement portion of the Agent Advertisement MAY 
contain one or more router addresses. An agent SHOULD only put its 
own addresses, if any, in the advertisement. Whether or not its own 
address appears in the Router Addresses, a foreign agent MUST route 
datagrams it receives from registered mobile nodes (Section 4.2.2). 

2. 3. 2. Sequence Numbers and Rol lover Hand I ing 

The sequence number in Agent Advertisements ranges from 0 to Oxffff. 
After booting, an agent MUST use the number 0 for its first 
advertisement. Each subsequent advertisement MUST use the sequence 
number one greater, with the exception that the sequence number 
Oxffff MUST be fol lowed by sequence number 256. In this way, mobi le 
nodes can distinguish a reduction in the sequence number that occurs 
after a reboot from a reduction that results in rol lover of the 
sequence number after it attains the value Oxffff. 
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2. 4. Mob i I e Node Cons i derat i ons 

Every mobile node MUST implement Agent Solicitation. Solicitations 
SHOULD only be sent in the absence of Agent Advertisements and when a 
care-of address has not been determined through a I ink- layer protocol 
or other means. The mobi le node uses the same procedures, defaults, 
and constants for Agent Solicitation as specified for I CMP Router 
Solicitation messages [10], except that the mobile node MAY solicit 
more often than once every three seconds, and that a mobi le node that 
i s current I y not connected to any fore i gn agent MAY so I i c i t more 
times than MAX_S0LICITATI0NS. 

The rate at which a mobile node sends Solicitations MUST be limited 
by the mobi le node. The mobi le node MAY send three initial 
Sol ici tat ions at a maximum rate of one per second whi le searching for 
an agent. After this, the rate at which Solicitations are sent MUST 
be reduced so as to limit the overhead on the local link. Subsequent 
Solicitations MUST be sent using a binary exponential backoff 
mechanism, doubling the interval between consecutive Sol ici tat ions, 
up to a maximum interval. The maximum interval SHOULD be chosen 
appropriately based upon the characteristics of the media over which 
the mob i I e node is so I i c i t i ng. Th i s max i mum i nterva I SHOULD be at 
least one minute between Solicitations. 

Whi le st i 1 1 search i ng for an agent, the mob i I e node MUST NOT i ncrease 
the rate at which it sends Solicitations unless it has received a 
positive indication that it has moved to a new link. After 
successful ly registering with an agent, the mobi le node SHOULD also 
increase the rate at which it wi I I send Solicitations when it next 
begins searching for a new agent with which to register. The 
increased solicitation rate MAY revert to the maximum rate, but then 
MUST be limited in the manner described above. In all cases, the 
recommended solicitation intervals are nominal values. Mobile nodes 
MUST randomize their solicitation times around these nominal values 
as specified for I CMP Router Discovery [10]. 

Mobile nodes MUST process received Agent Advertisements. A mobile 
node can distinguish an Agent Advertisement message from other uses 
of the I CMP Router Advertisement message by examining the^umber of 
advertised addresses and the IP Total Length field. When the IP 
total length indicates that the I CMP message is longer than needed 
for the number of advertised addresses, the remaining data is 
interpreted as one or more Extensions. The presence of a Mobi I ity 
Agent Advertisement Extension identifies the advertisement as an 
Agent Advertisement. 
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If there is more than one advertised address, the mobi le node SHOULD 
pick the first address for its initial registration attempt. If the 
registration attempt fai Is with a status Code indicating rejection by 
the foreign agent, the mobi le node MAY retry the attempt with each 
subsequent advertised address in turn. 

When multiple methods of agent discovery are in use, the mobi le node 
SHOULD first attempt registration with agents including Mobility 
Agent Advertisement Extensions in their advertisements, in preference 
to those discovered by other means. This preference maximizes the 
likelihood that the registration will be recognized, thereby 
minimizing the number of registration attempts. 

A mobile node MUST ignore reserved bits in Agent Advertisements, as 
opposed to discarding such advertisements. In this way, new bits can 
be defined later, without affecting the abi I ity for mobi le nodes to 
use the advertisements even when the newly defined bits are not 
understood. 

2. 4. 1 . Reg i st rat i on Requ i red 

When the mobi le node receives an Agent Advertisement with the ' R' bit 
set, the mobile node SHOULD register through the foreign agent, even 
when the mobi le node might be able to acquire its own co- located 
care-of address. This feature is intended to allow sites to enforce 
visiting policies (such as accounting) which require exchanges of 
author i zat i on. 

If formerly reserved bits require some kind of monitor ing/enforcement 
at the foreign link, foreign agents implementing the new 
specification for the formerly reserved bits can set the ' R' bit. 
Th i s has the effect of fore i ng the mob i I e node to reg i ster through 
the foreign agent, so the foreign agent could then monitor/enforce 
the po I i cy. 

2.4.2. Move Detection 

Two primary mechanisms are provided for mobi le nodes to detect when 
they have moved from one subnet to another. Other mechanisms MAY 
a I so be used. When the mob i I e node detects that i t has moved, i t 
SHOULD register (Section 3) with a suitable care-of address on the 
new foreign network. However, the mobile node MUST NOT register more 
frequently than once per second on average, as specified in Section 
3. 6. 3. 
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2.4. 2. 1. Algorithm 1 

The first method of move detection is based upon the Lifetime field 
within the main body of the I CMP Router Advertisement portion of the 
Agent Advertisement. A mobi le node SHOULD record the Lifetime 
received in any Agent Advertisements, until that Lifetime expires. 
If the mobi le node fai Is to receive another advertisement from the 
same agent within the specified Lifetime, it SHOULD assume that it 
has lost contact with that agent. If the mobi le node has previously 
received an Agent Advertisement from another agent for which the 
Lifetime field has not yet expired, the mobile node MAY inmediately 
attempt registration with that other agent. Otherwise, the mobile 
node SHOULD attempt to discover a new agent with which to register. 

2.4.2.2. Algorithm 2 

The second method uses network prefixes. The Prefix-Lengths 
Extension MAY be used in some cases by a mobi le node to determine 
whether or not a newly received Agent Advertisement was received on 
the same subnet as the mobi le node's current care-of address. If the 
prefixes differ, the mobi le node MAY assume that it has moved. If a 
mobi le node is currently using a foreign agent care-of address, the 
mobi !e node SHOULD NOT use this method of move detection unless both 
the current agent and the new agent include the Prefix-Lengths 
Extension in their respective Agent Advertisements; if this Extension 
is missing from one or both of the advertisements, this method of 
move detection SHOULD NOT be used. Similarly, if a mobile node is 
using a co- located care-of address, it SHOULD not use this method of 
move detection unless the new agent includes the Prefix-Lengths 
Extens i on in i ts Advert i sement and the mob i I e node knows the network 
prefix of its current co- located care-of address. On the expiration 
of its current registration, if this method indicates that the mobile 
node has moved, rather than re-registering with its current care-of 
address, a mobi le node MAY choose instead to register with a the 
foreign agent sending the new Advertisement with the different 
network prefix. The Agent Advertisement on which the new 
registration is based MUST NOT have expired according to its Lifetime 
field. 

2.4.3. Returning Home 

A mobi le node can detect that it has returned to its home network 
when it receives an Agent Advertisement from its own home agent. If 
so, it SHOULD deregister with its home agent (Section 3). Before 
attempting to deregister, the mobile node SHOULD configure its 
routing table appropriately for its home network (Section 4.2.1). In 
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add i t i on, if the home network is us i ng ARP [36] , the mob i I e node MUST 
follow the procedures described in Section 4.6 with regard to ARP, 
proxy ARP, and gratuitous ARP. 

2.4.4. Sequence Numbers and Rollover Handling 

If a mobi le node detects two successive values of the sequence number 
in the Agent Advertisements from the foreign agent with which it is 
registered, the second of which is less than the first and inside the 
range 0 to 255, the mobi le node SHOULD register again. If the second 
value is less than the first but is greater than or equal to 256, the 
mobi le node SHOULD assume that the sequence number has rol led over 
past its maximum value (Oxffff), and that reregi strati on is not 
necessary (Sect i on 2. 3) . 

3. Registration 

Mob i I e IP reg i strat i on prov i des a f I ex i b I e mechan i sm for mob i I e nodes 
to communicate their current reachability information to their home 
agent. It is the method by which mobi le nodes: 

- request forwarding services when visiting a foreign network, 

- inform their home agent of their current care-of address, 

- renew a registration which is due to expire, and/or 

- deregister when they return home. 

Registration messages exchange information between a mobile node, 
(opt i ona My) a fore i gn agent, and the home agent. Reg i strat i on 
creates or modifies a mobility binding at the home agent, associating 
the mobi le node's home address with its care-of address for the 
specified Lifetime. 

Several other (optional) capabilities are available through the 
registration procedure, which enable a mobi le node to: 

- discover its home address, if the mobile node is not configured 
with this information. 

- maintain multiple simultaneous registrations, so that a copy of 
each datagram wi I I be tunneled to each active care-of address 

- deregister specific care-of addresses while retaining other 
mob i I i ty b i nd i ngs, and 
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- d i scover the address of a home agent i f the mob i I e node i s not 
configured with this information. 



3.1. Registration Overview 



Mobi le IP defines two different registration procedures, one via a 
foreign agent that relays the registration to the mobile node's home 
agent, and one directly with the mobi le node's home agent. The 
following rules determine which of these two registration procedures 
to use in any particular circumstance: 



- If a mobile node is registering a foreign agent care-of 
address, the mobi le node MUST register via that foreign agent. 

- If a mobile node is using a co- located care-of address, and 
receives an Agent Advertisement from a foreign agent on the 
link on which it is using this care-of address, the mobile node 
SHOULD register via that foreign agent (or via another foreign 
agent on this link) if the ' R' bit is set in the received Agent 
Advertisement message. 

- If a mobi le node is otherwise using a co- located care-of 
address, the mobile node MUST register directly with its home 
agent. 

- I f a mob i I e node has returned to i ts home network and i s 
(de) registering with its home agent, the mobile node MUST 
register directly with its home agent. 



Both registration procedures involve the exchange of Registration 
Request and Registration Reply messages (Sections 3.3 and 3.4). When 
registering via a foreign agent, the registration procedure requires 
the following four messages: 

a) The mob i I e node sends a Reg i strat i on Request to the prospect i ve 
foreign agent to begin the registration process. 

b) The foreign agent processes the Registration Request and then 
relays it to the home agent. 

c) The home agent sends a Registration Reply to the foreign agent 
to grant or deny the Request. 

d) The foreign agent processes the Registration Reply and then 
relays it to the mobi le node to inform it of the disposition of 
its Request. 
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When the mobile node instead registers directly with its home agent, 
the registration procedure requires only the following two messages: 

a) The mobi le node sends a Registration Request to the home agent. 

b) The home agent sends a Registration Reply to the mobi le node, 
granting or denying the Request. 

The registration messages defined in Sections 3.3 and 3.4 use the 
User Datagram Protocol (UDP) [37]. A nonzero UDP checksum SHOULD be 
included in the header, and MUST be checked by the recipient. A zero 
UDP checksum SHOULD be accepted by the recipient. The behavior of 
the mobi le node and the home agent with respect to their mutual 
acceptance of packets with zero UDP checksums SHOULD be defined as 
part of the mobility security association which exists between them. 

3. 2. Authent i cat i on 

Each mobi le node, foreign agent, and home agent MUST be able to 
support a mobility security association for mobile entities, indexed 
by their SPI and IP address. In the case of the mobi le node, this 
must be its Home Address. See Section 5.1 for requirements for 
support of authentication algorithms. Registration messages between 
a mobi le node and its home agent MUST be authenticated with an 
author i zat i on-enab I i ng extens i on, e. g. the Mob i I e-Home Authent i cat i on 
Extension (Section 3.5.2). This extension MUST be the first 
authentication extension; other foreign agent-specific extensions MAY 
be added to the message after the mobi le node computes the 
authentication. 

3. 3. Reg i st rat i on Request 

A mobile node registers with its home agent using a Registration 
Request message so that its home agent can create or modify a 
mobility binding for that mobile node (e.g., with a new lifetime). 
The Request may be relayed to the home agent by the foreign agent 
through which the mobile node is registering, or it may be sent 
d i rect I y to the home agent i n the case in wh i ch the mob i I e node i s 
registering a co- located care-of address. 

IP fields: 

Source Address Typical ly the interface address from which the 
message is sent. 

Destination Address Typical ly that of the foreign agent or the 
home agent. 
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See Sections 3. 6. 1. 1 and 3. 7. 2. 2 for detai Is. UDP fields: 



Source Port 



variable 



Destination Port 434 



The UDP header is fol lowed by the Mobi le IP fields shown below: 



0 12 3 

01234567890123456789012345678901 



H — I — I — I — I — I — H 

Type 

H — I — I — I — I — I — h- 



H — I — I — I — i — i — I — I — I — I — H 

|S|B|D|M|G|r|T|x| 

H 1 1 1 — I — I 1 1 1 1 h- 



— I — I — I h- 

Lifetime 



H — I — f- 



Home Address 



H — I — I — I — I — H 



H — I — I — I — I — I — I — I — I — I — h- 

Home Agent 

H — I — I — I — I — I — I — I — I — I — H 



H — I — I — H 



— I — I — I — I — I — I — H 



H — I — I — I— 



H — I — I — I — I — I — H 



Care-of Address 
i i i i i — \ — i — i — i i i 



H — I — I — H 



Identification 



h — i — H 



H — h 



H — I — I — I — I — H 



H — H 



H — I — I — I — 1 — I — I — I — h- 



Extens i ons . . . 

— I — I — I — I — I — I — H 



Type 1 (Registration Request) 

S Simultaneous bindings. If the ' S' bit is set, the mobile 

node is requesting that the home agent retain its prior 
mobility bindings, as described in Section 3.6.1.2. 

B Broadcast datagrams. I f the ' B' bit is set, the mob i I e 

node requests that the home agent tunnel to it any 
broadcast datagrams that it receives on the home network, 
as described in Section 4.3. 

D Decapsulation by mobile node. If the ' D' bit is set, the 

mobi le node wi I I itself decapsulate datagrams which are 
sent to the care-of address. That is, the mobi le node is 
using a co- located care-of address. 



Minimal encapsulation. If the * M' bit is set, the mobile 
node requests that its home agent use minimal 
encapsulation [34] for datagrams tunneled to the mobile 
node. 
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G GRE encapsu I at i on. If the ' G' bit is set, the mob i I e 

node requests that its home agent use GRE encapsulation 
[16] for datagrams tunneled to the mobi le node. 

r Sent as zero; ignored on reception. SHOULD NOT be 

a I located for any other uses. 

T Reverse Tunne I i ng requested ; see [27] . 

x Sent as zero; ignored on reception. 

Lifetime 

The number of seconds remaining before the registration 
is considered expired. A value of zero indicates a 
request for deregi strati on. A value of Oxffff indicates 
infinity. 

Home Address 

The I P address of the mob i I e node. 

Home Agent 

The IP address of the mobi le node's home agent. 
Care-of Address 

The IP address for the end of the tunnel. 
I dent i f i cat i on 

A 64-bit number, constructed by the mobile node, used for 
matching Registration Requests with Registration Replies, 
and for protecting against replay attacks of registration 
messages. See Sect i ons 5. 4 and 5. 7. 

Extensions 

The f i xed port i on of the Reg i st rat i on Request is f o I I owed 
by one or more of the Extensions listed in Section 3.5. 
An authorization-enabling extension MUST be included in 
all Registration Requests. See Sections 3.6.1.3 and 
3.7.2.2 for information on the relative order in which 
different extensions, when present, MUST be placed in a 
Registration Request message. 
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3. 4. Reg i str at i on Rep I y 

A mobi I ity agent returns a Registration Reply message to a mobi le 
node which has sent a Registration Request (Section 3.3) message. If 
the mob i I e node i s request i ng serv i ce from a fore i gn agent, that 
foreign agent wi I I receive the Reply from the home agent and 
subsequently relay it to the mobile node. The Reply message contains 
the necessary codes to inform the mobi le node about the status of its 
Request, along with the lifetime granted by the home agent, which MAY 
be smaller than the original Request. 

The foreign agent MUST NOT increase the Lifetime selected by the 
mobile node in the Registration Request, since the Lifetime is 
covered by an authentication extension which enables authorization by 
the home agent. Such an extension contains authentication data which 
cannot be correctly (re) computed by the foreign agent. The home 
agent MUST NOT increase the Lifetime selected by the mobi le node in 
the Registration Request, since doing so could increase it beyond the 
maximum Registration Lifetime allowed by the foreign agent. If the 
Lifetime received in the Registration Reply is greater than that in 
the Registration Request, the Lifetime in the Request MUST be used. 
When the Lifetime received in the Registration Reply is less than 
that in the Registration Request, the Lifetime in the Reply MUST be 
used. 

IP fields: 

Source Address Typically copied from the destination address 



Destination Address Copied from the source address of the 

Registration Request to which the agent is 
replying 



of the Registration Request to which the 
agent i s rep I y i ng. See Sect i ons 3. 7. 2. 3 and 
3. 8. 3. 1 for complete detai Is. 



UDP fields: 



Source Port 



<var i ab I e> 



Destination Port 



Copied from the source port of the 
corresponding Registration Request (Section 
3. 7. 1). 



Perk i ns 



Standards Track 



[Page 33] 



RFC 3344 IP Mobi I ity Support for IPv4 August 2002 

The UDP header is fol lowed by the Mobi le IP fields shown below: 



0 12 3 

01234567890123456789012345678901 



H — 1- 
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H — 1 — 1 — 1 — 1 — 1— 

Type 


H — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — 1 — 1 — r— 

| Code | 


H — 1 — 1 — 1 — 1 — 1 — 1 — r— 

L i f et i me 


H — 1 — 1 — r 

1 


| Home Address I 


H — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — h 

| Home Agent I 


i 

+ 

i 

H — f- 


H — 1 — 1 — 1 — 1 — h- 


Identification 

. — | — | — , — , — | — . — , — | — | — | — | — | — 


4 — 1 — 1 — 1 — 1 — 1 — i — h- 


1 

+ 

1 

H — 1 — 1 — h 



| Extens i ons . . . 

4 — I — I — I — I — I — I — h~ 

Type 3 (Registration Reply) 

Code A value indicating the result of the Registration 

Request. See be I ow for a I i st of current I y def i ned Code 
va I ues. 

Lifetime 

If the Code field indicates that the registration was 
accepted, the Lifetime field is set to the number of 
seconds remaining before the registration is considered 
expired. A value of zero indicates that the mobi le node 
has been dereg i stered. A value of Oxffff indicates 
infinity. If the Code field indicates that the 
registration was denied, the contents of the Lifetime 
field are unspecified and MUST be ignored on reception. 

Home Address 

The IP address of the mobi le node. 

Home Agent 

The I P address of the mob i I e node' s home agent. 
Identification 

A 64-bit number used for matching Registration Requests 
w i th Reg i strat i on Rep I i es, and for protect i ng aga i nst 
replay attacks of registration messages. The value is 
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based on the Identification field from the Registration 
Request message from the mobi le node, and on the style of 
replay protection used in the security context between 
the mobi le node and its home agent (defined by the 
mobility security association between them, and SPI value 
in the authorization-enabling extension). See Sections 
5. 4 and 5. 7. 

Extensions 

The fixed portion of the Registration Reply is followed 
by one or more of the Extens i ons I i sted i n Sect i on 3. 5. 
An authorization-enabling extension MUST be included in 
all Registration Replies returned by the home agent. See 
Sections 3.7.2.2 and 3.8.3.3 for rules on placement of 
extensions to Reply messages. 

The fol lowing values are defined for use within the Code field. 
Reg i strat i on successf u I : 

0 registration accepted 

1 registration accepted, but simultaneous mobility 
bindings unsupported 

Registration denied by the foreign agent: 

64 reason unspecified 

65 administratively prohibited 

66 insufficient resources 

67 mob i I e node f a i I ed authent i cat i on 

68 home agent f a i I ed authent i cat i on 

69 requested Lifetime too long 

70 poorly formed Request 

71 poorly formed Reply 

72 requested encapsulation unavailable 

73 reserved and unava i I ab I e 

77 invalid care-of address 

78 registration timeout 

80 home network unreachable (I CMP error received) 

81 home agent host unreachable (I CMP error received) 

82 home agent port unreachable (I CMP error received) 
88 home agent unreachable (other I CMP error received) 
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128 reason unspecified 

129 administratively prohibited 

130 insufficient resources 

131 mobile node failed authentication 

132 foreign agent failed authentication 

133 registration Identification mismatch 

134 poorly formed Request 

135 too many simultaneous mobility bindings 

136 unknown home agent address 

Up-to-date values of the Code field are specified in the most recent 
"Assigned Numbers" [40]. 

3. 5. Reg i strat i on Extens i ons 

3.5.1. Computing Authentication Extension Values 

The Authent i cator value computed for each authentication Extension 
MUST protect the following fields from the registration message: 

- the UDP pay load (that is, the Registration Request or 
Registration Reply data), 

- all prior Extensions in their entirety, and 

- the Type, Length, and SPI of this Extension. 

The default authentication algorithm uses HMAC-MD5 [23] to compute a 
128-bit "message digest" of the registration message. The data over 
which the HMAC is computed is defined as: 

- the UDP pay load (that is, the Registration Request or 
Registration Reply data), 

- all prior Extensions in their entirety, and 

- the Type, Length, and SPI of this Extension. 

Note that the Authent i cator field itself and the UDP header are NOT 
included in the computation of the default Authent i cator value. See 
Section 5.1 for information about support requirements for message 
authentication codes, which are to be used with the various 
authentication Extensions, 
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The Security Parameter Index (SPI) within any of the authentication 
Extensions defines the security context which is used to compute the 
Authenticator value and which MUST be used by the receiver to check 
that value. In particular, the SPI selects the authentication 
algorithm and mode (Section 5.1) and secret (a shared key, or 
appropriate pub I ic/private key pair) used in computing the 
Authenticator. In order to ensure interoperability between different 
implementations of the Mobile IP protocol, an implementation MUST be 
able to associate any SPI value with any authentication algorithm and 
mode which it implements. In addition, all implementations of Mobile 
IP MUST implement the default authentication algorithm (HMAC-MD5) 
specified above. 

3. 5. 2. Mob i I e-Home Authent i cat i on Extens i on 

Exactly one authorization-enabling extension MUST be present in all 
Registration Requests, and also in all Registration Replies generated 
by the Home Agent. The Mobile-Home Authentication Extension is 
always an authorization-enabling for registration messages specified 
in this document. This requirement is intended to eliminate problems 
[2] which result from the uncontrolled propagation of remote 
redirects in the Internet. The location of the extension marks the 
end of the authenticated data. 

0 12 3 

01 2345678901 2345678901 2345678901 
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Type 32 

Length 4 plus the number of bytes in the Authenticator. 

SPI Security Parameter Index (4 bytes). An opaque 

identifier (see Section 1.6). 



Authent i cator (var i ab I e I ength) (See Sect i on 3.5.1.) 

3. 5. 3. Mob i I e~Fore i gn Authent i cat i on Extens i on 

This Extension MAY be included in Registration Requests and Replies 
in cases in which a mobi lity security association exists between the 
mobile node and the foreign agent. See Section 5.1 for information 
about support requirements for message authentication codes. 
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Length 



SPI 
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. . SPI (cont.) 
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Authenticator . . . 
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Type 33 

Length 4 plus the number of bytes in the Authent I cator. 

SPI Security Parameter Index (4 bytes). An opaque 

i dent i f i er (see Sect i on 1.6). 

Authent i cator (var i ab I e I ength) (See Sect i on 3.5.1.) 



3. 5. 4. Fore i gn-Home Authent i cat i on Extens i on 

This Extension MAY be included in Registration Requests and Replies 
in cases in which a mobi lity security association exists between the 
foreign agent and the home agent. See Section 5.1 for information 
about support requirements for message authentication codes. 
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SPI (cont.) 
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Type 34 

Length 4 plus the number of bytes in the Authent i cator. 

SPI Security Parameter Index (4 bytes). An opaque 

i dent i f i er (see Sect i on 1.6). 

Authent i cator (var i ab I e I ength) (See Sect i on 3.5.1.) 



3.6. Mobile Node Considerations 



A mobi le node MUST be configured with a netmask and a mobi I ity 
security association for each of its home agents. In addition, a 
mobi le node MAY be configured with its home address, and the IP 



Perk i ns 



Standards Track 



[Page 38] 



RFC 3344 IP Mob i I i ty Support for IPv4 August 2002 



address of one or more of its home agents; otherwise, the mobi le node 
MAY discover a home agent using the procedures described in Section 
3.6.1.2. 

If the mobi le node is not configured with a home address, it MAY use 
the Mobile Node NAI extension [6] to identify itself, and set the 
Home Address field of the Registration Request to 0.0.0.0. In this 
case, the mob i I e node MUST be ab I e to ass i gn i ts home address after 
extracting this information from the Registration Reply from the home 
agent. 

For each pend i ng reg i strat i on, the mob i I e node ma i nta i ns the 
following information: 

- the I ink- layer address of the foreign agent to which the 
Registration Request was sent, if applicable, 

- the IP destination address of the Registration Request, 

- the care-of address used in the registration, 

- the Identification value sent in the registration, 

- the originally requested Lifetime, and 

- the remaining Lifetime of the pending registration. 

A mobile node SHOULD initiate a registration whenever it detects a 
change in its network connectivity. See Section 2.4.2 for methods by 
which mobi le nodes MAY make such a determination. When it is away 
from home, the mobile node's Registration Request allows its home 
agent to create or mod i f y a mob i I i ty b i nd i ng for i t. When it i s at 
home, the mobile node's (de) Reg i strat i on Request allows its home 
agent to delete any previous mobility binding(s) for it. A mobile 
node operates without the support of mobi I ity functions when it is at 
home. 

There are other conditions under which the mobi le node SHOULD 
(re) register with its foreign agent, such as when the mobile node 
detects that the foreign agent has rebooted (as specified in Section 
2.4.4) and when the current registration's Lifetime is near 
expiration. 

In the absence of I ink- layer indications of changes in point of 
attachment. Agent Advertisements from new agents SHOULD NOT cause a 
mobile node to attempt a new registration, if its current 
registration has not expired and it is still also receiving Agent 
Advertisements from the foreign agent with which it is currently 
registered. In the absence of I ink- layer indications, a mobile node 
MUST NOT attempt to register more often than once per second. 
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A mobile node MAY register with a different agent when transport- 
layer protocols indicate excessive retransmissions. A mobile node 
MUST NOT consider reception of an I CMP Redirect from a foreign agent 
that is currently providing service to it as reason to register with 
a new foreign agent. Within these constraints, the mobi le node MAY 
register again at any time. 

Appendix D shows some examples of how the fields in registration 
messages would be set up in some typical registration scenarios. 

3. 6. 1 . Send i ng Reg i strat i on Requests 

The fo I lowing sections specify detai Is for the values the mobi le node 
MUST supply in the fields of Registration Request messages. 

3.6.1.1. IP Fields 

Th i s sect i on prov i des the spec i f i c ru I es by wh i ch mob i I e nodes p i ck 
values for the IP header fields of a Registration Request. 

IP Source Address: 

- When registering on a foreign network with a co- located care-of 
address, the IP source address MUST be the care-of address. 

- Otherwise, if the mobi le node does not have a home address, the 
IP source address MUST be 0.0.0.0. 

- In all other circumstances, the IP source address MUST be the 
mobile node's home address. 

IP Destination Address: 

- When the mobile node has discovered the agent with which it is 
registering, through some means (e.g., I ink- layer) that does 
not provide the IP address of the agent (the IP address of the 
agent is unknown to the mobi le node), then the "A 1 1 Mobi I ity 
Agents" multicast address (224.0.0.11) MUST be used. In this 
case, the mobile node MUST use the agent's I ink- layer unicast 
address in order to del iver the datagram to the correct agent. 

- When registering with a foreign agent, the address of the agent 
as learned from the IP source address of the corresponding 
Agent Advertisement MUST be used. This MAY be an address which 
does not appear as an advertised care-of address in the Agent 
Advertisement. In addition, when transmitting this 

Reg i strat i on Request message, the mob i I e node MUST use a I i nk- 
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layer destination address copied from the I ink- layer source 
address of the Agent Advertisement message in which it learned 
this foreign agent's IP address. 

- When the mobile node is registering directly with its home 
agent and knows the (unicast) IP address of its home agent, the 
destination address MUST be set to this address. 

- If the mobile node is registering directly with its home agent, 
but does not know the IP address of its home agent, the mobi le 
node may use dynamic home agent address resolution to 
automatically determine the IP address of its home agent 
(Section 3.6.1.2). In this case, the IP destination address is 
set to the subnet-directed broadcast address of the mobile 
node's home network. This address MUST NOT be used as the 
destination IP address if the mobile node is registering via a 
foreign agent, although it MAY be used as the Home Agent 
address in the body of the Registration Request when 
registering via a foreign agent. 

IP Time to Live: 

- The IP TTL field MUST be set to 1 if the IP destination address 
is set to the "A I I Mobi I ity Agents' 7 multicast address as 
described above. Otherwise a suitable value should be chosen 
in accordance with standard IP practice [38]. 

3. 6. 1 . 2. Reg i strat i on Request F i e I ds 

This section provides specific rules by which mobi le nodes pick 
values for the fields within the fixed portion of a Registration 
Request. 

A mob i I e node MAY set the ' S' bit in order to request that the home 
agent maintain prior mobility binding(s). Otherwise, the home agent 
deletes any previous binding(s) and replaces them with the new 
binding specified in the Registration Request. Multiple simultaneous 
mobility bindings are likely to be useful when a mobile node using at 
least one wireless network interface moves within wireless 
transmission range of more than one foreign agent. IP explicitly 
allows duplication of datagrams. When the home agent allows 
simultaneous bindings, it will tunnel a separate copy of each 
arriving datagram to each care-of address, and the mobi le node wi I I 
receive multiple copies of datagrams destined to it. 

The mobile node SHOULD set the ' D' bit if it is registering with a 
co- located care-of address. Otherwise, the ' D' bit MUST NOT be set. 
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A mobi le node MAY set the ' B' bit to request its home agent to 
forward to it, a copy of broadcast datagrams received by its home 
agent from the home network. The method used by the home agent to 
forward broadcast datagrams depends on the type of care-of address 
registered by the mobile node, as determined by the * D' bit in the 
mobile node's Registration Request: 

- If the ' D' bit is set, then the mobile node has indicated that 
it will decapsulate any datagrams tunneled to this care-of 
address i tse I f (the mob i I e node is us i ng a co- 1 ocated care-of 
address). In this case, to forward such a received broadcast 
datagram to the mobi le node, the home agent MUST tunnel it to 
this care-of address. The mobile node de-tunnels the received 
datagram in the same way as any other datagram tunneled 
directly to it. 

- If the ' D' bit is NOT set, then the mobile node has indicated 
that it is using a foreign agent care-of address, and that the 
foreign agent wi I I thus decapsulate arriving datagrams before 
forwarding them to the mobile node. In this case, to forward 
such a received broadcast datagram to the mobi le node, the home 
agent MUST first encapsulate the broadcast datagram in a 
unicast datagram addressed to the mobi le node's home address, 
and then MUST tunnel this resulting datagram to the mobile 
node' s care-of address. 

When decapsulated by the foreign agent, the inner datagram wi 1 I 
thus be a unicast IP datagram addressed to the mobi le node, 
identifying to the foreign agent the intended destination of 
the encapsulated broadcast datagram, and will be delivered to 
the mob i I e node i n the same way as any tunne I ed datagram 
arriving for the mobi le node. The foreign agent MUST NOT 
decapsulate the encapsulated broadcast datagram and MUST NOT 
use a local network broadcast to transmit it to the mobi le 
node. The mobile node thus MUST decapsulate the encapsulated 
broadcast datagram itself, and thus MUST NOT set the ' B' bit in 
its Registration Request in this case unless it is capable of 
decapsulating datagrams. 

The mob i I e node MAY request a I ternat i ve forms of encapsu I at i on by 
setting the ' M' bit and/or the 'G' bit, but only if the mobile node 
i s decapsu I at i ng i ts own datagrams (the mob i I e node is us i ng a co- 
I ocated care-of address) or if its foreign agent has indicated 
support for these forms of encapsulation by setting the corresponding 
b i ts in the Mob i I i ty Agent Advert i sement Extens i on of an Agent 
Advertisement received by the mobile node. Otherwise, the mobile 
node MUST NOT set these bits. 
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The L i f et i me field is chosen as f o 1 1 ows : 

- If the mobile node is registering with a foreign agent, the 
Lifetime SHOULD NOT exceed the value in the Registration 
Lifetime field of the Agent Advertisement message received from 
the foreign agent. 

When the method by which the care-of address is learned does 
not include a Lifetime, the default I CMP Router Advertisement 
Lifetime (1800 seconds) MAY be used. 

- The mobi le node MAY ask a home agent to delete a particular 
mobility binding, by sending a Registration Request with the 
care-of address for this binding, with the Lifetime field set 
to zero (Section 3.8.2). 

- Similarly, a Lifetime of zero is used when the mobile node 
deregisters all care-of addresses, such as upon returning home. 

The Home Address field MUST be set to the mobi le node' s home address, 
if this information is known. Otherwise, the Home Address MUST be 
set to zeroes. 

The Home Agent field MUST be set to the address of the mobi le node's 
home agent, if the mobile node knows this address. Otherwise, the 
mobi le node MAY use dynamic home agent address resolution to learn 
the address of its home agent. In this case, the mobi le node MUST 
set the Home Agent field to the subnet-directed broadcast address of 
the mobile node's home network. Each home agent receiving such a 
Registration Request with a broadcast destination address MUST reject 
the mobile node's registration and SHOULD return a rejection 
Registration Reply indicating its unicast IP address for use by the 
mobi le node in a future registration attempt. 

The Care-of Address field MUST be set to the value of the particular 
care-of address that the mobi le node wishes to (de) reg i ster. In the 
special case in which a mobile node wishes to deregister all care-of 
addresses, it MUST set this field to its home address. 

The mobile node chooses the Identification field in accordance with 
the style of replay protection it uses with its home agent. This is 
part of the mobi I ity security association the mobi le node shares with 
its home agent. See Section 5.7 for the method by which the mobi le 
node computes the Identification field. 
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This section describes the ordering of any mandatory and any optional 
Extensions that a mobile node appends to a Registration Request. 
This following ordering MUST be followed: 

a) The IP header, followed by the UDP header, followed by the 

f i xed- 1 ength port i on of the Reg i strat i on Request, f o I I owed by 

b) If present, any non-authentication Extensions expected to be 
used by the home agent (which may or may not also be useful to 
the foreign agent), fol lowed by 

c) An authorization-enabling extension, followed by 

d) If present, any non-authentication Extensions used only by the 
foreign agent, followed by 

e) The Mobile-Foreign Authentication Extension, if present. 

Note that items (a) and (c) MUST appear in every Registration Request 
sent by the mobile node. Items (b), (d), and (e) are optional. 
However, i tern (e) MUST be i nc I uded when the mob i I e node and the 
foreign agent share a mobility security association. 

3. 6. 2. Rece i v i ng Reg i strat i on Rep I i es 

Registration Replies wi 1 1 be received by the mobi le node in response 
to its Registration Requests. Registration Replies generally fall 
into three categories: 

- the registration was accepted, 

- the registration was denied by the foreign agent, or 

- the registration was denied by the home agent. 

The remainder of this section describes the Registration Reply 
hand I ing by a mobi le node in each of these three categories. 

3.6.2.1. Validity Checks 

Registration Replies with an invalid, non-zero UDP checksum MUST be 
si lently discarded. 

In addition, the low-order 32 bits of the Identification field in the 
Registration Reply MUST be compared to the low-order 32 bits of the 
Identification field in the most recent Registration Request sent to 
the replying agent. If they do not match, the Reply MUST be si lently 
d i scarded. 
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Also, the Registration Reply MUST be checked for presence of an 
authorization-enabling extension. For all Registration Reply 
messages containing a Status Code indicating status from the Home 
Agent, the mob i I e node MUST check for the presence of an 
authorization-enabling extension, acting in accordance with the Code 
field in the Reply. The rules are as follows: 

a) If the mobi le node and the foreign agent share a mobi I ity 
security association, exactly one Mobile-Foreign Authentication 
Extension MUST be present in the Registration Reply, and the 
mob i I e node MUST check the Authent i cator va I ue in the 
Extension. If no Mobile-Foreign Authentication Extension is 
found, or if more than one Mobile-Foreign Authentication 
Extension is found, or if the Authent i cator is invalid, the 
mobile node MUST silently discard the Reply and SHOULD log the 
event as a security exception. 

b) If the Code field indicates that service is denied by the home 
agent, or if the Code field indicates that the registration was 
accepted by the home agent, exactly one Mobi le-Home 
Authentication Extension MUST be present in the Registration 
Rep I y, and the mob i I e node MUST check the Authent i cator va I ue 
in the Extension. If the Registration Reply was generated by 
the home agent but no Mobile-Home Authentication Extension is 
found, or if more than one Mobile-Home Authentication Extension 
is found, or if the Authent i cator is invalid, the mobile node 
MUST si lently discard the Reply and SHOULD log the event as a 
security exception. 

I f the Code field i nd i cates an authent i cat i on f a i I ure, e i ther at the 
foreign agent or the home agent, then it is quite possible that any 
authent i cator s in the Registration Reply wi 1 1 also be in error. This 
could happen, for example, if the shared secret between the mobile 
node and home agent was erroneously configured. The mobi le node 
SHOULD log such errors as security exceptions. 

3. 6. 2. 2. Registration Request Accepted 

If the Code field indicates that the request has been accepted, the 
mobi le node SHOULD configure its routing table appropriately for its 
current point of attachment (Section 4.2.1). 

If the mobile node is returning to its home network and that network 
is one which implements ARP, the mobi le node MUST fol low the 
procedures described in Section 4.6 with regard to ARP, proxy ARP, 
and gratuitous ARP. 
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If the mobi le node has registered on a foreign network, it SHOULD 
re-register before the expiration of the Lifetime of its 
registration. As described in Section 3.6, for each pending 
Registration Request, the mobile node MUST maintain the remaining 
lifetime of this pending registration, as well as the original 
Lifetime from the Registration Request. When the mobi le node 
receives a valid Registration Reply, the mobile node MUST decrease 
its view of the remaining lifetime of the registration by the amount 
by which the home agent decreased the originally requested Lifetime. 
This procedure is equivalent to the mobile node starting a timer for 
the granted Lifetime at the time it sent the Registration Request, 
even though the granted Lifetime is not known to the mobi le node 
until the Registration Reply is received. Since the Registration 
Request is certainly sent before the home agent begins timing the 
registration Lifetime (also based on the granted Lifetime), this 
procedure ensures that the mobi le node wi I I re-register before the 
home agent expires and deletes the registration, in spite of possibly 
non-negligible transmission delays for the original Registration 
Request and Reply that started the timing of the Lifetime at the 
mobi le node and its home agent. 

3.6.2.3. Registration Request Denied 

If the Code field indicates that service is being denied, the mobile 
node SHOULD log the error. In certain cases the mobi le node may be 
able to "repair" the error. These include: 

Code 69: (Denied by foreign agent, Lifetime too long) 

In this case, the Lifetime field in the Registration Reply will 
contain the maximum Lifetime value which that foreign agent is 
wi I I ing to accept in any Registration Request. The mobi le node 
MAY attempt to register with this same agent, using a Lifetime 

in the Registration Request that MUST be less than or equal to 
the value specified in the Reply. 

Code 133: (Denied by home agent, Identification mismatch) 

In this case, the Identification field in the Registration 
Reply wi 1 1 contain a value that al lows the mobi le node to 
synchronize with the home agent, based upon the style of replay 
protection in effect (Section 5.7). The mobile node MUST 
adjust the parameters it uses to compute the Identification 
field based upon the information in the Registration Reply, 
before issuing any future Registration Requests. 
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Code 136: (Denied by home agent, Unknown home agent address) 

This code is returned by a home agent when the mobi le node is 
performing dynamic home agent address resolution as described 
in Sections 3.6.1.1 and 3.6.1.2. In this case, the Home Agent 
field within the Reply wi I I contain the unicast IP address of 
the home agent return i ng the Rep I y. The mob i I e node MAY then 
attempt to register with this home agent in future Registration 
Requests. In addition, the mobile node SHOULD adjust the 
parameters it uses to compute the Identification field based 
upon the corresponding field in the Registration Reply, before 
issuing any future Registration Requests. 

3. 6. 3. Reg i strat i on Retransm i ss i on 

When no Registration Reply has been received within a reasonable 
time, another Registration Request MAY be transmitted. When 
timestamps are used, a new registration Identification is chosen for 
each retransmission; thus it counts as a new registration. When 
nonces are used, the unanswered Request is retransmitted unchanged; 
thus the retransmission does not count as a new registration (Section 
5.7). In this way a retransmission wi I I not require the home agent 
to resynchronize with the mobi le node by issuing another nonce in the 
case in which the original Registration Request (rather than its 
Registration Reply) was lost by the network. 

The maximum time until a new Registration Request is sent SHOULD be 
no greater than the requested Lifetime of the Registration Request. 
The minimum value SHOULD be large enough to account for the size of 
the messages, twice the round trip time for transmission to the home 
agent, and at least an additional 100 milliseconds to allow for 
processing the messages before responding. The round trip time for 
transmission to the home agent wi 1 1 be at least as large as the time 
requ i red to transm i t the messages at the I i nk speed of the mob i I e 
node's current point of attachment. Some circuits add another 200 
mi I I i seconds of sate I I ite delay in the total round trip time to the 
home agent. The minimum time between Registration Requests MUST NOT 
be less than 1 second. Each successive retransmission timeout period 
SHOULD be at least twice the previous period, as long as that is less 
than the maximum as specified above. 

3.7. Foreign Agent Considerations 

The fore i gn agent p I ays a most I y pass i ve ro I e in Mob i I e IP 
registration. It relays Registration Requests between mobile nodes 
and home agents, and, when it provides the care-of address, 
decapsulates datagrams for delivery to the mobile node. It SHOULD 
also send periodic Agent Advertisement messages to advertise its 
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presence as described in Section 2.3, if not detectable by I ink- layer 
means. 

A foreign agent MUST NOT transmit a Registration Request except when 
relaying a Registration Request received from a mobi le node, to the 
mobi le node's home agent. A foreign agent MUST NOT transmit a 
Registration Reply except when relaying a Registration Reply received 
from a mobi le node's home agent, or when replying to a Registration 
Request rece i ved from a mob i I e node i n the case in wh i ch the fore i gn 
agent is denying service to the mobile node. In particular, a 
foreign agent MUST NOT generate a Registration Request or Reply 
because a mobile node's registration Lifetime has expired. A foreign 
agent also MUST NOT originate a Registration Request message that 
asks for deregi strati on of a mobile node; however, it MUST relay 
valid (de) Registration Requests originated by a mobile node. 

3.7.1. Configuration and Registration Tables 

Each foreign agent MUST be configured with a care-of address. In 
addition, for each pending or current registration the foreign agent 
MUST maintain a visitor list entry containing the following 
information obtained from the mobile node's Registration Request: 

- the I ink- layer source address of the mobi le node 

- the IP Source Address (the mobile node's Home Address) or its 
co- located care-of address (see description of the 'R' bit in 
section 2. 1. 1) 

- the IP Destination Address (as specified in 3.6.1.1) 

- the UDP Source Port 

- the Home Agent address 

- the Identification field 

- the requested registration Lifetime, and 

- the remaining Lifetime of the pending or current registration. 

If the mobile node's Home Address is zero in the Registration Request 
message, then the foreign agent MUST follow the procedures specified 
in RFC 2794 [6]. In particular, if the foreign agent cannot manage 
pending registration request records with such a zero Home Address 
for the mobile node, the foreign agent MUST return a Registration 
Reply with Code indicating N0NZER0_H0MEADDR„REQD (see [6]). 

The foreign agent MAY configure a maximum number of pending 
registrations that it is willing to maintain (typically 5). 
Additional registrations SHOULD then be rejected by the foreign agent 
with code 66. The foreign agent MAY delete any pending Registration 
Request after the request has been pending for more than 7 seconds; 
in this case, the foreign agent SHOULD reject the Request with code 
78 (registration timeout). 
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As with any node on the Internet, a foreign agent MAY also share 
mobility security associations with any other nodes. When relaying a 
Registration Request from a mobi le node to its home agent, if the 
foreign agent shares a mobility security association with the home 
agent, it MUST add a Foreign-Home Authentication Extension to the 
Request and MUST check the required Foreign-Home Authentication 
Extension in the Registration Reply from the home agent (Sections 3.3 
and 3.4). Similarly, when receiving a Registration Request from a 
mobi le node, if the foreign agent shares a mobi I ity security 
association with the mobile node, it MUST check the required Mobile- 
Foreign Authentication Extension in the Request and MUST add a 
Mobile-Foreign Authentication Extension to the Registration Reply to 
the mobi le node. 

3.7.2. Receiving Registration Requests 

If the foreign agent accepts a Registration Request from a mobi le 
node, it checks to make sure that the indicated home agent address 
does not belong to any network interface of the foreign agent. If 
not, the foreign agent then MUST relay the Request to the indicated 
home agent. Otherwise, if the foreign agent denies the Request, it 
MUST send a Registration Reply to the mobi le node with an appropriate 
denial Code, except in cases where the foreign agent would be 
required to send out more than one such denial per second to the same 
mobi le node. The fo I lowing sections describe this behavior in more 
deta i I . 

If the foreign agent has configured one of its network interfaces 
with the IP address specified by the mobile node as its home agent 
address, the foreign agent MUST NOT forward the request again. If 
the fore i gn agent serves the mob i I e node as a home agent, the fore i gn 
agent follows the procedures specified in section 3.8.2. Otherwise, 
i f the fore i gn agent does not serve the mob i I e node as a home agent, 
the foreign agent rejects the Registration Request with code 136 
(unknown home agent address). 

If a foreign agent receives a Registration Request from a mobile node 
in its visitor list, the existing visitor list entry for the mobile 
node SHOULD NOT be deleted or modified unti I the foreign agent 
receives a valid Registration Reply from the home agent with a Code 
indicating success. The foreign agent MUST record the new pending 
Request as a separate part of the existing visitor list entry for the 
mob i I e node. I f the Reg i strat i on Request requests dereg i strat i on, 
the existing visitor list entry for the mobile node SHOULD NOT be 
deleted until the foreign agent has received a successful 
Registration Reply. If the Registration Reply indicates that the 
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Request (for registration or deregi strati on) was denied by the home 
agent, the ex i st i ng v i s i tor I i st entry for the mob i I e node MUST NOT 
be modified as a result of receiving the Registration Reply. 

3.7.2.1. Validity Checks 

Registration Requests with an invalid, non-zero UDP checksum MUST be 
silently discarded. Requests with non-zero bits in reserved fields 
MUST be rejected with code 70 (poorly formed request). Requests with 
the ' D' bit set to 0, and specifying a care-of address not offered by 
the foreign agent, MUST be rejected with code 77 (invalid care-of 
address) . 

Also, the authentication in the Registration Request MUST be checked. 
If the foreign agent and the mobi le node share a mobi I ity security 
association, exactly one Mobile-Foreign Authentication Extension MUST 
be present in the Registration Request, and the foreign agent MUST 
check the Authent i cator value in the Extension. If no Mobi le-Foreign 
Authentication Extension is found, or if more than one Mobi le-Foreign 
Authentication Extension is found, or if the Authent i cator is 
invalid, the foreign agent MUST silently discard the Request and 
SHOULD log the event as a security exception. The foreign agent also 
SHOULD send a Registration Reply to the mobi le node with Code 67. 

3.7.2.2. Forwarding a Valid Request to the Home Agent 

If the foreign agent accepts the mobile node's Registration Request, 
it MUST relay the Request to the mobi le node's home agent as 
specified in the Home Agent field of the Registration Request. The 
foreign agent MUST NOT modify any of the fields beginning with the 
fixed portion of the Registration Request up through and including 
the Mobile-Home Authentication Extension or other authentication 
extension supplied by the mobile node as an authorization-enabling 
extension for the home agent. Otherwise, an authentication fai lure 
is very likely to occur at the home agent. In addition, the foreign 
agent proceeds as f o 1 1 ows : 

- It MUST process and remove any Extensions fo I lowing the 
Mobile-Home Authentication Extension, 

- It MAY append any of its own non-authentication Extensions of 
relevance to the home agent, if applicable, and 

- It MUST append the Foreign-Home Authentication Extension, if 
the foreign agent shares a mobility security association with 
the home agent. 
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Specific fields within the IP header and the UDP header of the 
relayed Registration Request MUST be set as follows: 

IP Source Address 

The foreign agent's address on the interface from which 
the message wi 1 1 be sent. 

IP Destination Address 

Copied from the Home Agent field within the Registration 
Request. 

UDP Source Port 

<var i ab I e> 
UDP Destination Port 

434 

After forwarding a valid Registration Request to the home agent, the 
foreign agent MUST begin timing the remaining lifetime of the pending 
registration based on the Lifetime in the Registration Request. If 
th i s I i f et i me exp i res before rece i v i ng a va I i d Reg i strat i on Rep I y , 
the fore i gn agent MUST de I ete i ts v i s i tor I i st entry for th i s pend i ng 
registration. 

3. 7. 2. 3. Deny i ng I nva I i d Requests 

If the foreign agent denies the mobile node's Registration Request 
for any reason, it SHOULD send the mobi le node a Registration Reply 
with a suitable denial Code. In such a case, the Home Address, Home 
Agent, and Identification fields within the Registration Reply are 
cop i ed from the correspond i ng f i e I ds of the Reg i strat i on Request. 

If the Reserved field is nonzero, the foreign agent MUST deny the 
Request and SHOULD return a Registration Reply with status code 70 to 
the mobi le node. If the Request is being denied because the 
requested Lifetime is too long, the foreign agent sets the Lifetime 
in the Reply to the maximum Lifetime value it is wi I ling to accept in 
any Registration Request, and sets the Code field to 69. Otherwise, 
the Lifetime SHOULD be copied from the Lifetime field in the Request. 
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Specific fields within the IP header and the UDP header of the 
Reg i strat i on Rep I y MUST be set as f o 1 1 ows : 

IP Source Address 

Copied from the IP Destination Address of Registration 
Request, un I ess the "A I I Agents Mu 1 1 i cast" address was 
used. In th i s case, the fore i gn agent' s address (on the 
interface from which the message wi 1 1 be sent) MUST be 
used. 

IP Destination Address 

If the Registration Reply is generated by the Foreign 
Agent in order to reject a mobile node's Registration 
Request, and the Registration Request contains a Home 
Address which is not 0.0.0.0, then the IP Destination 
Address is copied from the Home Address field of the 
Registration Request. Otherwise, if the Registration 
Reply is received from the Home Agent, and contains a 
Home Address which is not 0.0.0.0, then the IP 
Destination Address is copied from the Home Address field 
of the Registration Reply. Otherwise, the IP Destination 
Address of the Registration Reply is set to be 
255. 255. 255. 255. 

UDP Source Port 

434 

UDP Destination Port 

Copied from the UDP Source Port of the Registration 
Request. 

3.7.3. Receiving Registration Replies 

The foreign agent updates its visitor list when it receives a valid 
Registration Reply from a home agent. It then relays the 
Registration Reply to the mobile node. The following sections 
describe this behavior in more detail. 

If upon relaying a Registration Request to a home agent, the foreign 
agent receives an I CMP error message instead of a Registration Reply, 
then the foreign agent SHOULD send to the mobi le node a Registration 
Reply with an appropriate "Home Agent Unreachable" fai lure Code 
(within the range 80-95, inclusive). See Section 3.7.2.3 for details 
on building the Registration Reply. 
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3. 7.3. 1. Val idity Checks 

Registration Replies with an invalid, norrzero UDP checksum MUST be 
si lently discarded. 

When a foreign agent receives a Registration Reply message, it MUST 
search its visitor list for a pending Registration Request with the 
same mobi le node home address as indicated in the Reply. If no such 
pending Request is found, and if the Registration Reply does not 
correspond with any pending Registration Request with a zero mobile 
node home address (see section 3.7.1), the foreign agent MUST 
si lently discard the Reply. The foreign agent MUST also si lently 
discard the Reply if the low-order 32 bits of the Identification 
field in the Reply do not match those in the Request. 

Also, the authentication in the Registration Reply MUST be checked. 
If the foreign agent and the home agent share a mobi I ity security 
association, exactly one Foreign-Home Authentication Extension MUST 
be present in the Registration Reply, and the foreign agent MUST 
check the Authent i cator value in the Extension. If no Foreign-Home 
Authentication Extension is found, or if more than one Foreign-Home 
Authentication Extension is found, or if the Authent i cator is 
invalid, the foreign agent MUST silently discard the Reply and SHOULD 
log the event as a security exception. The foreign agent also MUST 
reject the mobile node's registration and SHOULD send a Registration 
Reply to the mobi le node with Code 68. 

3. 7. 3. 2. Forwarding Rep I ies to the Mobi le Node 

A Registration Reply which satisfies the validity checks of Section 
3. 8. 2. 1 i s re I ayed to the mob i I e node. The fore i gn agent MUST a i so 
update its visitor list entry for the mobile node to reflect the 
results of the Registration Request, as indicated by the Code field 
in the Reply. If the Code indicates that the home agent has accepted 
the registration and the Lifetime field is nonzero, the foreign agent 
SHOULD set the Lifetime in the visitor list entry to the minimum of 
the fol lowing two values: 

- the value specified in the Lifetime field of the Registration 
Rep I y, and 

- the fore i gn agent' s own max i mum va I ue for a I I owab I e 
reg i strat i on I i f et i me. 

If, instead, the Code indicates that the Lifetime field is zero, the 
foreign agent MUST delete its visitor list entry for the mobile node. 
Finally, if the Code indicates that the registration was denied by 
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the home agent, the foreign agent MUST delete its pending 
registration list entry, but not its visitor list entry, for the 
mobi le node. 

The foreign agent MUST NOT modify any of the fields beginning with 
the fixed portion of the Registration Reply up through and including 
the Mobile-Home Authentication Extension. Otherwise, an 
authentication fai lure is very I ike I y to occur at the mobi le node. 

In addition, the foreign agent SHOULD perform the following 
additional procedures: 

- It MUST process and remove any Extensions fo I lowing the 
Mobile-Home Authentication Extension, 

- It MAY append its own non-authentication Extensions of 
relevance to the mobile node, if applicable, and 

- It MUST append the Mobile-Foreign Authentication Extension, if 
the foreign agent shares a mobility security association with 
the mob i I e node. 

Specific fields within the IP header and the UDP header of the 
relayed Registration Reply are set according to the same rules 
specified in Section 3.7.2.3. 

After forwarding a valid Registration Reply to the mobile node, the 
fore i gn agent MUST update i ts v i s i tor I i st entry for th i s 
registration as follows. If the Registration Reply indicates that 
the registration was accepted by the home agent, the foreign agent 
resets its timer of the lifetime of the registration to the Lifetime 
granted in the Registration Reply; unlike the mobile node's timing of 
the registration lifetime as described in Section 3.6.2.2, the 
foreign agent considers this lifetime to begin when it forwards the 
Registration Reply message, ensuring that the foreign agent wi I I not 
expire the registration before the mobi le node does. On the other 
hand, if the Registration Reply indicates that the registration was 
rejected by the home agent, the foreign agent deletes its visitor 
list entry for this attempted registration. 

3.8. Home Agent Considerations 

Home agents play a reactive role in the registration process. The 
home agent receives Registration Requests from the mobi le node 
(perhaps relayed by a foreign agent), updates its record of the 
mobility bindings for this mobile node, and issues a suitable 
Registration Reply in response to each. 
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A home agent MUST NOT transmit a Registration Reply except when 
replying to a Registration Request received from a mobile node. In 
particular, the home agent MUST NOT generate a Registration Reply to 
indicate that the Lifetime has expired. 

3.8.1. Configuration and Registration Tables 

Each home agent MUST be configured with an IP address and with the 
prefix size for the home network. The home agent MUST be configured 
with the mobi I ity security association of each authorized mobi le node 
that it is serving as a home agent. 

When the home agent accepts a valid Registration Request from a 
mobi le node that it serves as a home agent, the home agent MUST 
create or modify the entry for this mobi le node in its mobi I ity 
binding I ist containing: 

- the mob i I e node' s home address 

- the mobile node's care-of address 

- the Identification field from the Registration Reply 

- the remaining Lifetime of the registration 

The home agent MAY optional ly offer the capabi I ity to dynamical ly 
associate a home address to a mobi le node upon receiving a 
Registration Request from that mobile node. The method by which a 
home address i s a I I ocated to the mob i I e node i s beyond the scope of 
this document, but see [6]. After the home agent makes the 
association of the home address to the mobi le node, the home agent 
MUST put that home address into the Home Address field of the 
Registration Reply. 

The home agent MAY also maintain mobility security associations with 
various foreign agents. When receiving a Registration Request from a 
fore i gn agent, i f the home agent shares a mob i I i ty secur i ty 
association with the foreign agent, the home agent MUST check the 
Authent i cator in the required Foreign-Home Authentication Extension 
in the message, based on this mobility security association. 
Si mi larly, when sending a Registration Reply to a foreign agent, if 
the home agent shares a mobility security association with the 
foreign agent, the home agent MUST include a Foreign-Home 
Authentication Extension in the message, based on this mobility 
security association. 
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If the home agent accepts an incoming Registration Request, it MUST 
update its record of the the mobile node's mobility binding(s) and 
SHOULD send a Registration Reply with a suitable Code. Otherwise 
(the home agent denies the Request), it SHOULD send a Registration 
Reply with an appropriate Code specifying the reason the Request was 
denied. The following sections describe this behavior in more 
deta i I . If the home agent does not support broadcasts (see sect i on 
4.3), it MUST ignore the ' B' bit (as opposed to rejecting the 
Registration Request). 

3.8.2. 1. Val idity Checks 

Registration Requests with an invalid, non-zero UDP checksum MUST be 
si lently discarded by the home agent. 

The authentication in the Registration Request MUST be checked. This 
involves the following operations: 

a) The home agent MUST check for the presence of an 

author i zat i on-enab I i ng extens i on, and perform the i nd i cated 
authent i cat i on. Exact I y one author i zat i on-enab I i ng extens i on 
MUST be present in the Registration Request; and the home agent 
MUST either check the Authent i cator value in the extension or 
verify that the authent i cator value has been checked by another 
agent with which it has a security association. If no 
authorization-enabling extension is found, or if more than one 
authorization-enabling extension is found, or if the 
Authent i cator is invalid, the home agent MUST reject the mobile 
node's registration and SHOULD send a Registration Reply to the 
mobi le node with Code 131. The home agent MUST then discard 
the Request and SHOULD log the error as a security exception. 

b) The home agent MUST check that the registration Identification 
field is correct using the context selected by the SPI within 
the authorization-enabling extension. See Section 5.7 for a 
description of how this is performed. If incorrect, the home 
agent MUST reject the Request and SHOULD send a Registration 
Reply to the mobi le node with Code 133, including an 
Identification field computed in accordance with the rules 
specified in Section 5.7. The home agent MUST do no further 
processing with such a Request, though it SHOULD log the error 
as a security exception. 

c) If the home agent shares a mobility security association with 
the foreign agent, the home agent MUST check for the presence 
of a valid Foreign-Home Authentication Extension. Exactly one 
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Foreign-Home Authentication Extension MUST be present in the 
Registration Request in this case, and the home agent MUST 
check the Authent i cator value in the Extension. If no 
Foreign-Home Authentication Extension is found, or if more than 
one Foreign-Home Authentication Extension is found, or if the 
Authent i cator is invalid, the home agent MUST reject the mobile 
node's registration and SHOULD send a Registration Reply to the 
mobile node with Code 132. The home agent MUST then discard 
the Request and SHOULD log the error as a security exception. 

In addition to checking the authentication in the Registration 
Request, home agents MUST deny Registration Requests that are sent to 
the subnet-d i rected broadcast address of the home network (as opposed 
to being unicast to the home agent). The home agent MUST discard the 
Request and SHOULD returning a Registration Reply with a Code of 136. 
In this case, the Registration Reply will contain the home agent's 
un i cast address, so that the mob i I e node can re- i ssue the 
Registration Request with the correct home agent address. 

Note that some routers change the IP destination address of a 
datagram from a subnet-d i rected broadcast address to 255. 255. 255. 255 
before injecting it into the destination subnet. In this case, home 
agents that attempt to pick up dynamic home agent discovery requests 
by binding a socket explicitly to the subnet-directed broadcast 
address will not see such packets. Home agent implementors should be 
prepared for both the subnet-directed broadcast address and 
255.255.255.255 if they wish to support dynamic home agent discovery. 

3. 8. 2. 2. Accepting a Val id Request 

If the Registration Request satisfies the validity checks in Section 
3. 8. 2. 1 , and the home agent is ab I e to accommodate the Request, the 
home agent MUST update its mobility binding list for the requesting 
mobi le node and MUST return a Registration Reply to the mobi le node. 

In this case, the Reply Code wi 1 1 be either 0 if the home agent 
supports simultaneous mobility bindings, or 1 if it does not. See 
Section 3.8.3 for detai Is on bui Iding the Registration Reply message. 

The home agent updates i ts record of the mob i I e node' s mob i I i ty 
bindings as follows, based on the fields in the Registration Request: 

- If the Lifetime is zero and the Care-of Address equals the 
mobi le node's home address, the home agent deletes a I I of the 
entries in the mobility binding list for the requesting mobile 
node. This is how a mobi le node requests that its home agent 
cease providing mobility services. 
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- If the Lifetime is zero and the Care-of Address does not equal 
the mobi le node's home address, the home agent deletes only the 
entry containing the specified Care-of Address from the 

mob i I i ty b i nd i ng I i st for the request i ng mob i I e node. Any 
other active entries containing other care-of addresses wi I I 
remain active. 

- If the Lifetime is nonzero, the home agent adds an entry 
conta i n i ng the requested Care-of Address to the mob i I i ty 
binding list for the mobile node. If the ' S' bit is set and 
the home agent supports simultaneous mobility bindings, the 
previous mobility binding entries are retained. Otherwise, the 
home agent removes a 1 1 prev i ous entr i es in the mob i I i ty b i nd i ng 
I i st for the mob i I e node. 

In a I I cases, the home agent MUST send a Registration Reply to the 
source of the Registration Request, which might indeed be a different 
foreign agent than that whose care-of address is being 
(de) registered. If the home agent shares a mobility security 
association with the foreign agent whose care-of address is being 
deregistered, and that foreign agent is different from the one which 
relayed the Registration Request, the home agent MAY additionally 
send a Registration Reply to the foreign agent whose care-of address 
is being deregistered. The home agent MUST NOT send such a Reply if 
it does not share a mobi I ity security association with the foreign 
agent. If no Reply is sent, the foreign agent's visitor list will 
expire naturally when the original Lifetime expires. 

The home agent MUST NOT increase the Lifetime above that specified by 
the mobile node in the Registration Request. However, it is not an 
error for the mobi le node to request a Lifetime longer than the home 
agent is wi I I ing to accept. In this case, the home agent simply 
reduces the Lifetime to a permissible value and returns this value in 
the Registration Reply. The Lifetime value in the Registration Reply 
informs the mobile node of the granted lifetime of the registration, 
indicating when it SHOULD re-register in order to maintain continued 
service. After the expiration of this registration lifetime, the 
home agent MUST delete its entry for this registration in its 
mobi I ity binding I ist. 

If the Registration Request duplicates an accepted current 
Registration Request, the new Lifetime MUST NOT extend beyond the 
Lifetime originally granted. A Registration Request is a duplicate 
if the home address, care-of address, and Identification fields all 
equal those of an accepted current registration. 



Perk i ns 



Standards Track 



[Page 58] 



RFC 3344 



IP Mob i I i ty Support for IPv4 



August 2002 



In addition, if the home network implements ARP [36], and the 
Registration Request asks the home agent to create a mobi I ity binding 
for a mobile node which previously had no binding (the mobile node 
was previously assumed to be at home), then the home agent MUST 
fol low the procedures described in Section 4.6 with regard to ARP, 
proxy ARP, and gratuitous ARP. If the mobi le node already had a 
prev i ous mob i I i ty b i nd i ng, the home agent MUST cont i nue to f o I I ow the 
rules for proxy ARP described in Section 4.6. 

3.8.2.3. Denying an Invalid Request 

If the Registration Reply does not satisfy all of the validity checks 
in Section 3.8.2.1, or the home agent is unable to accommodate the 
Request, the home agent SHOULD return a Registration Reply to the 
mobi le node with a Code that indicates the reason for the error. If 
a foreign agent was involved in relaying the Request, this allows the 
foreign agent to delete its pending visitor list entry. Also, this 
informs the mobi le node of the reason for the error such that it may 
attempt to fix the error and issue another Request. 

This section lists a number of reasons the home agent might reject a 
Request, and provides the Code value it should use in each instance. 
See Section 3.8.3 for additional details on building the Registration 
Reply message. 

Many reasons for rejecting a registration are administrative in 
nature. For example, a home agent can limit the number of 
simultaneous registrations for a mobile node, by rejecting any 
registrations that would cause its limit to be exceeded, and 
returning a Registration Reply with error code 135. Similarly, a 
home agent may refuse to grant service to mobile nodes which have 
entered unauthorized service areas by returning a Registration Reply 
with a Code of 129. 

Requests with non-zero bits in reserved fields MUST be rejected with 
code 134 (poorly formed request). 

3. 8. 3. Send i ng Reg i st rat i on Rep I i es 

If the home agent accepts a Registration Request, it then MUST update 
its record of the mobi le node's mobi I ity binding(s) and SHOULD send a 
Registration Reply with a suitable Code. Otherwise (the home agent 
has denied the Request), it SHOULD send a Registration Reply with an 
appropriate Code specifying the reason the Request was denied. The 
following sections provide additional detail for the values the home 
agent MUST supply in the fields of Registration Reply messages. 



Perkins 



Standards Track 



[Page 59] 



RFC 3344 IP Mob i I i ty Support for IPv4 

3.8.3. 1. IP/UDP Fields 



August 2002 



This section provides the specific rules by which home agents pick 
values for the IP and UDP header fields of a Registration Reply. 

IP Source Address 

Copied from the IP Destination Address of Registration 
Request, unless a multicast or broadcast address was 
used. If the IP Destination Address of the Registration 
Request was a broadcast or multicast address, the IP 
Source Address of the Registration Reply MUST be set to 
the home agent's (unicast) IP address. 

IP Destination Address 

Copied from the IP Source Address of the Registration 
Request. 

UDP Source Port 

Copied from the UDP Destination Port of the Registration 
Request. 

UDP Destination Port 

Copied from the UDP Source Port of the Registration 
Request. 

When sending a Registration Reply in response to a Registration 
Request that requested deregistrat ion of the mobi le node (the 
Lifetime is zero and the Care-of Address equals the mobi le node's 
home address) and in which the IP Source Address was also set to the 
mobile node's home address (this is the normal method used by a 
mobile node to deregister when it returns to its home network), the 
IP Destination Address in the Registration Reply wi I I be set to the 
mobi le node's home address, as copied from the IP Source Address of 
the Request. 

In this case, when transmitting the Registration Reply, the home 
agent MUST transmit the Reply directly onto the home network as if 
the mobi le node were at home, bypassing any mobi I ity binding I ist 
entry that may st i I I ex i st at the home agent for the dest i nat i on 
mobi le node. In particular, for a mobi le node returning home after 
being registered with a care-of address, if the mobile node's new 
Registration Request is not accepted by the home agent, the mobility 
binding I ist entry for the mobi le node wi I I sti I I indicate that 
datagrams addressed to the mobi le node should be tunneled to the 
mobile node's registered care-of address; when sending the 
Registration Reply indicating the rejection of this Request, this 
ex i st i ng b i nd i ng I i st entry MUST be i gnored, and the home agent MUST 
transmit this Reply as if the mobi le node were at home. 
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This section provides the specific rules by which home agents pick 
values for the fields within the fixed portion of a Registration 
Rep I y. 

The Code field of the Registration Reply is chosen in accordance with 
the rules specified in the previous sections. When replying to an 
accepted registration, a home agent SHOULD respond with Code 1 if it 
does not support simultaneous registrations. 

The Lifetime field MUST be copied from the corresponding field in the 
Registration Request, unless the requested value is greater than the 
maximum length of time the home agent is wi I I ing to provide the 
requested service. In such a case, the Lifetime MUST be set to the 
length of time that service wi I I actual ly be provided by the home 
agent. This reduced Lifetime SHOULD be the maximum Lifetime a I lowed 
by the home agent (for this mobi le node and care-of address). 

If the Home Address field of the Registration Request is nonzero, it 
MUST be copied into the Home Address field of the Registration Reply 
message. Otherwise, if the Home Address field of the Registration 
Request is zero as specified in section 3.6, the home agent SHOULD 
arrange for the selection of a home address for the mobi le node, and 
insert the selected address into the Home Address field of the 
Registration Reply message. See [6] for further relevant details in 
the case where mobile nodes identify themselves using an NAI instead 
of their IP home address. 

If the Home Agent field in the Registration Request contains a 
unicast address of this home agent, then that field MUST be copied 
into the Home Agent field of the Registration Reply. Otherwise, the 
home agent MUST set the Home Agent field in the Registration Reply to 
its unicast address. In this latter case, the home agent MUST reject 
the registration with a suitable code (e.g., Code 136) to prevent the 
mobi le node from possibly being simultaneously registered with two or 
more home agents. 

3.8.3.3. Extensions 

This section describes the ordering of any required and any optional 
Mobi le IP Extensions that a home agent appends to a Registration 
Reply. The fol lowing ordering MUST be fol lowed: 

a) The IP header, fol lowed by the UDP header, fol lowed by the 
fixed- length portion of the Registration Reply, 
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b) If present, any non-authentication Extensions used by the 
mobi le node (which may or may not also be used by the foreign 
agent) , 

c) The Mobile-Home Authentication Extension, 

d) If present, any non-authentication Extensions used only by the 
foreign agent, and 

e) The Foreign-Home Authentication Extension, if present. 

Note that items (a) and (c) MUST appear in every Registration Reply 
sent by the home agent. Items (b), (d), and (e) are optional. 
However, item (e) MUST be included when the home agent and the 
fore i gn agent share a mob i I i ty secur i ty assoc i at i on. 

4. Routing Considerations 

This section describes how mobile nodes, home agents, and (possibly) 
foreign agents cooperate to route datagrams to/from mobi le nodes that 
are connected to a foreign network. The mobile node informs its home 
agent of its current location using the registration procedure 
descr i bed i n Sect i on 3. See the protoco I overv i ew i n Sect i on 1.7 for 
the relative locations of the mobile node's home address with respect 
to its home agent, and the mobi le node itself with respect to any 
foreign agent with which it might attempt to register. 

4. 1 . Encapsu I at i on Types 

Home agents and fore i gn agents MUST support tunne I i ng datagrams us i ng 
IP in IP encapsulation [32]. Any mobile node that uses a co- located 
care-of address MUST support receiving datagrams tunneled using IP in 
IP encapsulation. Minimal encapsulation [34] and GRE encapsulation 
[16] are alternate encapsulation methods which MAY optionally be 
supported by mobi I ity agents and mobi le nodes. The use of these 
alternative forms of encapsulation, when requested by the mobile 
node, is otherwise at the discretion of the home agent. 

4.2. Unicast Datagram Routing 

4. 2. 1 . Mob i I e Node Cons i derat i ons 

When connected to its home network, a mobile node operates without 
the support of mobility services. That is, it operates in the same 
way as any other (fixed) host or router. The method by which a 
mobi le node selects a default router when connected to its home 
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network, or when away from home and using a co- located care-of 
address, is outside the scope of this document. I CMP Router 
Advertisement [10] is one such method. 

When registered on a foreign network, the mobi le node chooses a 
default router by the following rules: 

- If the mobile node is registered using a foreign agent care-of 
address, it MAY use its foreign agent as a first-hop router. 
The foreign agent's MAC address can be learned from Agent 
Advertisement. Otherwise, the mobile node MUST choose its 
default router from among the Router Addresses advertised in 
the I CMP Router Advertisement portion of that Agent 
Advertisement message. 

- If the mobile node is registered directly with its home agent 
using a co- located care-of address, then the mobi le node SHOULD 
choose its default router from among those advertised in any 

I CMP Router Advertisement message that it receives for which 
its external ly obtained care-of address and the Router Address 
match under the network pref i x. If the mob i I e node' s 
externally obtained care-of address matches the IP source 
address of the Agent Advertisement under the network prefix, 
the mobi le node MAY also consider that IP source address as 
another possible choice for the IP address of a default router. 
The network prefix MAY be obtained from the Prefix-Lengths 
Extension in the Router Advertisement, if present. The prefix 
MAY also be obtained through other mechanisms beyond the scope 
of this document. 

Whi le they are away from the home network, mobi le nodes MUST NOT 
broadcast ARP packets to find the MAC address of another Internet 
node. Thus, the (possibly empty) list of Router Addresses from the 
I CMP Router Advertisement portion of the message is not useful for 
selecting a default router, unless the mobi le node has some means not 
involving broadcast ARP and not specified within this document for 
obtaining the MAC address of one of the routers in the list. 
Si mi larly, in the absence of unspecified mechanisms for obtaining MAC 
addresses on foreign networks, the mobile node MUST ignore redirects 
to other routers on foreign networks. 

4.2.2. Foreign Agent Considerations 

Upon receipt of an encapsulated datagram sent to its advertised 
care-of address, a foreign agent MUST compare the inner destination 
address to those entr i es in i ts v i s i tor I i st. When the dest i nat i on 
does not match the address of any mobi le node currently in the 
visitor I ist, the foreign agent MUST NOT forward the datagram without 
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modifications to the original IP header, because otherwise a routing 
loop is likely to result. The datagram SHOULD be silently discarded. 
I CMP Destination Unreachable MUST NOT be sent when a foreign agent is 
unable to forward an incoming tunneled datagram. Otherwise, the 
fore i gn agent forwards the decapsu I ated datagram to the mob i I e node. 

The foreign agent MUST NOT advertise to other routers in its routing 
domain, nor to any other mobi le node, the presence of a mobi le router 
(Sect i on 4. 5) or mob i I e node in i ts v i s i tor I i st. 

The foreign agent MUST route datagrams it receives from registered 
mobi le nodes. At a minimum, this means that the foreign agent must 
verify the IP Header Checksum, decrement the IP Time To Live, 
recompute the IP Header Checksum, and forward such datagrams to a 
default router. 

A foreign agent MUST NOT use broadcast ARP for a mobi le node's MAC 
address on a foreign network. It may obtain the MAC address by 
copying the information from an Agent Solicitation or a Registration 
Request transmitted from a mobi le node. A foreign agent's ARP cache 
for the mobi le node's IP address MUST NOT be a I lowed to expire before 
the mobile node's visitor list entry expires, unless the foreign 
agent has some way other than broadcast ARP to refresh its MAC 
address associated with the mobile node's IP address. 

Each foreign agent SHOULD support the mandatory features for reverse 
tunne I i ng [27] . 

4. 2. 3. Home Agent Cons i derat i ons 

The home agent MUST be able to intercept any datagrams on the home 
network addressed to the mobi le node whi le the mobi le node is 
registered away from home. Proxy and gratuitous ARP MAY be used in 
enabling this interception, as specified in Section 4.6. 

The home agent must examine the IP Destination Address of a I I 
arriving datagrams to see if it is equal to the home address of any 
of its mobi le nodes registered away from home. If so, the home agent 
tunnels the datagram to the mobile node's currently registered care- 
of address or addresses. If the home agent supports the optional 
capability of multiple simultaneous mobility bindings, it tunnels a 
copy to each care-of address in the mobi le node's mobi lity binding 
list. If the mobile node has no current mobility bindings, the home 
agent MUST NOT attempt to intercept datagrams destined for the mobi le 
node, and thus will not in general receive such datagrams. However, 
i f the home agent is a I so a router hand I i ng common I P traf f i c, it is 
possible that it wi II receive such datagrams for forwarding onto the 
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home network. In th i s case, the home agent MUST assume the mob i I e 
node is at home and simply forward the datagram directly onto the 
home network. 

For multihomed home agents, the source address in the outer IP header 
of the encapsulated datagram MUST be the address sent to the mobi le 
node in the home agent field of the registration reply. That is, the 
home agent cannot use the the address of some other network interface 
as the source address. 

See Section 4. 1 regarding methods of encapsulation that may be used 
for tunneling. Nodes implementing tunneling SHOULD also implement 
the "tunnel soft state" mechanism [32], which allows I CMP error 
messages returned from the tunnel to correctly be reflected back to 
the original senders of the tunneled datagrams. 

Home agents MUST decapsulate packets addressed to themselves, sent by 
a mobile node for the purpose of maintaining location privacy, as 
described in Section 5.5. This feature is also required for support 
of reverse tunne I i ng [27] . 

If the Lifetime for a given mobility binding expires before the home 
agent has received another valid Registration Request for that mobile 
node, then that b i nd i ng is de I eted from the mob i I i ty b i nd i ng I i st. 
The home agent MUST NOT send any Registration Reply message simply 
because the mobile node's binding has expired. The entry in the 
visitor I ist of the mobi le node' s current foreign agent wi I I expire 
natural ly, probably at the same time as the binding expired at the 
home agent. When a mobility binding s lifetime expires, the home 
agent MUST delete the binding, but it MUST retain any other (non- 
expired) simultaneous mobility bindings that it holds for the mobile 
node. 

When a home agent receives a datagram, intercepted for one of its 
mobi le nodes registered away from home, the home agent MUST examine 
the datagram to check if it is already encapsulated. If so, special 
rules apply in the forwarding of that datagram to the mobi le node: 

- If the inner (encapsulated) Destination Address is the same as 
the outer Destination Address (the mobile node), then the home 
agent MUST also examine the outer Source Address of the 
encapsulated datagram (the source address of the tunnel). If 
this outer Source Address is the same as the mobile node's 
current care-of address, the home agent MUST silently discard 
that datagram in order to prevent a likely routing loop. If, 
i nstead, the outer Source Address i s NOT the same as the mob i I e 
node' s current care^of address, then the home agent SHOULD 
forward the datagram to the mobi le node. In order to forward 
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the datagram in this case, the home agent MAY simply alter the 
outer Destination Address to the care-of address, rather than 
re-encapsulating the datagram. 

- Otherwise (the inner Destination Address is NOT the same as the 
outer Destination Address), the home agent SHOULD encapsulate 
the datagram again (nested encapsulation), with the new outer 
Destination Address set equal to the mobile node's care-of 
address. That is, the home agent forwards the entire datagram 
to the mobi le node in the same way as any other datagram 
(encapsulated already or not). 

4. 3. Broadcast Datagrams 

When a home agent receives a broadcast datagram, it MUST NOT forward 
the datagram to any mobi le nodes in its mobi I ity binding I ist other 
than those that have requested forwarding of broadcast datagrams. A 
mobi le node MAY request forwarding of broadcast datagrams by setting 
the ' B' bit in its Registration Request message (Section 3.3). For 
each such registered mobi le node, the home agent SHOULD forward 
received broadcast datagrams to the mobile node, although it is a 
matter of configuration at the home agent as to which specific 
categories of broadcast datagrams wi 1 1 be forwarded to such mobi le 
nodes. 

If the ' D' bit was set in the mobi le node's Registration Request 
message, indicating that the mobi le node is using a co- located care- 
of address, the home agent simply tunnels appropriate broadcast IP 
datagrams to the mobile node's care-of address. Otherwise (the ' D' 
bit was NOT set), the home agent first encapsulates the broadcast 
datagram in a unicast datagram addressed to the mobile node's home 
address, and then tunnels this encapsulated datagram to the foreign 
agent. This extra level of encapsulation is required so that the 
foreign agent can determine which mobi le node should receive the 
datagram after it is decapsu I ated. When received by the foreign 
agent, the un i cast encapsu I ated datagram i s detunne I ed and de I i vered 
to the mobi le node in the same way as any other datagram. In either 
case, the mobile node must decapsu I ate the datagram it receives in 
order to recover the original broadcast datagram. 

4. 4. Mu 1 1 i cast Datagram Rout i ng 

As mentioned previously, a mobile node that is connected to its home 
network functions in the same way as any other (fixed) host or 
router. Thus, when it is at home, a mobile node functions 
identically to other multicast senders and receivers. This section 
therefore descr i bes the behav i or of a mob i I e node that is v i s i t i ng a 
foreign network. 
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In order to receive multicasts, a mobi le node MUST join the multicast 
group in one of two ways. First, a mobi le node MAY join the group 
via a (local) multicast router on the visited subnet. This option 
assumes that there is a multicast router present on the visited 
subnet. If the mobile node is using a co- located care-of address, it 
SHOULD use this address as the source IP address of its IGMP [11] 
messages. Otherwise, it MAY use its home address. 

Alternatively, a mobile node which wishes to receive multicasts MAY 
join groups via a bi-directional tunnel to its home agent, assuming 
that its home agent is a multicast router. The mobile node tunnels 
IGMP messages to its home agent and the home agent forwards multicast 
datagrams down the tunne I to the mob i I e node. For packets tunne I ed 
to the home agent, the source address in the IP header SHOULD be the 
mobi le node's home address. 

The rules for multicast datagram delivery to mobile nodes in this 
case are identical to those for broadcast datagrams (Section 4.3). 
Namely, if the mobile node is using a co- located care-of address (the 
' D' bit was set in the mobile node's Registration Request), then the 
home agent SHOULD tunnel the datagram to this care-of address; 
otherwise, the home agent MUST first encapsulate the datagram in a 
unicast datagram addressed to the mobi le node's home address and then 
MUST tunnel the resulting datagram (nested tunneling) to the mobile 
node's care-of address. For this reason, the mobile node MUST be 
capable of decapsu I at i ng packets sent to its home address in order to 
receive multicast datagrams using this method. 

A mobi le node that wishes to send datagrams to a multicast group also 
has two options: (1) send directly on the visited network; or (2) 
send via a tunnel to its home agent. Because multicast routing in 
general depends upon the IP source address, a mobile node which sends 
multicast datagrams directly on the visited network MUST use a co- 
located care-of address as the IP source address. Similarly, a 
mob i I e node wh i ch tunne Is a mu 1 1 i cast datagram to i ts home agent MUST 
use its home address as the IP source address of both the (inner) 
multicast datagram and the (outer) encapsulating datagram. This 
second option assumes that the home agent is a multicast router. 

4. 5. Mob i I e Routers 

A mob i I e node can be a router that i s respons i b I e for the mob i I i ty of 
one or more entire networks moving together, perhaps on an airplane, 
a sh i p, a tra i n, an automob tie, a b i eye I e, or a kayak. The nodes 
connected to a network served by the mobi le router may themselves be 
fixed nodes or mobile nodes or routers. In this document, such 
networks are cal led "mobi le networks". 
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A mobi le router MAY act as a foreign agent and provide a foreign 
agent care-of address to mob i I e nodes connected to the mob i I e 
network. Typical routing to a mobile node via a mobile router in 
this case is illustrated by the following example: 

a) A laptop computer is disconnected from its home network and 
later attached to a network port in the seat back of an 
aircraft. The laptop computer uses Mobile IP to register on 
this foreign network, using a foreign agent care-of address 
discovered through an Agent Advertisement from the aircraft's 
foreign agent. 

b) The aircraft network is itself mobile. Suppose the node 
serving as the foreign agent on the aircraft also serves as the 
default router that connects the aircraft network to the rest 
of the Internet. When the aircraft is at home, this router is 
attached to some fixed network at the airline's headquarters, 
wh i ch is the router' s home network. Wh i I e the a i rcraf t is in 
flight, this router registers from time to time over its radio 
link with a series of foreign agents below it on the ground. 
This router's home agent is a node on the fixed network at the 
a i r I i ne' s headquarters. 

c) Some correspondent node sends a datagram to the laptop 
computer, addressing the datagram to the laptop's home address. 
This datagram is initially routed to the laptop's home network. 

d) The laptop's home agent intercepts the datagram on the home 
network and tunnels it to the laptop's care-of address, which 
in this example is an address of the node serving as router and 
foreign agent on the aircraft. Normal IP routing wi I I route 
the datagram to the fixed network at the airline's 
headquarters. 

e) The aircraft router and foreign agent's home agent there 
intercepts the datagram and tunnels it to its current care-of 
address, which in this example is some foreign agent on the 
ground below the aircraft. The original datagram from the 
correspondent node has now been encapsulated twice: once by 
the laptop's home agent and again by the aircraft's home agent. 

f) The foreign agent on the ground decapsulates the datagram, 
yielding a datagram still encapsulated by the laptop's home 
agent, with a destination address of the laptop's care-of 
address. The ground foreign agent sends the resulting datagram 
over i ts rad i o I i nk to the a i rcraf t. 



Perk i ns 



Standards Track 



[Page 68] 



RFC 3344 



IP Mob i I i ty Support for I Pv4 



August 2002 



g) The foreign agent on the aircraft decapsu I ates the datagram, 
y i e I d i ng the or i g i na I datagram from the correspondent node, 
with a destination address of the laptop's home address. The 
a i rcraf t fore i gn agent de I i vers the datagram over the a i rcraf t 
network to the laptop's I ink- layer address. 

This example illustrated the case in which a mobile node is attached 
to a mobi le network. That is, the mobi le node is mobi le with respect 
to the network, which itself is also mobile (here with respect to the 
ground). If, instead, the node is fixed with respect to the mobile 
network (the mobile network is the fixed node's home network), then 
either of two methods may be used to cause datagrams from 
correspondent nodes to be routed to the fixed node. 

A home agent MAY be configured to have a permanent registration for 
the fixed node, that indicates the mobile router's address as the 
fixed host' s care-of address. The mobi le router' s home agent wi 1 1 
usually be used for this purpose. The home agent is then responsible 
for advertising connectivity using normal routing protocols to the 
fixed node. Any datagrams sent to the fixed node wi 1 1 thus use 
nested tunne I i ng as descr i bed above. 

Alternatively, the mobile router MAY advertise connectivity to the 
entire mobi le network using normal IP routing protocols through a 
bi-directional tunnel to its own home agent. This method avoids the 
need for nested tunne I i ng of datagrams. 

4.6. ARP, Proxy ARP, and Gratuitous ARP 

The use of ARP [36] requires special rtiles for correct operation when 
wireless or mobile nodes are involved. The requirements specified in 
this section apply to ai I home networks in which ARP is used for 
address resolution. 

I n add i t i on to the norma I use of ARP for reso I v i ng a target node' s 
I ink- layer address from its IP address, this document distinguishes 
two special uses of ARP: 

- A Proxy ARP [39] is an ARP Reply sent by one node on behalf of 
another node which is either unable or unwi I I ing to answer its 
own ARP Requests. The sender of a Proxy ARP reverses the 
Sender and Target Protocol Address fields as described in [36], 
but supplies some configured I ink- layer address (generally, its 
own) in the Sender Hardware Address field. The node receiving 
the Reply wi 1 1 then associate this I ink- layer address with the 
IP address of the original target node, causing it to transmit 
future datagrams for this target node to the node with that 
I ink- layer address. 
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- A Gratuitous ARP [45] is an ARP packet sent by a node in order 
to spontaneously cause other nodes to update an entry in their 
ARP cache. A gratuitous ARP MAY use either an ARP Request or 
an ARP Reply packet. In either case, the ARP Sender Protocol 
Address and ARP Target Protocol Address are both set to the IP 
address of the cache entry to be updated, and the ARP Sender 
Hardware Address is set to the I ink- layer address to which this 
cache entry should be updated. When using an ARP Reply packet, 
the Target Hardware Address is also set to the I ink- layer 
address to which this cache entry should be updated (this field 
is not used in an ARP Request packet). 

In either case, for a gratuitous ARP, the ARP packet MUST be 
transmitted as a local broadcast packet on the local link. As 
specified in [36], any node receiving any ARP packet (Request 
or Reply) MUST update its local ARP cache with the Sender 
Protocol and Hardware Addresses in the ARP packet, if the 
receiving node has an entry for that IP address already in its 
ARP cache. This requirement in the ARP protocol applies even 
for ARP Request packets, and for ARP Reply packets that do not 
match any ARP Request transmitted by the receiving node [36]. 

Whi le a mobi le node is registered on a foreign network, its home 
agent uses proxy ARP [39] to reply to ARP Requests it receives that 
seek the mobile node's I ink- layer address. When receiving an ARP 
Request, the home agent MUST examine the target IP address of the 
Request, and if this IP address matches the home address of any 
mobi le node for which it has a registered mobi I ity binding, the home 
agent MUST transmit an ARP Reply on behalf of the mobi le node. After 
exchanging the sender and target addresses in the packet [39], the 
home agent MUST set the sender I i nk~ I ayer address i n the packet to 
the I ink- 1 ayer address of its own interface over which the Reply will 
be sent. 

When a mob i I e node I eaves i ts home network and reg i sters a b i nd i ng on 
a foreign network, its home agent uses gratuitous ARP to update the 
ARP caches of nodes on the home network. This causes such nodes to 
associate the I ink- 1 ayer address of the home agent with the mobi le 
node's home (IP) address. When registering a binding for a mobile 
node for wh i ch the home agent prev i ous I y had no b i nd i ng (the mob i I e 
node was assumed to be at home), the home agent MUST transmit a 
gratuitous ARP on behalf of the mobi le node. This gratuitous ARP 
packet MUST be transmitted as a broadcast packet on the link on which 
the mobile node's home address is located. Since broadcasts on the 
local link (such as Ethernet) are typically not guaranteed to be 
reliable, the gratuitous ARP packet SHOULD be retransmitted a small 
number of times to increase its re I iabi I ity. 
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When a mobi le node returns to its home network, the mobi le node and 
i ts home agent use gratu i tous ARP to cause a I I nodes on the mob i I e 
node's home network to update their ARP caches to once again 
associate the mobi le node's own I ink- layer address with the mobi le 
node's home (IP) address. Before transmitting the (de) Reg i strat i on 
Request message to its home agent, the mobi le node MUST transmit this 
gratuitous ARP on its home network as a local broadcast on this link. 
The gratuitous ARP packet SHOULD be retransmitted a smal I number of 
times to increase its reliability, but these retransmissions SHOULD 
proceed in parallel with the transmission and processing of its 
(de) Registration Request. 

When the mob i I e node' s home agent rece i ves and accepts th i s 
(de) Reg i strat i on Request, the home agent MUST also transmit a 
gratuitous ARP on the mobile node's home network. This gratuitous 
ARP also is used to associate the mobi le node's home address with the 
mobile node's own I ink- layer address. A gratuitous ARP is 
transmitted by both the mobi le node and its home agent, since in the 
case of wireless network interfaces, the area within transmission 
range of the mobi le node wi 1 1 I ike I y differ from that within range of 
its home agent. The ARP packet from the home agent MUST be 
transmitted as a local broadcast on the mobile node's home link, and 
SHOULD be retransmitted a small number of times to increase its 
reliability; these retransmissions, however, SHOULD proceed in 
parallel with the transmission and processing of its (de) Registration 
Reply. 

Whi le the mobi le node is away from home, it MUST NOT transmit any 
broadcast ARP Request or ARP Reply messages. Final I y, whi le the 
mob i I e node i s away from home, i t MUST NOT rep I y to ARP Requests i n 
which the target IP address is its own home address, unless the ARP 
Request is unicast by a foreign agent with which the mobi le node is 
attempting to register or a foreign agent with which the mobi le node 
has an unexpired registration. In the latter case, the mobile node 
MUST use a unicast ARP Reply to respond to the foreign agent. Note 
that i f the mob i I e node is us i ng a co- 1 ocated care-of address and 
receives an ARP Request in which the target IP address is this care- 
of address, then the mobile node SHOULD reply to this ARP Request. 
Note also that, when transmitting a Registration Request on a foreign 
network, a mobile node may discover the I ink- layer address of a 
foreign agent by storing the address as it is received from the Agent 
Advertisement from that foreign agent, but not by transmitting a 
broadcast ARP Request message. 
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The specific order in which each of the above requirements for the 
use of ARP, proxy ARP, and gratuitous ARP are applied, relative to 
the transmission and processing of the mobile node's Registration 
Request and Registration Reply messages when leaving home or 
returning home, are important to the correct operation of the 
protoco I . 

To summarize the above requirements, when a mobile node leaves its 
home network, the following steps, in this order, MUST be performed: 

- The mobi le node decides to register away from home, perhaps 
because it has received an Agent Advertisement from a foreign 
agent and has not recently received one from its home agent. 

- Before transmitting the Registration Request, the mobile node 
disables its own future processing of any ARP Requests it may 
subsequently receive requesting the I ink- layer address 
corresponding to its home address, except insofar as necessary 
to communicate with foreign agents on visited networks. 

- The mobile node transmits its Registration Request. 

- When the mobi le node's home agent receives and accepts the 
Registration Request, it performs a gratuitous ARP on behalf of 
the mobi le node, and begins using proxy ARP to reply to ARP 
Requests that it receives requesting the mobile node's link- 
layer address. In the gratuitous ARP, the ARP Sender Hardware 
Address is set to the I ink- layer address of the home agent. 

If, instead, the home agent rejects the Registration Request, 
no ARP processing (gratuitous nor proxy) is performed by the 
home agent. 

When a mobile node later returns to its home network, the following 
steps, in this order, MUST be performed: 

- The mobile node decides to register at home, perhaps because it 
has received an Agent Advertisement from its home agent. 

- Before transmitting the Registration Request, the mobile node 
re-enables its own future processing of any ARP Requests it may 
subsequently receive requesting its I ink- layer address. 

- The mobile node performs a gratuitous ARP for itself. In this 
gratuitous ARP, the ARP Sender Hardware Address is set to the 

I ink- layer address of the mobi le node. 

- The mobile node transmits its Registration Request. 
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- When the mobile node's home agent receives and accepts the 
Registration Request, it stops using proxy ARP to reply to ARP 
Requests that it receives requesting the mobile node's link- 
layer address, and then performs a gratuitous ARP on behalf of 
the mob i I e node. In th i s gratu i tous ARP, the ARP Sender 
Hardware Address is set to the I ink- layer address of the mobi le 
node. If, instead, the home agent rejects the Registration 
Request, the home agent MUST NOT make any change to the way it 
performs ARP process i ng (gratu i tous nor proxy) for the mob i I e 
node. In this latter case, the home agent should operate as if 
the mobi le node has not returned home, and continue to perform 
proxy ARP on beha I f of the mob i I e node. 

5. Security Considerations 

The mob i I e comput i ng env i ronment i s potent i a 1 1 y very d i f f erent from 
the ordinary computing environment. In many cases, mobile computers 
will be connected to the network via wireless links. Such links are 
particularly vulnerable to passive eavesdropping, active replay 
attacks, and other active attacks. 

5.1. Message Authentication Codes 

Home agents and mobi le nodes MUST be able to perform authentication. 
The default algorithm is HMAC-MD5 [23], with a key size of 128 bits. 
The foreign agent MUST also support authentication using HMAC-MD5 and 
key sizes of 128 bits or greater, with manual key distribution. Keys 
with arbitrary binary values MUST be supported. 

The "pref ix+suff ix" use of MD5 to protect data and a shared secret is 
considered vulnerable to attack by the cryptographic comnunity. 
Where backward compatibility with existing Mobile IP implementations 
that use this mode is needed, new implementations SHOULD include 
keyed MD5 [41] as one of the additional authentication algorithms for 
use when producing and verifying the authentication data that is 
supplied with Mobile IP registration messages, for instance in the 
extensions specified in sections 3.5.2, 3.5.3, and 3.5.4. 

More authentication algorithms, algorithm modes, key distribution 
methods, and key s i zes MAY a I so be supported for a I I of these 
extens i ons. 

5. 2. Areas of Secur i ty Concern in th i s Protoco I 

The registration protocol described in this document will result in a 
mobi le node's traffic being tunneled to its care-of address. This 
tunneling feature could be a significant vulnerability if the 
registration were not authenticated. Such remote redirection, for 
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instance as performed by the mobile registration protocol, is widely 
understood to be a security problem in the current Internet if not 
authenticated [2]. Moreover, the Address Resolution Protocol (ARP) 
i s not authent i cated, and can potent i a I I y be used to stea I another 
host's traffic. The use of "Gratuitous ARP" (Section 4.6) brings 
with it ail of the risks associated with the use of ARP. 

5. 3. Key Management 

This specification requires a strong authentication mechanism (keyed 
MD5) which precludes many potential attacks based on the Mobile IP 
registration protocol. However, because key distribution is 
difficult in the absence of a network key management protocol, 
messages with the foreign agent are not a 1 1 required to be 
authenticated. In a commercial environment it might be important to 
authenticate a I I messages between the foreign agent and the home 
agent, so that bi I ling is possible, and service providers do hot 
provide service to users that are not legitimate customers of that 
service provider. 

5.4. P i ck i ng Good Random Numbers 

The strength of any authentication mechanism depends on several 
factors, including the innate strength of the authentication 
algorithm, the secrecy of the key used, the strength of the key used, 
and the quality of the particular implementation. This specification 
requires implementation of keyed MD5 for authentication, but does not 
preclude the use of other authentication algorithms and modes. For 
keyed MD5 authentication to be useful, the 128-bit key must be both 
secret (that is, known only to authorized parties) and pseudo-random. 
If nonces are used in connection with replay protection, they must 
also be selected carefully. East lake, et al. [14] provides more 
information on generating pseudo-random numbers. 

5.5. Privacy 

Users who have sensitive data that they do not wish others to see 
should use mechanisms outside the scope of this document (such as 
encryption) to provide appropriate protection. Users concerned about 
traffic analysis should consider appropriate use of link encryption. 
If absolute location privacy is desired, the mobile node can create a 
tunnel to its home agent. Then, datagrams destined for correspondent 
nodes wi I I appear to emanate from the home network, and it may be 
more difficult to pinpoint the location of the mobile node. Such 
mechan i sms are a I I beyond the scope of th i s document. 
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Many routers implement security policies such as "ingress filtering" 
[15] that do not a I low forwarding of packets that have a Source 
Address wh i ch appears topo I og i ca 1 1 y i ncorrect. I n env i ronments where 
this is a problem, mobile nodes may use reverse tunneling [27] with 
the fore i gn agent supp I i ed care-of address as the Source Address. 
Reverse tunneled packets wi 1 1 be able to pass normal ly through such 
routers, while ingress filtering rules will still be able to locate 
the true topological source of the packet in the same way as packets 
from non-mob i le nodes. 

5.7. Replay Protection for Registration Requests 

The Identification field is used to let the home agent verify that a 
registration message has been freshly generated by the mobile node, 
not replayed by an attacker from some previous registration. Two 
methods are described in this section: timestamps (mandatory) and 
"nonces" (optional). All mobile nodes and home agents MUST implement 
t i mestamp-based replay protection. These nodes MAY also implement 
nonce-based replay protection (but see Appendix A). 

The sty I e of rep I ay protect i on in effect between a mob i I e node and 
its home agent is part of the mobi le security association. A mobi le 
node and its home agent MUST agree on which method of replay 
protection will be used. The interpretation of the Identification 
field depends on the method of replay protection as described in the 
subsequent subsections. 

Whatever method is used, the low-order 32 bits of the Identification 
MUST be copied unchanged from the Registration Request to the Reply. 
The foreign agent uses those bits (and the mobile node's home 
address) to match Registration Requests with corresponding replies. 
The mob i I e node MUST ver i f y that the I ow-order 32 b i ts of any 
Registration Reply are identical to the bits it sent in the 
Registration Request. 

The Identification in a new Registration Request MUST NOT be the same 
as in an immediately preceding Request, and SHOULD NOT repeat while 
the same security context is being used between the mobi le node and 
the home agent. Retransmission as in Section 3.6.3 is allowed. 

5.7.1. Replay Protection using Timestamps 

The basic principle of timestamp replay protection is that the node 
generating a message inserts the current time of day, and the node 
receiving the message checks that this timestamp is sufficiently 
close to its own time of day. Unless specified differently in the 
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security association between the nodes, a default value of 7 seconds 
MAY be used to limit the time difference. This value SHOULD be 
greater than 3 seconds. Obviously the two nodes must have adequately 
synchronized time-of-day clocks. As with any messages, time 
synchronization messages may be protected against tampering by an 
authentication mechanism determined by the security context between 
the two nodes. 

If timestamps are used, the mobile node MUST set the Identification 
field to a 64-bit value formatted as specified by the Network Time 
Protocol [26]. The low-order 32 bits of the NTP format represent 
fractional seconds, and those bits which are not available from a 
time source SHOULD be generated from a good source of randomness. 
Note, however, that when using timestamps, the 64-bit Identification 
used in a Registration Request from the mobi le node MUST be greater 
than that used in any previous Registration Request, as the home 
agent uses this field also as a sequence number. Without such a 
sequence number, it would be possible for a delayed duplicate of an 
earlier Registration Request to arrive at the home agent (within the 
clock synchronization required by the home agent), and thus be 
appl ied out of order, mistakenly altering the mobi le node's current 
registered care-trf address. 

Upon receipt of a Registration Request with an authorization-enabling 
extension, the home agent MUST check the Identification field for 
validity. In order to be valid, the timestamp contained in the 
Identification field MUST be close enough to the home agent's time of 
day clock and the timestamp MUST be greater than all previously 
accepted timestamps for the requesting mobile node. Time tolerances 
and resynchronization details are specific to a particular mobility 
security association. 

If the timestamp is valid, the home agent copies the entire 
Identification field into the Registration Reply it returns the Reply 
to the mobile node. If the timestamp is not valid, the home agent 
copies only the low-order 32 bits into the Registration Reply, and 
supplies the high-order 32 bits from its own time of day. In this 
latter case, the home agent MUST reject the registration by returning 
Code 133 (identification mismatch) in the Registration Reply. 

As described in Section 3.6.2.1, the mobile node MUST verify that the 
low-order 32 bits of the Identification in the Registration Reply are 
identical to those in the rejected registration attempt, before using 
the high-order bits for clock resynchronization. 
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The basic principle of nonce replay protection is that node A 
includes a new random number in every message to node B, and checks 
that node B returns that same number in its next message to node A. 
Both messages use an authentication code to protect against 
alteration by an attacker. At the same time node B can send its own 
nonces in a I I messages to node A (to be echoed by node A), so that it 
too can verify that it is receiving fresh messages. 

The home agent may be expected to have resources for computing 
pseudo-random numbers useful as nonces [14]. It inserts a new nonce 
as the high-order 32 bits of the identification field of every 
Registration Reply. The home agent copies the low^-order 32 bits of 
the Identification from the Registration Request message into the 
low^order 32 bits of the Identification in the Registration Reply. 
When the mobile node receives an authenticated Registration Reply 
from the home agent, it saves the high-order 32 bits of the 
identification for use as the high^order 32 bits of its next 
Registration Request. 

The mobile node is responsible for generating the low^-order 32 bits 
of the Identification in each Registration Request. Ideally it 
should generate its own random nonces. However it may use any 
expedient method, including duplication of the random value sent by 
the home agent. The method chosen i s of concern on I y to the mob i I e 
node, because it is the node that checks for valid values in the 
Registration Reply. The high-order and low-order 32 bits of the 
identification chosen SHOULD both differ from their previous values. 
The home agent uses a new high-order value and the mobile node uses a 
new low^order value for each registration message. The foreign agent 
uses the low-order value (and the mobile host' s home address) to 
correctly match registration replies with pending Requests (Section 
3.7.1). 

If a registration message is rejected because of an invalid nonce, 
the Reply always provides the mobi le node with a new nonce to be used 
in the next registration. Thus the nonce protocol is self- 
synchron i z i ng. 

6. I ANA Considerations 

Mob i I e IP spec i f i es severa I new number spaces for va I ues to be used 
in various message fields. These number spaces include the 
fol lowing: 

- Mob i I e IP message types sent to UDP port 434, as def i ned i n 
sect i on 1.8. 
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- types of extensions to Registration Request and Registration 
Reply messages (see sections 3.3 and 3.4, and also consult [27, 
29, 6, 7, 12]) 

- values for the Code in the Registration Reply message (see 
section 3.4, and also consult [27, 29, 6, 7, 12]) 

- Mobile IP defines so-called Agent Solicitation and Agent 
Advertisement messages. These messages are in fact Router 
Discovery messages [10] augmented with mobi le-IP specific 
extensions. Thus, they do not define a new name space, but do 
define additional Router Discovery extensions as described 
below in Section 6.2. Also see Section 2.1 and consult [7, 
12]. 

There are additional Mobile IP numbering spaces specified in [7]. 

Information about assignment of mobile-ip numbers derived from 
specifications external to this document is given by I ANA at 
http://www. iana.org/numbers.html. From that URL, follow the 
hyperlinks to [M] within the "Directory of General Assigned Numbers", 
and subsequently to the specific section for "Mobile IP Numbers". 

6. 1 . Mob i I e IP Message Types 

Mobi le IP messages are defined to be those that are sent to a message 
recipient at port 434 (UDP or TCP). The number space for Mobi le IP 
messages is specified in Section 1.8. Approval of new extension 
numbers is subject to Expert Review, and a specification is required 
[30]. The currently standardized message types have the following 
numbers, and are specified in the indicated sections. 

Type Name Section 



1 Registration Request 3.3 
3 Registration Reply 3.4 

6.2. Extensions to RFC 1256 Router Advertisement 

RFC 1256 defines two I CMP message types, Router Advertisement and 
Router Solicitation. Mobile IP defines a number space for extensions 
to Router Advertisement, which could be used by protocols other than 
Mobile IP. The extension types currently standardized for use with 
Mobi le IP have the fo I lowing numbers. 
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Type Name Reference 



0 One-byte Padding 2. 1. 3 

16 Mobi I ity Agent Advertisement 2. 1. 1 

1 9 Pref i x-Lengths 2.1.2 

Approval of new extension numbers for use with Mobile IP is subject 
to Expert Review, and a specification is required [30]. 

6.3. Extensions to Mobile IP Registration Messages 

The Mobile IP messages, specified within this document, and listed in 
sections 1.8 and 6.1, may have extensions. Mobile IP message 
extensions af I share the same number space, even if they are to be 
appl ied to different Mobi le IP messages. The number space for Mobi le 
IP message extensions is specified within this document. Approval of 
new extension numbers is subject to Expert Review, and a 
specification is required [30]. 

Type Name Reference 



0 One-byte Padding 

32 Mob i I e-Home Authent i cat i on 3. 5. 2 

33 Mob i I e-Fore i gn Authent i cat i on 3. 5. 3 

34 Fore i gn-Home Authent i cat i on 3. 5. 4 

6.4. Code Values for Mobile IP Registration Reply Messages 

The Mob i I e IP Reg i strat i on Rep I y message, spec i f i ed in sect i on 3. 4, 
has a Code field. The number space for the Code field values is also 
specified in Section 3.4. The Code number space is structured 
according to whether the registration was successful, or whether the 
foreign agent denied the registration request, or lastly whether the 
home agent denied the registration request, as follows: 

0-8 Success Codes 

9-63 No a I I ocat i on gu i de I i nes current I y ex i st 

64-127 Error Codes from the Foreign Agent 

128-192 Error Codes from the Home Agent 

193-255 No allocation guidelines currently exist 

Approval of new Code values requires Expert Review [30]. 
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A. Patent Issues 

The IETF has been notified of intellectual property rights claimed 
in regard to some or all of the specification contained in this 
document. For more information consult the online list of claimed 
rights. 

The IETF takes no position regarding the validity or scope of any 
intellectual property or other rights that might be claimed to 
pertain to the implementation or use of the technology described in 
this document or the extent to which any license under such rights 
might or might not be available; neither does it represent that it 
has made any effort to identify any such rights. Information on 
the lETF's procedures with respect to rights in standards-track and 
standards-related documentation can be found in BCP-11. Copies of 
claims of rights made available for publication and any assurances 
of I i censes to be made avai I able, or the result of an attempt 
made to obtain a general license or permission for the use of such 
proprietary rights by implementors or users of this specification can 
be obtained from the IETF Secretariat. 

The IETF invites any interested party to bring to its attention any 
copyrights, patents or patent applications, or other proprietary 
rights which may cover technology that may be required to practice 
this standard. Please address the information to the IETF Executive 
Director. 

B. Link-Layer Considerations 

The mobile node MAY use I ink- layer mechanisms to decide that its 
point of attachment has changed. Such indications include the 
Down/Test i ng/Up i nterf ace status [24] , and changes i n ce 1 1 or 
administration. The mechanisms will be specific to the particular 
I ink- layer technology, and are outside the scope of this document. 

The Point-to-Point-Protocol (PPP) [42] and its Internet Protocol 
Control Protocol (IPCP) [25], negotiates the use of IP addresses. 
The mobi le node SHOULD first attempt to specify its home address, 
so that if the mobi le node is attaching to its home network, the 
unrouted link will function correctly. When the home address is 
not accepted by the peer, but a transient IP address is dynamically 
ass i gned to the mob i I e node, and the mob i I e node i s capab I e of 
supporting a co- located care-of address, the mobi le node MAY 
register that address as a co- located care-of address. When the peer 
specifies its own IP address, that address MUST NOT be assumed to be 
a foreign agent care-of address or the IP address of a home agent. 
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PPP extensions for Mobile IP have been specified in RFC 2290 [44]. 
Please consult that document for additional detai Is for how to handle 
care^of address assignment from PPP in a more efficient manner. 

C. TCP Considerations 

C. 1. TCP Timers 

When high-^delay (e.g. SATCOM) or low^bandwidth (e.g. H i gh-Frequency 
Radio) links are in use, some TCP stacks may have insufficiently 
adaptive (non-standard) retransmission timeouts. There may be 
spurious retransmission timeouts, even when the link and network 
are actually operating properly, but just with a high delay because 
of the medium in use. This can cause an inabi I ity to create or 
ma i nta i n TCP connect i ons over such I i nks, and can a I so cause unneeded 
retransmissions which consume already scarce bandwidth. Vendors 
are encouraged to follow the algorithms in RFC 2988 [31] when 
implementing TCP retransmission timers. Vendors of systems designed 
for low-bandwidth, high-delay links should consult RFCs 2757 and 
2488 [28, 1]. Designers of applications targeted to operate on 
mobi le nodes should be sensitive to the possibi I ity of timer-related 
difficulties. 

C. 2. TCP Congest i on Management 

Mobile nodes often use media which are more likely to introduce 
errors, effectively causing more packets to be dropped. This 
introduces a conflict with the mechanisms for congestion management 
found in modern versions of TCP [21]. Now, when a packet is dropped, 
the correspondent node's TCP implementation is likely to react as 
if there were a source of network congestion, and initiate the 
slovr-start mechanisms [21] designed for controlling that problem. 
However, those mechanisms are inappropriate for overcoming errors 
introduced by the links themselves, and have the effect of magnifying 
the discontinuity introduced by the dropped packet. This problem has 
been analyzed by Caceres, et al. [5]. TCP approaches to the problem 
of handling errors that might interfere with congestion management 
are discussed in documents from the [pile] working group [3, 9]. 
Whi le such approaches are beyond the scope of this document, 
they illustrate that providing performance transparency to mobile 
nodes involves understanding mechanisms outside the network layer. 
Problems introduced by higher media error rates also indicate the 
need to avo i d des i gns wh i ch systemat i ca II y drop packets ; such des i gns 
might otherwise be considered favorably when making engineering 
tradeoffs. 
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D. Example Scenarios 

This section shows example Registration Requests for several cormion 
scenarios. 

D. 1. Registering with a Foreign Agent Care-of Address 

The mobi le node receives an Agent Advertisement from a foreign 
agent and wishes to register with that agent using the advertised 
foreign agent care-of address. The mobi le node wishes only 
IP- in- IP encapsulation, does not want broadcasts, and does not want 
simultaneous mobility bindings: 

IP fields: 

Source Address = mob i I e node' s home address 

Destination Address = copied from the IP source address of the 
Agent Advertisement 

Time to Live = 1 
UDP fields: 

Source Port = <any> 

Destination Port - 434 
Registration Request fields: 

Type = 1 

S=0, B=0, D=0, M=0, G=0 

Lifetime = the Registration Lifetime copied from the 

Mob i I i ty Agent Advert i sement Extens i on of the 

Router Advertisement message 
Home Address = the mobi le node' s home address 
Home Agent = IP address of mobi le node* s home agent 
Care-of Address = the Care-of Address copied from the 

Mobi I ity Agent Advertisement Extension of the 

Router Advertisement message 
Identification = Network Time Protocol timestamp or Nonce 
Extens i ons : 

An author izatiorrenab I ing extension (e. g. , the 
Mobile-Home Authentication Extension) 

D. 2. Registering with a Co-Located Care-of Address 

The mobi le node enters a foreign network that contains no foreign 
agents. The mobi le node obtains an address from a DHCP server [13] 
for use as a co- located care-of address. The mobi le node supports 
all forms of encapsulation (IP-irHP, minimal encapsulation, and 
GRE), desires a copy of broadcast datagrams on the home network, and 
does not want simultaneous mobility bindings: 
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IP fields: 

Source Address = care-of address obtained from DHCP server 

Destination Address = IP address of home agent 

Time to Live = 64 
UDP fields: 

Source Port = <any> 

Destination Port = 434 
Registration Request fields: 

Type - 1 

S=0, B=1 t D=1 T M=1, G=1 
Lifetime = 1800 (seconds) 

Home Address = the mobi le node* s home address 
Home Agent = I P address of mob i I e node' s home agent 
Care-of Address = care-of address obtained from DHCP server 
Identification = Network Time Protocol timestamp or Nonce 
Extensions: 
The Mobile-Home Authentication Extension 

D. 3. Dereg i strat i on 

The mobi le node returns home and wishes to dereg ister a 1 1 care-of 
addresses with its home agent. 

IP fields: 

Source Address = mob i I e node' s home address 

Destination Address = IP address of home agent 

Time to Live = 1 
UDP fields: 

Source Port = <any> 

Destination Port = 434 
Registration Request fields: 

Type = 1 

S=0, B=0, D=0, M=0, 6=0 
Lifetime = 0 

Home Address = the mob i I e node' s home address 
Home Agent = I P address of mob i I e node* s home agent 
Care-of Address = the mobi le node's home address 
Identification = Network Time Protocol timestamp or Nonce 

Extens i ons : 

An author izatiorrenab I ing extension (e.g., the 
Mob i I e-Home Authent i cat i on Extens i on) 
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E. Appl icabi I ity of Prefix-Lengths Extension 

Caution is indicated with the use of the Prefix-Lengths Extension 
over wireless links, due to the irregular coverage areas provided by 
wireless transmitters. As a result, it is possible that two foreign 
agents advertising the same prefix might indeed provide different 
connectivity to prospective mobile nodes. The Prefix-Lengths 
Extension SHOULD NOT be included in the advertisements sent by agents 
in such a configuration. 

Foreign agents using different wireless interfaces would have to 
cooperate using special protocols to provide identical coverage in 
space, and thus be able to claim to have wireless interfaces situated . 
on the same subnetwork. In the case of wired interfaces, a mobi le 
node disconnecting and subsequently connecting to a new point of 
attachment, may we I I send in a new Registration Request no matter 
whether the new advertisement is on the same medium as the last 
recorded advertisement. And, finally, in areas with dense 
populations of foreign agents it would seem unwise to require the 
propagation via routing protocols of the subnet prefixes associated 
with each individual wireless foreign agent; such a strategy could 
lead to quick depletion of available space for routing tables, 
unwarranted increases in the time required for processing routing 
updates, and longer decision times for route selection if routes 
(which are almost always unnecessary) are stored for wireless 
"subnets". 

F. I nteroperab i I i ty Cons i derat i ons 

This document specifies revisions to RFC 2002 that are intended to 
improve interoperability by resolving ambiguities contained in the 
earlier text. Implementations that perform authentication according 
to the new more precisely specified algorithm would be interoperable 
with earlier implementations that did what was originally expected 
for producing authentication data. That was a major source of non- 
i nteroperab i I i ty before. 

However, this specification does have new features that, if used, 
would cause interoperability problems with older implementations. 
Al I features specified in RFC 2002 wi I I work with the new 
implementations, except for V-J compression [20]. The following list 
deta i I s some of the poss i b I e areas of compat i b i I i ty prob I ems that may 
be experienced by nodes conforming to this revised specification, 
when attempting to interoperate with nodes obeying RFC 2002. 

- A cl ient that expects some of the newly mandatory features 
(like reverse tunneling) from a foreign agent would still be 
interoperable as long as it pays attention to the *T' bit. 



Perkins 



Standards Track 



[Page 86] 



RFC 3344 IP Mobi I ity Support for IPv4 August 2002 

» 

~ Mob i I e nodes that use the NA I extens i on to i dent i f y themse I ves 
would not work with old mobi I ity agents. 

- Mobi le nodes that use a zero home address and expect to receive 
their home address in the Registration Reply would not work 
with old mobi I ity agents. 

- Mobi le nodes that attempt to authenticate themselves without 
using the Mobile-Home authentication extension will be unable 
to successful register with their home agent. 

In a 1 1 of these cases, a robust and we I I -configured mobi le node is 
very I i ke I y to be ab I e to recover if it takes reasonab I e act i ons upon 
receipt of a Registration Reply with an error code indicating the 
cause for rejection. For instance, if a mobile node sends a 
registration request that is rejected because it contains the wrong 
kind of authentication extension, then the mobile node could retry 
the registration with a mobile-home authentication extension, since 
the foreign agent and/or home agent in this case wi 1 1 not be 
configured to demand the alternative authentication data. 

G. Changes since RFC 2002 

This section details differences between the original Mobile IP base 
specification (RFC 2002 and ff. ) that have been made as part of this 
revised protocol specification for Mobile IP. 

G. 1 . Major Changes 

- Specification for Destination IP address of Registration Reply 
transmitted from Foreign Agent, to avoid any possible 
transmission to IP address 0.0.0.0. 

- Specification of two new formats for Mobi le IP extensions, 
according to the ideas contained in MIER. 

- Specification that the SPI of the MN-HA authentication 
extension is to be used as part of the data over which the 
authentication algorithm must be computed. 

- Eliminated Van-Jacobson Compression feature 

- Specification that foreign agents MAY send advertisements at a 
rate faster than once per second, but chosen so that the 
advertisements do not burden the capacity of the local link. 
For simplicity, the foreign agent now MAY send advertisements 
at an interval less than 1/3 the advertised I CMP Lifetime. 



Perkins 



Standards Track 



[Page 87] 



RFC 3344 



IP Mobi I ity Support for IPv4 



August 2002 



- Specification that foreign agents SHOULD support reverse 
tunneling, and home agents MUST support decapsulation of 
reverse tunnels. 

~ Changed the preconf iguration requirements in section 3.6 for 
the mobi le node to reflect the capabi I ity, specified in RFC 
2794 [6], for the mobile node to identify itself by using its 
NAI, and then getting a home address from the Registration 
Reply. 

- Changed section 3.7.3.1 so that a foreign agent is not required 
to d i scard Reg i strat i on Rep I i es that have a Home Address field 
that does not match any pending Registration Request. 

- A I lowed registrations to be authenticated by use of a security 
association between the mobi le node and a suitable 
authentication entity acceptable to the home agent. Defined 
"Authorization-enabling Extension" to be an authentication 
extension that makes a registration message acceptable to the 
recipient. This is needed according to specification in [6]. 

- Mandated that HMAC-MD5 be used instead of the "pref ix+suff ix" 
mode of MD5 as original ly mandated in RFC 2002. 

- Spec i f i ed that the mob i I e node SHOULD take the f i rst care-of 
address in a list offered by a foreign agent, and MAY try each 
subsequent advertised address in turn if the attempted 
registrations are rejected by the foreign agent 

- Clarification that a mobility agent SHOULD only put its own 
addresses into the initial (i.e., not mob i I i ty-re I ated) list of 
routers in the mobility advertisement. RFC 2002 suggests that 
a mobi I ity agent might advertise other default routers. 

- Specification that a mobile node MUST ignore reserved bits in 
Agent Advertisements, as opposed to discarding such 
advertisements. In this way, new bits can be defined later, 
without affecting the abi I ity for mobi le nodes to use the 
advertisements even when the newly defined bits are not 
understood. Furthermore, foreign agents can set the "R* bit to 
make sure that new bits are handled by themselves instead of 
some legacy mobility agent. 

- Specification that the foreign agent checks to make sure that 
the indicated home agent address does not belong to any of its 
network interfaces before relaying a Registration Request. If 
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the check fai Is, and the foreign agent is not the mobi le node' s 
home agent, then the foreign agent rejects the request with 
code 136 (unknown home agent address). 

- Specification that, whi le they are away from the home network, 
mobi I e nodes MUST NOT broadcast ARP packets to find the MAC 
address of another Internet node. Thus, the (possibly empty) 
list of Router Addresses from the I CMP Router Advertisement 
portion of the message is not useful for selecting a default 
router, un I ess the mob i I e node has some means not i nvo I v i ng 
broadcast ARP and not specified within this document for 
obta i n i ng the MAC address of one of the routers i n the I i st. 
Similarly, in the absence of unspecified mechanisms for 
obtaining MAC addresses on foreign networks, the mobile node 
MUST ignore redirects to other routers on foreign networks. 

- Specification that a foreign agent MUST NOT use broadcast ARP 
for a mobi le node' s MAC address on a foreign network. It may 
obtain the MAC address by copying the information from an Agent 
Solicitation or a Registration Request transmitted from a 

mobi le node. 

- Specification that a foreign agent's ARP cache for the mobi le 
node's IP address MUST NOT be a I lowed to expire before the 
mobile node's visitor list entry expires, unless the foreign 
agent has some way other than broadcast ARP to refresh its MAC 
address associated to the mobile node's IP address. 

- At the end of section 4.6, clarified that a home agent MUST NOT 
make any changes to the way it performs proxy ARP after it 
rejects an invalid deregi strati on request. 

- In section 4.2.3, specification that mult i homed home agents 
MUST use the the address sent to the mobi le node in the home 
agent field of the registration reply as the source address in 
the outer IP header of the encapsulated datagram. 

- Inserted ' T bit into its proper place in the Registration 
Request message format (sect i on 3. 3) . 

G. 2. Minor Changes 

- Allowed registration replies to be processed by the mobile 
node, even in the absence of any Mobi le-Home Authentication 
extension, when containing rejection code by the foreign agent. 
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- Specification that the foreign agent MAY configure a maximum 
number of pending registrations that it is willing to maintain 
(typically 5). Additional registrations SHOULD then be 
rejected by the foreign agent with code 66. The foreign agent 
MAY delete any pending Registration Request after the request 
has been pending for more than 7 seconds; in this case, the 
foreign agent SHOULD reject the Request with code 78 
(registration timeout). 

- Relaxation of the requirement that, when a mobi le node has 
joined a multicast group at the router on the foreign network, 
the mobi le node MUST use its home address as the source IP 
address for multicast packets, 

- Clarification that a mobility agent MAY use different settings 
for each of the ' R' , ' H' , and ' F bits on different network 

i nterf aces. 

- Replacement of the terminology "recursive tunneling" by the 
term i no I ogy "nested tunne I i ng". 

- Specification that the mobile node MAY use the IP source 
address of an agent advertisement as its default router 
address. 

- Clarification that keys with arbitrary binary values MUST be 
supported as part of mobility security associations. 

- Specification that the default value may be chosen as 7 
seconds, for a I lowable time skews between a home agent and 
mobile node using timestamps for replay protection. Further 
specification that this value SHOULD be greater than 3 seconds. 

- Specification that Registration Requests with the * D' bit set 
to 0, and specifying a care-of address not offered by the 
foreign agent, MUST be rejected with code 77 (invalid care-of 
address) . 

- Clarification that the foreign agent SHOULD consider its own 
maximum value when handling the Lifetime field of the 
Registration Reply. 

- Clarification that the home agent MUST ignore the ' B' bit (as 
opposed to rejecting the Registration Request) if it does not 
support broadcasts. 
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- Advice about the impossibility of using dynamic home agent 
discovery in the case when routers change the IP destination 
address of a datagram from a subnet-directed broadcast address 
to 255.255.255.255 before injecting it into the destination 
subnet. 

- Clarified that when an Agent Advertisement is unicast to a 
mobi le node, the specific IP home address of a mobi le node MAY 
be used as the destination IP address. 

- Included a reference to RFC 2290 within appendix B, which deals 
with PPP operation. 

- Created I ANA Considerations section 

- In section 3.8.3, clarified that a home agent SHOULD arrange 
the selection of a home address for a mobi le node when the 
Registration Reply contains a zero Home Address. 

G. 3. Changes since revision 04 of RFC2002bis 

This section lists the changes between this version (...-06.txt) and 
the previous version (...-04.txt) of the document. This section can 
be deleted by the RFC editor. 

- Noted that HMAC-MD5 should be considered for use in place of 
the "pref ix+suff ix" mode of MD5 as original ly mandated in RFC 
2002. 

- Included a reference to RFC 2290 within appendix B, which deals 
with PPP operation. 

- Revamped I ANA Considerations section 

- Revamped Changes section 

- Replaced Patents section with wording mandated from RFC 2026. 

- Updated citations. 
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H. Example Messages 



H. 1. Example I CMP Agent Advertisement Message Format 



0 12 3 

01 2345678901 2345678901 2345678901 



H — I — I — h- 



— H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — H 

Code | Checksum 



Type 

h — i — i — ^ 



— i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h- 
Entry Size| Lifetime 

— I — I — I — I — I — V — I — I — I — I — I — I — I — I — I — I — I — H 



Num Addrs 
i i i i i 



lAddi 



Router Address [1] 



H — I— I — I— 



H — I — I — I — I — 1 — I — I — H 



H — I — I — I — I — H 



H — I — I — I — H 



Preference Level [1] 

\ — i i i — i — i — i — i — i — i — i — i — i — i — i — i — i — \~ 



Router Address [2] 



H — I — I — I — H 



H — I — I — I — I — I — 1 — I — I — I — I — I — I — I — I — I — I — H 



Pref erence Leve I [2] 



H — I — I — I — H 



H — I — I — I — I — I — I — I — I — 1 — I — I — I — I — I — I — I — h- 



H — i — I — H 



H — I — I — I — I — h 



Type = 16 



Length 



Sequence Number 



H — I — I — I — h 



— I — 

f et 

— i — 



— i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — \ 
me |R|B|H|F|M|G|r|T| reserved 



Registration 
i — i — i — 



H — 1 — I — I — I — I — I — I — I — I — I — H 



H — I — I — H 



H — I — I — I — H 



Care-x>f Address [1] 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I- 



I 1 i I I 



Care-of Address [2] 



H — I — H 



H — H 



H — I — I — I — I — I — I — I — I — I — I — I — I — H 



H — I — I — H 



H — I — I — I — I — I — I — I — 1 — I — 1 — I — I — I — I — I — I — H 



Opt i ona I Extens i ons 



H — I — I — I — H 



H — I — I — I — I — I — I — I — I — I — I — I — 1 — I — I — I — H 
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H. 2. Example Registration Request Message Format 



The UDP header 


is followed by the Mobile IP fields shown below: 


0 

0 1 2 3 4 5 6 


1 2 3 
7890123456789012345678901 


H — I — I — I — I — I — I — I 

I Type = 1 


I — I — I — I — I — I — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — \ — H 

|S|B|D|M|G|r|T|x| Lifetime | 


i — t ii iii ii friiTiii riiiiiii ifiiiri ■ 

1 Home Address I 


H — 1 — I — 1 — 1 — 1 — 1 — 1 — 1 — 1 — i — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — 1 — ! — 1 — h 

| Home Agent | 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — h 

| Care-of Address I 


i 

+ 

i 


Identification + 


| Optional Non-Auth Extensions for HA . . . \ 
1 ( variable length ) | 


| Type =32 


i T i t 1 t — i — t — i — j i 1 r 1 — t 1 1 » r 1 1 1 1 1 r 

I Length | SPI | 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 

| SPI 

H — 1 — 1 — 1 — 1 — 1 — 1 — 1 


— i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — I — h 

(cont. . ) | | 
— i — i — i — i — i — i — i — i — h ] 



: MN-HA Authent i cator ( variable length ) 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

Optional Non-Auth Extensions for FA 

Opt i ona I MN-FA Authent i cat i on Extens i on. . . 

H — I — I — I — I — I — I — I — i — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 
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H. 3. Example Registration Reply Message Format 

The UDP header is followed by the Mobile IP fields shown below: 



01234567890123456789012345678901 



H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — 1 — 1 — 1 — 1 — 1 — 1 — h 

| Type = 3 | Code | Lifetime | 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — 1 — h 

| Home Address I 


H — 1 — 1 — 1— 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — 1 — 1 — \— 1 — 1 — 1 — \ — 1 — 1 — 1 — 1 — 1 — h 

| Home Agent I 


i 

+ Identification 

i 


+ 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 

1 Opt i ona 1 HA Norr-Auth Extens i ons . . . 


^ — 1 — 1 — h 


| ( variable length ) 




I Type =32 | Length | SPI | 


| SPI (cont. ..) | 


1 I T 1 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — H 

MN-HA Authenticator ( variable length ) 




H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — I — I — I — 1— 1 — 1 — 1 — 

Opt i ona 1 Extensions used by FA 




Optional MN-FA Authentication Extension... 

H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — 1 — 1 — 1 — 1— -1— 


i 1 1 h 
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This document specifies the DoD Standard Internet Protocol. This 
document is based on six earlier editions of the ARPA Internet Protocol 
Specification, and the present text draws heavi ly from them. There have 
been many contributors to this work both in terms of concepts and in 
terms of text. This edition revises aspects of addressing, error 
handling, option codes, and the security, precedence, compartments, and 
handling restriction features of the internet protocol. 
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1. INTRODUCTION 

1.1. Motivation 

The Internet Protocol is designed for use in interconnected systems of 
packet-switched computer communication networks. Such a system has 
been called a "catenet" [1]. The internet protocol provides for 
transmitting blocks of data cal led datagrams from sources to 
destinations, where sources and destinations are hosts identified by 
fixed length addresses. The internet protocol also provides for 
fragmentation and reassembly of long datagrams, if necessary, for 
transmission through "small packet" networks. 

1.2. Scope 

The internet protocol is specifically limited in scope to provide the 
functions necessary to deliver a package of bits (an internet 
datagram) from a source to a destination over an interconnected system 
of networks. There are no mechanisms to augment end-to-end data 
reliability, flow control, sequencing, or other services commonly 
found in host-to-host protocols. The internet protocol can capitalize 
on the services of its supporting networks to provide various types 
and qualities of service. 

1.3. I nterf aces 

This protocol is called on by host-to-host protocols in an internet 
environment. This protocol calls on local network protocols to carry 
the internet datagram to the next gateway or destination host. 

For examp I e, a TCP modu I e wou I d ca I I on the i nternet modu I e to take a 
TCP segment (including the TCP header and user data) as the data 
portion of an internet datagram. The TCP module would provide the 
addresses and other parameters in the internet header to the internet 
module as arguments of the cal I. The internet module would then 
create an internet datagram and cal I on the local network interface to 
transmit the internet datagram. 

In the ARPANET case, for example, the internet module would cal I on a 
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local net module which would add the 1822 leader [2] to the internet 
datagram creating an ARPANET message to transmit to the IMP. The 
ARPANET address wou I d be der i ved from the i nternet address by the 
local network interface and would be the address of some host in the 
ARPANET, that host might be a gateway to other networks. 

1.4. Operation 

The internet protocol implements two basic functions: addressing and 
fragmentation. 

The internet modules use the addresses carried in the internet header 
to transmit internet datagrams toward their destinations. The 
selection of a path for transmission is called routing. 

The internet modules use fields in the internet header to fragment and 
reassemble internet datagrams when necessary for transmission through 
"sma I I packet" networks. 

The model of operation is that an internet module resides in each host 

engaged in internet communication and in each gateway that 
interconnects networks. These modules share common rules for 
interpreting address fields and for fragmenting and assembling 
internet datagrams. In addition, these modules (especially in 

gateways) have procedures for making routing decisions and other 

f unct i ons. 

The internet protocol treats each internet datagram as an independent 
entity unrelated to any other internet datagram. There are no 
connections or logical circuits (virtual or otherwise). 

The internet protocol uses four key mechanisms in providing its 
service: Type of Service, Time to Live, Options, and Header Checksum. 

The Type of Service is used to indicate the quality of the service 
des i red. The type of serv i ce i s an abstract or genera I i zed set of 
parameters which characterize the service choices provided in the 
networks that make up the internet. This type of service indication 
is to be used by gateways to select the actual transmission parameters 
for a particular network, the network to be used for the next hop, or 
the next gateway when routing an internet datagram. 

The Time to Live is an indication of an upper bound on the lifetime of 
an internet datagram. It is set by the sender of the datagram and 
reduced at the points along the route where it is processed. If the 
time to live reaches zero before the internet datagram reaches its 
destination, the internet datagram is destroyed. The time to live can 
be thought of as a self destruct time limit. 
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The Options provide for control functions needed or useful in some 
situations but unnecessary for the most common communications. The 
options include provisions for timestamps, security, and special 
rout i ng. 

The Header Checksum provides a verification that the information used 
in processing internet datagram has been transmitted correctly. The 
data may conta i n errors. I f the header checksum f a i I s f the i nteroet 
datagram is discarded at once by the entity which detects the error. 

The internet protocol does not provide a reliable communication 
facility. There are no acknowledgments either end-to-end or 
hop-by-hop. There is no error control for data, only a header 
checksum. There are no retransmissions. There is no flow control. 

Errors detected may be reported via the Internet Control Message 
Protocol (I CMP) [3] which is implemented in the internet protocol 
module. 
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2. OVERVIEW 

2. 1. Relation to Other Protocols 

The following diagram illustrates the place of the internet protocol 
in the protocol hierarchy: 



h h h h h h h h 

|Telnet| | FTP | | TFTP| ... | ... | 

H H H h H h H h 

II I I 

H 1- H h H h 

| TCP | | UDP | ... | ... | 

H h H 1- H 1- 

I I I 

H 1 h 

| Internet Protocol & I CMP | 

H 1 h 

I 

H 1- 

| Local Network Protocol | 

H h 

Protocol Relationships 
Figure 1. 

Internet protocol interfaces on one side to the higher level 
host-to-host protocols and on the other side to the local network 
protoco I . I n th i s context a " I oca I network" may be a sma I I network i n 
a bu i I d i ng or a I arge network such as the ARPANET. 

2.2. Model of Operation 

The model of operation for transmitting a datagram from one 
application program to another is illustrated by the following 
scenario: 

We suppose that this transmission wi I I involve one intermediate 
gateway. 

The sending application program prepares its data and calls on its 
local internet module to send that data as a datagram and passes the 
destination address and other parameters as arguments of the cal I. 

The internet module prepares a datagram header and attaches the data 
to it. The internet module determines a local network address for 
this internet address, in this case it is the address of a gateway. 
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It sends this datagram and the local network address to the local 
network interface. 

The local network interface creates a local network header, and 
attaches the datagram to it, then sends the result via the local 
network. 

The datagram arrives at a gateway host wrapped in the local network 
header, the local network interface strips off this header, and 
turns the datagram over to the internet module. The internet module 
determines from the internet address that the datagram is to be 
forwarded to another host in a second network. The internet module 
determines a local net address for the destination host. It call is 
on the local network interface for that network to send the 
datagram. 

This local network interface creates a local network header and 
attaches the datagram sending the result to the destination host. 

At this destination host the datagram is stripped of the local net 
header by the local network interface and handed to the internet 
module. 

The internet module determines that the datagram is for an 
application program in this host. It passes the data to the 
application program in response to a system call, passing the source 
address and other parameters as resu I ts of the ca 1 1 . 
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2. 3. Funct i on Descr i pt i on 

The function or purpose of Internet Protocol is to move datagrams 
through an interconnected set of networks. This is done by passing 
the datagrams from one i nternet modu I e to another unt i I the 
destination is reached. The internet modules reside in hosts and 
gateways in the internet system. The datagrams are routed from one 
internet module to another through individual networks based on the 
interpretation of an internet address. Thus, one important mechanism 
of the • i nternet protoco I i s the i nternet address. 

In the routing of messages from one internet module to another, 
datagrams may need to traverse a network whose maximum packet size is 
smal ler than the size of the datagram. To overcome this difficulty, a 
fragmentation mechanism is provided in the internet protocol. 

Address i ng 

A distinction is made between names, addresses, and routes [4], A 
name indicates what we seek. An address indicates where it is. A 
route indicates how to get there. The internet protocol deals 
primarily with addresses. It is the task of higher level (i.e., 
host-to^host or application) protocols to make the mapping from 
names to addresses. The internet module maps internet addresses to 
local net addresses. It is the task of lower level (i.e., local net 
or gateways) procedures to make the mapping from local net addresses 
to routes. 

Addresses are fixed length of four octets (32 bits). An address 
begins with a network number, followed by local address (called the 
"rest" field). There are three formats or classes of internet 
addresses: in class a, the high order bit is zero, the next 7 bits 
are the network, and the last 24 bits are the local address; in 
class b, the high order two bits are one-zero, the next 14 bits are 
the network and the last 16 bits are the local address; in class c, 
the high order three bits are one-one-zero, the next 21 bits are the 
network and the last 8 bits are the local address. 

Care must be taken in mapping internet addresses to local net 
addresses; a single physical host must be able to act as if it were 
several distinct hosts to the extent of using several distinct 
internet addresses. Some hosts will also have several physical 
i nt erf aces (mu 1 1 i -horn i ng) . 

That is, provision must be made for a host to have several physical 
interfaces to the network with each having several logical internet 
addresses. 
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Examples of address mappings may be found in "Address Mappings" [5]. 
Fragmentation 

Fragmentation of an internet datagram is necessary when it 
originates in a local net that allows a large packet size and must 
traverse a local net that limits packets to a smaller size to reach 
its destination. 

An i nternet datagram can be marked "don" t fragment. " Any i nternet 
datagram so marked is not to be internet fragmented under any 
c i rcumstances. I f i nternet datagram marked don' t fragment cannot be 
delivered to its destination without fragmenting it, it is to be 
discarded instead. 

Fragmentation, transmission and reassembly across a local network 
wh i ch is i nv i s i b I e to the i nternet protoco I modu I e is ca 1 1 ed 
intranet fragmentation and may be used [6]. 

The internet fragmentation and reassembly procedure needs to be able 
to break a datagram into an almost arbitrary number of pieces that 
can be later reassembled. The receiver of the fragments uses the 
identification field to ensure that fragments of different datagrams 
are not mixed. The fragment offset field tel Is the receiver the 
position of a fragment in the original datagram. The fragment 
offset and length determine the portion of the original datagram 
covered by this fragment. The more-fragments flag indicates (by 
being reset) the last fragment. These fields provide sufficient 
information to reassemble datagrams. 

The identification field is used to distinguish the fragments of one 
datagram from those of another. The originating protocol module of 
an internet datagram sets the identification field to a value that 
must be unique for that source-destination pair and protocol for the 
time the datagram wi 1 1 be active in the internet system. The 
originating protocol module of a complete datagram sets the 
more-fragments flag to zero and the fragment offset to zero. 

To fragment a long internet datagram, an internet protocol module 
(for example, in a gateway), creates two new internet datagrams and 
copies the contents of the internet header fields from the long 
datagram into both new internet headers. The data of the long 
datagram is divided into two portions on a 8 octet (64 bit) boundary 
(the second portion might not be an integral multiple of 8 octets, 
but the f i rst must be) . Ca I I the number of 8 octet b I ocks i n the 
first portion NFB (for Number of Fragment Blocks). The first 
portion of the data is placed in the first new internet datagram, 
and the total length field is set to the length of the first 
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datagram. The more-fragments flag is set to one. The second 
portion of the data is placed in the second new internet datagram, 
and the total length field is set to the length of the second 
datagram. The more-fragments flag carries the same value as the 
long datagram. The fragment offset field of the second new internet 
datagram is set to the value of that field in the long datagram plus 
NFB. 

This procedure can be generalized for an n-way split, rather than 
the two-way sp I i t descr i bed. 

To assemble the fragments of an internet datagram, an internet 
protocol module (for example at a destination host) combines 
internet datagrams that a 1 1 have the same value for the four fields: 
identification, source, destination, and protocol. The combination 
is done by placing the data portion of each fragment in the relative 
position indicated by the fragment offset in that fragment's 
internet header. The first fragment wi I I have the fragment offset 
zero, and the last fragment wi I I have the more-fragments flag reset 
to zero. 

2. 4. Gateways 

Gateways implement internet protocol to forward datagrams between 
networks. Gateways also implement the Gateway to Gateway Protocol 
(GGP) [7] to coordinate routing and other internet control 
information. 

In a gateway the higher level protocols need not be implemented and 
the GGP functions are added to the IP module. 



I Internet Protocol & I CMP & GGP | 

H h 

I I 

H h H h 

| Local Net | | Local Net | 

H h H — H 

Gateway Protocols 
Figure 3. 
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3. SPECIFICATION 
3. 1 . I nternet Header Format 
A summary of the contents of the internet header fol lows: 



0 12 3 

01234567890123456789012345678901 



-i — i — i — i — i t i — i — i i — i — r~~r~ ■ t — i — i i i — i — i — r 

|Version| IHL |Type of Service! 


— i—i — t— — i- -i — i — i i i — i — r— r 

Total Length ; 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — h 

| Identification |Flags| 


— i — i — i — i — i — i — i — i — i — i — i — h 
Fragment Offset | 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — h 

| Time to Live | Protocol I 


i i i i — i i i i — 1111 
Header Checksum | 


I Source Address I 


H — 1 — 1 — 1 — 1 — 1 — 1 — t — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — 1 — 1 — 1 — 1 — h 

! Destination Address I 


I Opt i ons 


■ i i i i i i r i i i i 

1 Padding | 



Example Internet Datagram Header 
Figure 4. 

Note that each tick mark represents one bit position. 
Version: 4 bits 

The Version field indicates the format of the internet header. This 
document describes version 4. 

IHL: 4 bits 

Internet Header Length is the length of the internet header in 32 
bit words, and thus points to the beginning of the data. Note that 
the minimum value for a correct header is 5. 
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Type of Service: 8 bits 



The Type of Service provides an indication of the abstract 
parameters of the quality of service desired. These parameters are 
to be used to guide the selection of the actual service parameters 
when transmitting a datagram through a particular network. Several 
networks offer service precedence, which somehow treats high 
precedence traffic as more important than other traffic (generally 
by accepting only traffic above a certain precedence at time of high 
load). The major choice is a three way tradeoff between low-delay, 
h i gh-re I i ab i I i ty , and h i gh-throughput. 



Bits 0-2 


Precedence. 




Bit 3 


0 = Normal Delay, 1 


= Low Delay. 


Bits 4 


0 = Normal Throughput, 1 


= High Throughput. 


Bits 5 


0 = Normal Rel ibi I ity, 1 


= High Rel ibi I ity. 


Bit 6-7 


Reserved for Future Use. 





0 1 2 3 4 5 6 7 



I 

| PRECEDENCE 
I 



H 1 1 

I I I 

I D | T | R 
I I I 



0 I 



H 1 1 1 1 H 



Precedence 



111 - 


Network Control 


110 - 


Internetwork Control 


101 - 


CRITIC/ECP 


100 - 


Flash Override 


011 - 


Flash 


010 - 


Imnediate 


001 - 


Priority 


000 - 


Rout i ne 



The use of the Delay, Throughput, and Reliability indications may 
increase the cost (in some sense) of the service. In many networks 
better performance for one of these parameters is coupled with worse 
performance on another. Except for very unusual cases at most two 
of these three indications should be set. 



The type of service is used to specify the treatment of the datagram 
during its transmission through the internet system. Example 
mappings of the internet type of service to the actual service 
provided on networks such as AUT0DIN II, ARPANET, SATNET, and PRNET 
is given in "Service Mappings" [8]. 
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The Network Control precedence designation is intended to be used 
within a network only. The actual use and control of that 
designation is up to each network. The Internetwork Control 
designation is intended for use by gateway control originators only. 
If the actual use of these precedence designations is of concern to 
a particular network, it is the responsibility of that network to 
control the access to, and use of, those precedence designations. 

Total Length: 16 bits 

Total Length is the length of the datagram, measured in octets, 
including internet header and data. This field allows the length of 
a datagram to be up to 65,535 octets. Such long datagrams are 
impractical for most hosts and networks. All hosts must be prepared 
to accept datagrams of up to 576 octets (whether they arrive whole 
or in fragments). It is recommended that hosts only send datagrams 
larger than 576 octets if they have assurance that the destination 
is prepared to accept the larger datagrams. 

The number 576 i s se I ected to a 1 1 ow a reasonab I e s i zed data b I ock to 
be transmitted in addition to the required header information. For 
example, this size allows a data block of 512 octets plus 64 header 
octets to fit in a datagram. The maximal internet header is 60 
octets, and a typical internet header is 20 octets, allowing a 
margin for headers of higher level protocols. 

Identification: 16 bits 

An identifying value assigned by the sender to aid in assembling the 
fragments of a datagram. 

Flags: 3 bits 

Various Control Flags. 

Bit 0: reserved, must be zero 

Bit 1: (DF) 0 = May Fragment, 1 = Don't Fragment. 
Bit 2: (MF) 0 = Last Fragment, 1 = More Fragments. 

0 1 2 

H 1 1 h 

I I D | M | 
I 0 | F | F | 

H 1 1 \- 

Fragment Offset: 13 bits 

This field indicates where in the datagram this fragment belongs. 
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The fragment offset is measured in units of 8 octets (64 bits). The 
first fragment has offset zero. 

Time to Live: 8 bits 

This field indicates the maximum time the datagram is allowed to 
remain in the internet system. If this field contains the value 
zero, then the datagram must be destroyed. This field is modified 
in internet header processing. The time is measured in units of 
seconds, but since every module that processes a datagram must 
decrease the TTL by at least one even if it process the datagram in 
less than a second, the TTL must be thought of only as an upper 
bound on the time a datagram may exist. The intention is to cause 
undel iverable datagrams to be discarded, and to bound the maximum 
datagram I i f et i me. 

Protocol : 8 bits 

This field indicates the next level protocol used in the data 
portion of the internet datagram. The values for various protocols 
are specified in "Assigned Numbers" [9]. 

Header Checksum: 16 bits 

A checksum on the header only. Since some header fields change 
(e.g., time to live), this is recomputed and verified at each point 
that the internet header is processed. 

The checksum algorithm is: 

The checksum field is the 16 bit one's complement of the one's 
comp I ement sum of all 16 bit words i n the header. For purposes of 
computing the checksum, the value of the checksum field is zero. 

This is a simple to compute checksum and experimental evidence 
indicates it is adequate, but it is provisional and may be replaced 
by a CRC procedure, depending on further experience. 

Source Address: 32 bits 

The source address. See section 3.2. 
Destination Address: 32 bits 

The destination address. See section 3.2. 
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Options: variable 

The options may appear or not in datagrams. They must be 
implemented by a I I IP modules (host and gateways). What is optional 
is their transmission in any particular datagram, not their 
implementation. 

In some environments the security option may be required in all 
datagrams. 

The option field is variable in length. There may be zero or more 
options. There are two cases for the format of an option: 

Case 1 : A s i ng I e octet of opt i on-type. 

Case 2: An option-type octet, an opt i on- I ength octet, and the 
actual option-data octets. 

The opt ion- I ength octet counts the option-type octet and the 
opt i on- 1 ength octet as we I I as the option-data octets. 

The option-type octet is viewed as having 3 fields: 

1 bit copied flag, 

2 bits option class, 
5 bits option number. 

The cop i ed f I ag i nd i cates that th i s opt i on is cop i ed i nto a 1 1 
fragments on fragmentation. 

0 = not copied 

1 = copied 

The option classes are: 

0 = control 

1 = reserved for future use 

2 = debugging and measurement 

3 - reserved for future use 
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The f o 1 1 ow i ng i nternet opt i ons are def i ned : 
CLASS NUMBER LENGTH DESCRIPTION 



0 0- End of Option list. This option occupies only 
1 octet; it has no length octet. 

0 1 - No Operation. This option occupies only 1 

octet; it has no length octet. 

0 2 11 Security. Used to carry Security, 

Compartmentat i on. User Group (TCC), and 
Handling Restriction Codes compatible with DOD 
requ i rements. 

0 3 var. Loose Source Routing. Used to route the 

internet datagram based on information 

supplied by the source. 
0 9 var. Strict Source Routing. Used to route the 

internet datagram based on information 

supp I i ed by the source. 
0 7 var. Record Route. Used to trace the route an 

internet datagram takes. 
0 8 4 Stream ID. Used to carry the stream 

identifier. 
2 4 var. Internet Timestamp. 



Specific Option Definitions 
End of Option List 



looooooool 

H H 

Type=0 

This option indicates the end of the option list. This might 
not coincide with the end of the internet header according to 
the internet header length. This is used at the end of all 
options, not the end of each option, and need only be used if 
the end of the options would not otherwise coincide with the end 
of the internet header. 

May be copied, introduced, or deleted on fragmentation, or for 
any other reason. 
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No Operation 



|00000001| 

H h 

Type=1 



This option may be used between options, for example, to align 
the beginning of a subsequent option on a 32 bit boundary. 

May be copied, introduced, or deleted on fragmentation, or for 
any other reason. 



Security 



This option provides a way for hosts to send security, 
compartmentat i on, handling restrictions, and TCC (closed user 
group) parameters. The format for th i s opt i on is as f o 1 1 ows : 

n : . 1 // . // 1 // . // h 

| 10000010 | 00001 011 | SSS SSS|CCC CCC|HHH HHH | TCC | 

' ' // 1 // 1 // " // h 

Type=130 Length=11 



Security (S field): 16 bits 



Specifies one of 16 levels of security (eight of which are 
reserved for future use). 



00000000 
11110001 
01111000 
10111100 
01011110 
10101111 
11010111 
01101011 
00110101 
10011010 
01001101 
00100100 
00010011 
10001001 
11000100 
11100010 



00000000 
00110101 
10011010 
01001101 
00100110 
00010011 
10001000 
11000101 
11100010 
11110001 
01111000 
10111101 
01011110 
10101111 
11010110 
01101011 



Unc I ass i f i ed 
Conf i dent i a I 
EFT0 



PROG 

Restricted 
Secret 
Top Secret 
(Reserved for 
(Reserved for 
(Reserved for 
(Reserved for 
(Reserved for 
(Reserved for 
(Reserved for 
(Reserved for 



future use) 
future use) 
future use) 
future use) 
future use) 
future use) 
future use) 
future use) 
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Compartments (C field): 16 bits 

An all zero value is used when the information transmitted is 
not compartmented. Other values for the compartments field 
may be obtained from the Defense Intelligence Agency. 

Hand I i ng Restr i ct i ons (H field): 16 bits 

The values for the control and release markings are 
alphanumeric digraphs and are defined in the Defense 
Intelligence Agency Manual DIAM 65-19, "Standard Security 
Mark i ngs". 

Transmission Control Code (TCC field): 24 bits 

Provides a means to segregate traffic and define control led 
corrmunities of interest among subscribers. The TCC values are 
tri graphs, and are avai I able from HQ DCA Code 530. 

Must be copied on fragmentation. This option appears at most 
once in a datagram. 

Loose Source and Record Route 

H 1 1 h 

110000011 | length | pointer! 

H 1 1 K 

Type=131 

The loose source and record route (LSRR) option provides a means 
for the source of an internet datagram to supply routing 
information to be used by the gateways in forwarding the 
datagram to the destination, and to record the route 
i nf onrat i on. 

The option begins with the option type code. The second octet 
is the option length which includes the option type code and the 
length octet, the pointer octet, and length-3 octets of route 
data. The third octet is the pointer into the route data 
indicating the octet which begins the next source address to be 
processed. The pointer is relative to this option, and the 
smallest legal value for the pointer is 4. 

A route data is composed of a series of internet addresses. 
Each internet address is 32 bits or 4 octets. If the pointer is 
greater than the length, the source route is empty (and the 
recorded route f u I I ) and the rout i ng i s to be based on the 
destination address field. 



-//- 



route data I 

— // 1- 
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If the address in destination address field has been reached and 
the pointer is not greater than the length, the next address in 
the source route replaces the address in the destination address 
field, and the recorded route address replaces the source 
address just used, and pointer is increased by four. 

The recorded route address i s the i nternet modu I e' s own i nternet 
address as known in the environment into which this datagram is 
being forwarded. 

This procedure of replacing the source route with the recorded 
route (though it is in the reverse of the order it must be in to 
be used as a source route) means the option (and the IP header 
as a whole) remains a constant length as the datagram progresses 
through the internet. 

This option is a loose source route because the gateway or host 
IP is all owed to use any route of any number of other 
intermediate gateways to reach the next address in the route. 

Must be copied on fragmentation. Appears at most once in a 
datagram. 

Strict Source and Record Route 

H 1 . 1 // h 

1 10001 001 1 length | pointerl route data | 

' " ' // h 

Type=137 

The strict source and record route (SSRR) option provides a 
means for the source of an internet datagram to supply routing 
information to be used by the gateways in forwarding the 
datagram to the destination, and to record the route 
information. 

The option begins with the option type code. The second octet 
is the option length which includes the option type code and the 
length octet, the pointer octet, and length-3 octets of route 
data. The third octet is the pointer into the route data 
indicating the octet which begins the next source address to be 
processed. The pointer is relative to this option, and the 
smallest legal value for the pointer is 4. 

A route data is composed of a series of internet addresses. 
Each internet address is 32 bits or 4 octets. If the pointer is 
greater than the length, the source route is empty (and the 
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recorded route ful I) and the routing is to be based on the 
destination address field. 

If the address in destination address field has been reached and 
the pointer is not greater than the length, the next address in 
the source route replaces the address in the destination address 
field, and the recorded route address replaces the source 
address just used, and pointer is increased by four. 

The recorded route address is the internet module's own internet 
address as known in the environment into which this datagram is 
being forwarded. 

This procedure of replacing the source route with the recorded 
route (though it is in the reverse of the order it must be in to 
be used as a source route) means the option (and the IP header 
as a whole) remains a constant length as the datagram progresses 
through the internet. 

This option is a strict source route because the gateway or host 
IP must send the datagram directly to the next address in the 
source route through only the directly connected network 
indicated in the next address to reach the next gateway or host 
specified in the route. 

Must be copied on fragmentation. Appears at most once in a 
datagram. 

Record Route 

H 1 1 1 // h 

1 000001 1 1 1 I ength | po i nter | route data | 
h 1 1 1 // h 

Type=7 

The record route option provides a means to record the route of 
an internet datagram. 

The option begins with the option type code. The second octet 
is the option length which includes the option type code and the 
length octet, the pointer octet, and Iengthr3 octets of route 
data. The third octet is the pointer into the route data 
indicating the octet which begins the next area to store a route 
address. The pointer is relative to this option, and the 
sma I I est I ega I va I ue for the po i nter i s 4. 

A recorded route is composed of a series of internet addresses. 
Each internet address is 32 bits or 4 octets. If the pointer is 
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greater than the length, the recorded route data area is full. 
The originating host must compose this option with a large 
enough route data area to hold all the address expected. The 
size of the option does not change due to adding addresses. The 
intitial contents of the route data area must be zero. 



When an internet module routes a datagram it checks to see if 
the record route option is present. If it is, it inserts its 
own internet address as known in the environment into which this 
datagram is being forwarded into the recorded route begining at 
the octet indicated by the pointer, and increments the pointer 
by four. 

If the route data area is already full (the pointer exceeds the 
length) the datagram is forwarded without inserting the address 
into the recorded route. If there is some room but not enough 
room for a full address to be inserted, the original datagram is 
considered to be in error and is discarded. In either case an 
I CMP parameter problem message may be sent to the source 
host [3]. 

Not copied on fragmentation, goes in first fragment only. 
Appears at most once in a datagram. 

Stream Identifier 

H ! 1 1 h 

|10001000|00000010| Stream ID | 

H 1 1 1 h 

Type=136 Length=4 



This option provides a way for the 16-bit SATNET stream 
identifier to be carried through networks that do not support 
the stream concept. 

Must be copied on fragmentation. Appears at most once in a 
datagram. 
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Internet Timestamp 

H — 1 1 1 h 

|01000100| length | pointerlof lw|f lg| 

H 1 1 1 h 

I internet address | 

H 1 1 I h 

| t i mestamp | 
h 1 1 1 h 



Type = 68 

The Option Length is the number of octets in the option counting 
the type, length, pointer, and overflow/flag octets (maximum 
length 40). 

The Pointer is the number of octets from the beginning of this 
option to the end of timestamps plus one (i.e., it points to the 
octet beginning the space for next timestamp). The smallest 
legal value is 5. The timestamp area is ful I when the pointer 
is greater than the length. 

The Overflow (of Iw) [4 bits] is the number of IP modules that 
cannot register timestamps due to lack of space. 

The Flag (fig) [4 bits] values are 

0 — time stamps only, stored in consecutive 32-bit words, 

1 — each timestamp is preceded with internet address of the 

registering entity, 

3 — the internet address fields are prespec i f i ed. An IP 

module only registers its timestamp if it matches its own 
address with the next specified internet address. 

The Timestamp is a r ight-just if ied, 32-bit timestamp in 
milliseconds since midnight UT. If the time is not available in 
mi I J i seconds or cannot be provided with respect to midnight UT 
then any time may be inserted as- a timestamp provided the high 
order bit of the timestamp field is set to one to indicate the 
use of a non-standard value. 

The originating host must compose this option with a large 
enough timestamp data area to hold all the timestamp information 
expected. The size of the option does not change due to adding 
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timestamps. The intitial contents of the timestamp data area 
must be zero or internet address/zero pairs. 

If the timestamp data area is already ful I (the pointer exceeds 
the length) the datagram is forwarded without inserting the 
timestamp, but the overflow count is incremented by one. 

If there is some room but not enough room for a ful I timestamp 
to be inserted, or the overflow count itself overflows, the 
original datagram is considered to be in error and is discarded. 

In either case an I CMP parameter problem message may be sent to 
the source host [3]. 

The timestamp option is not copied upon fragmentation. It is 
carried in the first fragment. Appears at most once in a 
datagram. 

Padding: variable 

The internet header padding is used to ensure that the internet 
header ends on a 32 bit boundary. The padding is zero. 

3.2. Discussion 

The implementation of a protocol must be robust. Each implementation 
must expect to interoperate with others created by different 
individuals. While the goal of this specification is to be explicit 
about the protocol there is the possibi I ity of differing 
interpretations. In general, an implementation must be conservative 
in its sending behavior, and liberal in its receiving behavior. That 
is, it must be careful to send we 1 1 -formed datagrams, but must accept 
any datagram that it can interpret (e.g., not object to technical 
errors where the meaning is still clear). 

The basic internet service is datagram oriented and provides for the 
fragmentation of datagrams at gateways, with reassembly taking place 
at the destination internet protocol module in the destination host. 
Of course, fragmentation and reassembly of datagrams within a network 
or by private agreement between the gateways of a network is also 
a I I owed s i nee th i s is transparent to the i nternet protoco I s and the 
higher- 1 eve I protocols. This transparent type of fragmentation and 
reassembly is termed "network-dependent" (or intranet) fragmentation 
and is not discussed further here. 

Internet addresses distinguish sources and destinations to the host 
level and provide a protocol field as well. It is assumed that each 
protocol will provide for whatever multiplexing is necessary within a 
host. 
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Address i ng 

To prov i de for f I ex i b i I i ty in ass i gn i ng address to networks and 
a I low for the large number of smal I to intermediate sized networks 
the interpretation of the address field is coded to specify a small 
number of networks with a large number of host, a moderate number of 
networks with a moderate number of hosts, and a large number of 
networks with a smal I number of hosts. In addition there is an 
escape code for extended addressing mode. 

Address Formats: 

High Order Bits Format Class 



A value of zero in the network field means this network. This is 
only used in certain I CMP messages. The extended addressing mode 
is undefined. Both of these features are reserved for future use. 

The actual values assigned for network addresses is given in 
"Assigned Numbers" [9]. 

The local address, assigned by the local network, must allow for a 
single physical host to act as several distinct internet hosts. 
That is, there must be a mapping between internet host addresses and 
network/host interfaces that allows several internet addresses to 
correspond to one interface. It must also be a I lowed for a host to 
have several physical interfaces and to treat the datagrams from 
severa I of them as i f they were a I I addressed to a s i ng I e host. 

Address mappings between internet addresses and addresses for 
ARPANET, SATNET, PRNET, and other networks are described in "Address 
Mappings" [5]. 

Fragmentation and Reassembly. 

The internet identification field (ID) is used together with the 
source and destination address, and the protocol fields, to identify 
datagram fragments for reassembly. 

The More Fragments flag bit (MF) is set if the datagram is not the 
last fragment. The Fragment Offset field identifies the fragment 
location, relative to the beginning of the original unfragmented 
datagram. Fragments are counted in units of 8 octets. The 



0 
10 
110 
111 



7 bits of net, 24 bits of host 
14 bits of net, 16 bits of host 
21 bits of net, 8 bits of host 



escape to extended addressing mode 



c 



a 
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fragmentation strategy is designed so than an unfragmented datagram 
has a I I zero f ragmentat i on i nf ormat i on (MF = 0, fragment offset = 
0) . If an i nternet datagram i s fragmented, i ts data port i on must be 
broken on 8 octet boundaries. 

This format a I lows 2**13 = 8192 fragments of 8 octets each for a 
total of 65,536 octets. Note that this is consistent with the the 
datagram total length field (of course, the header is counted in the 
total length and not in the fragments). 

When fragmentation occurs, some options are copied, but others 
remain with the first fragment only. 

Every internet module must be able to forward a datagram of 68 
octets without further fragmentation. This is because an internet 
header may be up to 60 octets, and the minimum fragment is 8 octets. 

Every internet destination must be able to receive a datagram of 576 
octets either in one piece or in fragments to be reassembled. 

The fields which may be affected by fragmentation include: 

(1) options field 

(2) more fragments flag 

(3) fragment offset 

(4) internet header length field 

(5) total length field 

(6) header checksum 

If the Don't Fragment flag (DF) bit is set, then internet 
fragmentation of this datagram is NOT permitted, although it may be 
discarded. This can be used to prohibit fragmentation in cases 
where the receiving host does not have sufficient resources to 
reassemble internet fragments. 

One example of use of the Don't Fragment feature is to down line 
load a smal I host. A smal I host could have a boot strap program 
that accepts a datagram stores it in memory and then executes it. 

The f ragmentat i on and reassemb I y procedures are most eas i I y 
described by examples. The following procedures are example 
implementations. 

General notation in the following pseudo programs: "=<" means "less 
than or equal", "#" means "not equal", "=" means "equal", "<-" means 
"is set to". Also, "x to y" includes x and excludes y; for example, 
"4 to 7" would include 4, 5, and 6 (but not 7). 
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An Example Fragmentation Procedure 

The maximum sized datagram that can be transmitted through the 
next network is called the maximum transmission unit (MTU). 

If the total length is less than or equal the maximum transmission 
unit then submit this datagram to the next step in datagram 
processing; otherwise cut the datagram into two fragments, the 
first fragment being the maximum size, and the second fragment 
being the rest of the datagram. The first fragment is submitted 
to the next step in datagram processing, while the second fragment 
is submitted to this procedure in case it is still too large. 

Notation: 



FO 


- Fragment Offset 


IHL 


- Internet Header Length 


DF 


- Don't Fragment flag 


MF 


- More Fragments flag 


TL 


- Total Length 


0F0 


- Old Fragment Offset 


OIHL 


- Old Internet Header Length 


OMF 


- Old More Fragments flag 


OTL 


- Old Total Length 


NFB 


- Number of Fragment Blocks 


MTU 


- Maximum Transmission Unit 



Procedure: 

IF TL =< MTU THEN Submit this datagram to the next step 

in datagram processing ELSE IF DF = 1 THEN discard the 
datagram ELSE 

To produce the first fragment: 

(1) Copy the original internet header; 

(2) OIHL <- IHL; OTL <- TL; 0F0 <- FO; OMF <- MF; 

(3) NFB <- (MTLHHL*4)/8; 

(4) Attach the first NFB*8 data octets; 

(5) Correct the header: 

MF <- 1 ; TL <- (IHL*4) + (NFB*8) ; 
Recompute Checksum; 

(6) Submit this fragment to the next step in 
datagram processing; 

To produce the second fragment: 

(7) Selectively copy the internet header (some options 
are not copied, see option definitions) ; 

(8) Append the remaining data; 

(9) Correct the header: 

IHL <- (((0IHL*4)-(length of options not cop i ed) ) +3) /4 ; 
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TL <- OTL - NFB*8 - (0IHLHHL)*4) ; 
FO <- 0F0 + NFB; MF <- OMF; Recompute Checksum; 
(10) Submit this fragment to the fragmentation test; DONE. 

In the above procedure each fragment (except the last) was made 
the maximum allowable size. An alternative might produce less 
than the maximum size datagrams. For example, one could implement 
a fragmentation procedure that repeat I y divided large datagrams in 
half until the resulting fragments were less than the maximum 
transmission unit size. 

An Example Reassembly Procedure 

For each datagram the buffer identifier is computed as the 
concatenation of the source, destination, protocol, and 
identification fields. If this is a whole datagram (that is both 
the fragment offset and the more fragments fields are zero), then 
any reassembly resources associated with this buffer identifier 
are released and the datagram is forwarded to the next step in 
datagram processing. 

If no other fragment with this buffer identifier is on hand then 
reassembly resources are allocated. The reassembly resources 
consist of a data buffer, a header buffer, a fragment block bit 
table, a total data length field, and a timer. The data from the 
fragment is placed in the data buffer according to its fragment 
offset and length, and bits are set in the fragment block bit 
table corresponding to the fragment blocks received. 

If this is the first fragment (that is the fragment offset is 
zero) this header is placed in the header buffer. If this is the 

last fragment ( that is the more fragments field is zero) the 
total data length is computed. If this fragment completes the 
datagram (tested by checking the bits set in the fragment block 
table), then the datagram is sent to the next step in datagram 
processing; otherwise the timer is set to the maximum of the 
current timer value and the value of the time to live field from 
this fragment; and the reassembly routine gives up control. 

If the timer runs out, the all reassembly resources for this 
buffer identifier are released. The initial setting of the timer 
is a lower bound on the reassembly waiting time. This is because 
the wa it ing time wi I I be increased if the Time to Live in the 
arriving fragment is greater than the current timer value but wi I I 
not be decreased if it is less. The maximum this timer value 
could reach is the maximum time to live (approximately 4.25 
minutes). The current recontnendat i on for the initial timer 
setting is 15 seconds. This may be changed as experience with 
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this protocol accumulates. Note that the choice of this parameter 
value is related to the buffer capacity avai I able and the data 
rate of the transmission medium; that is, data rate times timer 
value equals buffer size (e.g., 10Kb/s X 15s = 150Kb). 

Notation: 



FO 


Fragment Offset 


IHL - 


Internet Header Length 


MF 


More Fragments flag 


TTL - 


Time To Live 


NFB - 


Number of Fragment Blocks 


TL 


Total Length 


TDL - 


Total Data Length 


BUFID - 


Buffer Identifier 


RCVBT - 


Fragment Received Bit Table 


TLB - 


Timer Lower Bound 



Procedure : 

(1 ) BUF I D <- source | dest i nat i on | protoco I | i dent i f i cat i on ; 

(2) IF FO = 0 AND MF = 0 

(3) THEN IF buffer with BUFID is allocated 

(4) THEN flush all reassembly for this BUFID; 

(5) Submit datagram to next step; DONE. 

(6) ELSE IF no buffer with BUFID is allocated 

(7) THEN a 1 1 ocate reassemb I y resources 

with BUFID; 

TIMER <- TLB; TDL <- 0; 

(8) put data from fragment into data buffer with 
BUFID from octet F0*8 to 

octet (TL-(IHL*4))+F0*8; 

(9) set RCVBT bits from FO 

to FO* ( (TL- ( I HL*4) +7) /8) : 

(10) IF MF = 0 THEN TDL <- TL- ( I HL*4) + (F0*8) 

(11) IF FO = 0 THEN put header in header buffer 

(12) IF TDL # 0 

(13) AND al I RCVBT bits from 0 

to (TDL+7)/8 are set 

(14) THEN TL <- TDL+(IHL*4) 

(15) Submit datagram to next step; 

(16) free all reassembly resources 
for this BUFID; DONE. 

(17) T I MER <- MAX (T I MER r TTL) ; 

(18) give up until next fragment or timer expires; 

(19) timer expires: flush all reassembly with this BUFID; DONE. 

In the case that two or more fragments contain the same data 
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either identically or through a partial overlap, this procedure 
wi 1 1 use the more recently arrived copy in the data buffer and 
datagram de I i vered. 

Identification 

The choice of the Identifier for a datagram is based on the need to 
provide a way to uniquely identify the fragments of a particular 
datagram. The protocol module assembling fragments judges fragments 
to belong to the same datagram if they have the same source, 
destination, protocol, and Identifier. Thus, the sender must choose 
the Identifier to be unique for this source, destination pair and 
protocol for the time the datagram (or any fragment of it) could be 
a I i ve in the i nternet. 

It seems then that a sending protocol module needs to keep a table 
of Identifiers, one entry for each destination it has communicated 
with in the last maximum packet lifetime for the internet. 

However, since the Identifier field allows 65,536 different values, 
some host may be able to simply use unique identifiers independent 
of destination. 

It is appropriate for some higher level protocols to choose the 
identifier. For example, TCP protocol modules may retransmit an 
i dent i ca I TCP segment, and the probab i I i ty for correct recept i on 
would be enhanced if the retransmission carried the same identifier 
as the original transmission since fragments of either datagram 
could be used to construct a correct TCP segment. 

Type of Service 

The type of service (TOS) is for internet service quality selection. 
The type of service is specified along the abstract parameters 
precedence, delay, throughput, and re I iabi I ity. These abstract 
parameters are to be mapped into the actual service parameters of 
the particular networks the datagram traverses. 

Precedence. An independent measure of the importance of this 
datagram. 

Delay. Prompt delivery is important for datagrams with this 
indication. 

Throughput. High data rate is important for datagrams with this 
indication. 
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Reliability. A higher level of effort to ensure delivery is 
important for datagrams with this indication. 

For example, the ARPANET has a priority bit, and a choice between 
"standard" messages (type 0) and "uncontro 1 1 ed" messages (type 3) , 
(the choice between single packet and mu It i packet messages can also 
be considered a service parameter). The uncontrolled messages tend 
to be less reliably delivered and suffer less delay. Suppose an 
internet datagram is to be sent through the ARPANET. Let the 
internet type of service be given as: 

Precedence : 5 
Delay: 0 
Throughput: 1 
Reliability: 1 

In this example, the mapping of these parameters to those avai I able 
for the ARPANET would be to set the ARPANET priority bit on since 
the Internet precedence is in the upper half of its range, to select 
standard messages since the throughput and reliability requirements 
are indicated and delay is not. More details are given on service 
mappings in "Service Mappings" [8]. 

Time to Live 

The time to I ive is set by the sender to the maximum time the 
datagram i s a 1 1 owed to be in the i nternet system. I f the datagram 
is in the internet system longer than the time to live, then the 
datagram must be destroyed. 

This field must be decreased at each point that the internet header 
is processed to reflect the time spent processing the datagram. 
Even if no local information is available on the time actually 
spent, the field must be decremented by 1. The time is measured in 
units of seconds (i.e. the value 1 means one second). Thus, the 
maximum time to live is 255 seconds or 4.25 minutes. Since every 
module that processes a datagram must decrease the TTL by at least 
one even if it process the datagram in less than a second, the TTL 
must be thought of only as an upper bound on the time a datagram may 
ex i st. The i ntent i on i s to cause unde I i verab I e datagrams to be 
discarded, and to bound the maximum datagram lifetime. 

Some h i gher I eve I re I i ab I e connect i on protoco I s are based on 
assumptions that old dupl icate datagrams wi 1 1 not arrive after a 
certain time elapses. The TTL is a way for such protocols to have 
an assurance that their assumption is met. 
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Opt i ons 

The options are optional in each datagram, but required in 
implementations. That is, the presence or absence of an option is 
the choice of the sender, but each internet module must be able to 
parse every option. There can be several options present in the 
option field. 

The options might not end on a 32-bit boundary. The internet header 
must be f i I led out with octets of zeros. The first of these would 
be interpreted as the end-of-opt i ons option, and the remainder as 
internet header padding. 

Every internet module must be able to act on every option. The 
Security Option is required if classified, restricted, or 
compartmented traffic is to be passed. 

Checksum 

The internet header checksum is recomputed if the internet header is 
changed. For example, a reduction of the time to live, additions or 
changes to internet options, or due to fragmentation. This checksum 
at the internet level is intended to protect the internet header 
fields from transmission errors. 

There are some appl i cat ions where a few data bit errors are 
acceptable while retransmission delays are not. If the internet 
protocol enforced data correctness such applications could not be 
supported. 

Errors 

Internet protocol errors may be reported via the I CMP messages [3]. 
3. 3. I nterf aces 

The functional description of user interfaces to the IP is, at best, 
fictional, since every operating system wi I I have different 
facilities. Consequently, we must warn readers that different IP 
implementations may have different user interfaces. However, all IPs 
must provide a certain minimum set of services to guarantee that a 1 1 
IP implementations can support the same protocol hierarchy. This 
section specifies the functional interfaces required of all IP 
i mp I ementat i ons. 

Internet protocol interfaces on one side to the local network and on 
the other side to either a higher level protocol or an appl i cat ion 
program. In the following, the higher level protocol or application 
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program (or even a gateway program) wi I I be cal led the "user" since it 
is using the internet module. Since internet protocol is a datagram 
protocol, there is minimal memory or state maintained between datagram 
transmissions, and each call on the internet protocol module by the 
user suppl ies all information necessary for the IP to perform the 
service requested. 

An Example Upper Level Interface 

The fo I lowing two example cal Is satisfy the requirements for the user 
to internet protocol module commun i cat i on ("=>" means returns): 

SEND (src, dst, prot, TOS, TTL, BufPTR, I en, Id, DF, opt => result) 

where: 

src = source address 
dst = destination address 
prot = protocol 
TOS = type of service 
TTL = t i me to I i ve 
BufPTR = buffer pointer 
I en = length of buffer 
Id = Identifier 
DF = Don' t Fragment 
opt = option data 
result = response 
OK = datagram sent ok 

Error = error in arguments or local network error 

Note that the precedence is included in the TOS and the 
security/compartment is passed as an option. 

RECV (BufPTR, prot, => result, src, dst, TOS, I en, opt) 

where: 

BufPTR = buffer pointer 
prot - protocol 
result = response 

OK = datagram received ok 

Error = error in arguments 
I en = length of buffer 
src = source address 
dst = destination address 
TOS = type of service 
opt = option data 
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When the user sends a datagram, it executes the SEND cal I supplying 
all the arguments. The internet protocol module, on receiving this 
ca 1 1 , checks the arguments and prepares and sends the message. I f the 
arguments are good and the datagram is accepted by the local network, 
the call returns successfully. If either the arguments are bad, or 
the datagram is not accepted by the local network, the call returns 
unsuccessfully. On unsuccessful returns, a reasonable report must be 
made as to the cause of the problem, but the detai Is of such reports 
are up to individual implementations. 

When a datagram arrives at the internet protocol module from the local 
network, either there is a pending RECV cal I from the user addressed 
or there is not. In the first case, the pending call is satisfied by 
passing the information from the datagram to the user. In the second 
case, the user addressed is notified of a pending datagram. If the 
user addressed does not exist, an I CMP error message is returned to 
the sender, and the data is discarded. 

The notification of a user may be via a pseudo interrupt or simi lar 
mechanism, as appropriate in the particular operating system 
environment of the implementation. 

A user' s RECV ca I I may then e i ther be i mmed i ate I y sat i sf i ed by a 
pending datagram, or the cal I may be pending unti I a datagram arrives. 

The source address is i nc I uded i n the send ca I I in case the send i ng 
host has several addresses (multiple physical connections or logical 
addresses). The internet module must check to see that the source 
address is one of the legal address for this host. 

An implementation may also allow or require a call to the internet 
module to indicate interest in or reserve exclusive use of a class of 
datagrams (e.g., all those with a certain value in the protocol 
field). 

This section functionally characterizes a USER/ IP interface. The 
notation used is simi lar to most procedure of function cal Is in high 
level languages, but this usage is not meant to rule out trap type 
service cal Is (e.g., SVCs, UUOs, EMTs), or any other form of 
interprocess communication. 
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Examp I e 1 : 

This is an example of the minimal data carrying internet datagram: 



0 12 3 

01 2345678901 23456789012345678901 

H — I — I — I — I — I — \ — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

|Ver= 4 | IHL= 5 |Type of Servicel Total Length = 21 | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| Identification = 111 |Flg=0| Fragment Offset = 0 | 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 

| Time = 123 | Protocol = 1 | header checksum | 

h — i — \ — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 

| source address I 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 
I destination address \ 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — \ — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| data | 

H — I — | — \ — h — | — | — | — h 

Example Internet Datagram 
Figure 5. 

Note that each tick mark represents one bit position. 

Th i s i s a i nternet datagram i n vers i on 4 of i nternet protoco I ; the 
internet header consists of five 32 bit words, and the total length of 
the datagram is 21 octets. This datagram is a complete datagram (not 
a fragment). 
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Example 2: 

In this example, we show first a moderate size internet datagram (452 
data octets), then two internet fragments that might result from the 
fragmentation of this datagram if the maximum sized transmission 
a I lowed were 280 octets. 



0 12 3 

01234567890123456789012345678901 

— i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — ^ 



Ver= 4 | IHL= 5 |Type of Servicel Total Length = 472 

i — i — i — i — i i i i — i — i — i — i — i i i i — i — i — i — i — i — i — i — i — i i i i i 



Identification = 111 |Flg=0| Fragment Offset = 0 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — 1 — I — I — I — h 



Time = 123 | Protocol = 6 | header checksum 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 



source address 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — H 



desti nation address 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — f- 



data 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — 1 — I — I — I — I — I — I — I — 1 — I — I — I — H 



data 



data 

H — I — I — I — I — I — I — \ — I — I — I — I — I — I — I — I — I — I — I — I — 1 — I — I — I — I — h— I — I — I — I — H 



data | 

H — I — I — 1 — I — I — I — I — I — I — I — I — I — I — I — h 



Example Internet Datagram 
Figure 6. 
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Now the f i rst fragment that resu I ts from sp I i tt i ng the datagram after 
256 data octets. 



0 12 3 

01234567890123456789012345678901 



— i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h- 
Ver= 4 | IHL= 5 |Type of Servicel Total Length = 276 



H — I — I — I — I — I — ! — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — f- 

Identif ication = 111 |Flg=1 | Fragment Offset = 0 



h — i — f- 



H — I — 1 — I — H 



H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

Time = 119 | Protocol = 6 | Header Checksum 

H — I — I — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 



source address 



H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — H 

desti nation address 



H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h- 



data 



H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

data 



¥ 
¥ 



data 



¥ 
¥ 
I 



H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| data | 

H — I — I — 1 — I — I — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 



Example Internet Fragment 



Figure 7. 
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And the second fragment. 



0 12 3 

01234567890123456789012345678901 



— i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i— 
Ver= 4 | IHL= 5 |Type of Service] Total Length =216 



H — I — I — I — I — I — I — I— 



H — I — I — I — I — h- 



H — I — I — f- 



H — H 



Identif ication = 111 



|Flg=0| Fragment Offset = 



32 



H — I — \ — I — I — I — i — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — H 



Time = 119 | Protocol = 6 | 
— i — i — i — i — i — i — i — i — i — i — i — i — i — i — h- 



Header Checksum 



H — I — I — I — I — t- 



source address 



H — I — I — I — I — I — I — I — I — \~ 



H — I — I — I — I — I — h- 



I I I 



H h- 



desti nation address 



H — I — I — I — I — I — I — I — I — 1 — H 



H — I — I — I — I — I — I — I — I — I — I — h- 



data 



H — H 



H — I — I — I — \ — I — I — I — I — I — H 



-4 — I — I — I — I — I — I — I — H 



data 



data 



¥ 
¥ 
I 

H — I I I I — I I I I — I I I I — I I I I — h-H — I — I — I — I — I — I — I — I — I— I- 

| data | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 



¥ 

¥ 

I 

H — I — h 



Example Internet Fragment 



Figure 8. 
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Example 3: 

Here, we show an example of a datagram containing options: 



0 12 3 

01 2345678901 2345678901 2345678901 



H — I — I — I — I — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — h 

|Ver= 4 | IHL= 8 I Type of Service| Total Length = 576 | 


ill i — i — i — i — i i i i — i — i i i i i i i i — i i i i i i i i 

| Identification = 111 |Flg=0| Fragment Offset = 0 | 

i i • t iii i 


| Time = 123 


Protocol = 6 | Header Checksum | 


I source address I 


H — I — I — I — I — I — I — I — I — I — I — I — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — h 

| destination address 1 


| Opt. Code = x 


Opt. Len. = 3 | opt i on va 1 ue | Opt. Code = x | 


H — 1 — 1 — 1 — i — 1 — 1 — 1 — 1 

| Opt. Len. = 4 

1 1 1 1 1 — 111! 


i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 
option value | Opt. Code = 1 | 


| Opt. Code = y 


i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — \ — i — i — i — i — i — i — i — i — h 
Opt. Len. = 3 | option value | Opt. Code = 0 | 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 

¥ 
¥ 


1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — ! — 1 — 1 — 1 — 1 — 1 — 1 — h 

data | 

¥ 
¥ 

data i 


i i i ■ i i i • • i • ■ i • • t T r —i 1 r — i 1 1 1 1 1 1 1 1 1 1 r 

I data | 
i i i i i i i i i i i i — i i i i i i i i i i i i — i i i i i i i i — h 



Example Internet Datagram 
Figure 9. 
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APPENDIX B: Data Transmission Order 

The order of transmission of the header and data described in this 
document is resolved to the octet level. Whenever a diagram shows a 
group of octets, the order of transmission of those octets is the normal 
order in which they are read in English. For example, in the following 
diagram the octets are transmitted in the order they are numbered. 



0 12 3 

01234567890123456789012345 6 78901 



H — 1 — | — | — | — j — | — 

1 1 


-i — | — | — | 1 1 — | — | — f— 

1 2 


H — I — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 

1 3 | 


I — I — I — I — I — I — I — (. 
4 I 


I I I I I I I 

I 5 


H — | — | — | — | — | — f— 1 — J— 

1 6 


H — 1 — I — 1 — 1 — 1 — 1 — f— 1 — 1 

1 7 | 


I — I — I — I — I — I — I — h 
8 I 


H — I — I — I — I — I — \— 

I 9 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — h- 

1 10 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 

1 11 I 


I — 1 — 1 — 1 — 1 — 1 — 1 — h 
12 | 


i i i i i i i i i f t t i r i i — t — t — t i t r t i 1 1 r 1 1 1 1 1 r 

Transmission Order of Bytes 



Figure 10. 

Whenever an octet represents a numeric quantity the left most bit in the 
diagram is the high order or most significant bit. That is, the bit 
labeled 0 is the most significant bit. For example, the following 
diagram represents the value 170 (decimal). 



0 1 2 3 4 5 6 7 

H — I — I — I — I — I — I — I — h 

|1 0 1 0 1 0 1 0| 

H — I — I — I — I — I — I — I — r- 

Signif icance of Bits 
Figure 11. 

Similarly, whenever a multi-octet field represents a numeric quantity 
the left most bit of the whole field is the most significant bit. When 
a multi-octet quantity is transmitted the most significant octet is 
transmitted first. 
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GLOSSARY 



1822 

BBN Report 1822, "The Specification of the Interconnection of 
a Host and an IMP". The specification of interface between a 
host and the ARPANET. 

ARPANET leader 

The control information on an ARPANET message at the host- 1 MP 
i nterf ace. 

ARPANET message 

The unit of transmission between a host and an IMP in the 
ARPANET. The maximum size is about 1012 octets (8096 bits). 

ARPANET packet 

A unit of transmission used internally in the ARPANET between 
I MPs. The maximum size is about 126 octets (1008 bits). 

Dest i nat i on 

The destination address, an internet header field. 

DF 

The Don't Fragment bit carried in the flags field. 

Flags 

An internet header field carrying various control flags. 

Fragment Offset 

This internet header field indicates where in the internet 
datagram a fragment belongs. 

GGP 

Gateway to Gateway Protocol, the protocol used primarily 
between gateways to control routing and other gateway 
functions. 

header 

Control information at the beginning of a message, segment, 
datagram, packet or block of data. 

I CMP 

Internet Control Message Protocol, implemented in the internet 
module, the I CMP is used from gateways to hosts and between 
hosts to report errors and make routing suggestions. 
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I dent i f i cat i on 

An internet header field carrying the identifying value 
assigned by the sender to aid in assembling the fragments of a 
datagram. 

IHL 

The internet header field Internet Header Length is the length 
of the internet header measured in 32 bit words. 

IMP 

The Interface Message Processor, the packet switch of the 
ARPANET. 

Internet Address 

A four octet (32 bit) source or destination address consisting 
of a Network field and a Local Address field. 

internet datagram 

The unit of data exchanged between a pair of internet modules 
(includes the internet header). 

internet fragment 

A portion of the data of an internet datagram with an internet 
header. 

Local Address 

The address of a host within a network. The actual mapping of 
an internet local address on to the host addresses in a 
network is quite general, a I lowing for many to one mappings. 

MF 

The More-Fragments Flag carried in the internet header flags 
field. 

module 

An implementation, usually in software, of a protocol or other 
procedure. 

more-fragments flag 

A flag indicating whether or not this internet datagram 
contains the end of an internet datagram, carried in the 
internet header Flags field. 

NFB 

The Number of Fragment Blocks in a the data portion of an 
internet fragment. That is, the length of a portion of data 
measured in 8 octet units. 
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octet 

An eight bit byte. 

Opt i ons 

The internet header Options field may contain several options, 
and each option may be several octets in length. 

Padd i ng 

The internet header Padding field is used to ensure that the 
data begins on 32 bit word boundary. The padding is zero. 

Protoco I 

In this document, the next higher level protocol identifier, 
an internet header field. 

Rest 

The local address portion of an Internet Address. 

Source 

The source address, an internet header field. 

TCP 

Transmission Control Protocol: A host-to-host protocol for 
reliable commun i cat i on in internet environments. 

TCP Segment 

The unit of data exchanged between TCP modules (including the 
TCP header). 

TFTP 

Trivial File Transfer Protocol: A simple file transfer 
protoco I bu i 1 1 on UDP. 

Time to Live 

An internet header field which indicates the upper bound on 
how long this internet datagram may exist. 

TOS 

Type of Service 
Total Length 

The internet header field Total Length is the length of the 
datagram in octets including internet header and data. 

TTL 

Time to Live 
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Type of Service 

An internet header field which indicates the type (or quality) 
of service for this internet datagram. 

UDP 

User Datagram Protocol: A user level protocol for transaction 
or i ented app I i cat i ons. 

User 

The user of the internet protocol. This may be a higher level 
protoco I modu I e, an app I i cat i on program, or a gateway program. 

Version 

The Version field indicates the format of the internet header. 



[Page 44] 



September 1981 



Internet Protocol 



REFERENCES 



[1] Cerf, V., "The Catenet Model for Internetworking/' Information 
Processing Techniques Office, Defense Advanced Research Projects 
Agency, I EN 48, July 1978. 

[2] Bolt Beranek and Newman, "Specification for the Interconnection of 
a Host and an IMP," BBN Technical Report 1822, Revised May 1978. 

[3] Poste I , J. , "I nternet Contro I Message Protoco I - DARPA I nternet 
Program Protocol Specification," RFC 792, USC/ Information Sciences 
Institute, September 1981. 

[4] Shoch, J. , "I nter-Network Nam i ng, Address i ng, and Rout i ng, " 
COMPCON, IEEE Computer Society, Fall 1978. 

[5] Poste I, J., "Address Mappings, " RFC 796, USC/ 1 nf ormat i on Sc i ences 
Institute, September 1981. 

[6] Shoch, J. , "Packet Fragmentat i on in I nter-Network Protoco I s, " 
Computer Networks, v. 3, n. 1, February 1979. 

[7] Strazisar, V., "How to Build a Gateway", I EN 109, Bolt Beranek and 
Newman, August 1979. 

[8] Poste I, J., "Service Mappings," RFC 795, USC/ 1 nf ormat i on Sciences 
Institute, September 1981. 

[9] Poste I, J., "Assigned Numbers, " RFC 790, USC/ Information Sciences 
Institute, September 1981. 



[Page 45] 



IETF Mobi le IP Working Group 

I nternet-Draf t 

Expires: December 29, 2003 




D. Johnson 
Rice University 
C. Perk i ns 
Nokia Research Center 
J. Arkko 
Ericsson 
June 30, 2003 



Mobi I ity Support in IPv6 
draft- i etf-mob i I e i p- i pv6-24. txt 



Status of this Memo 

This document is an Internet-Draft and is -in full conformance with 
all provisions of Section 10 of RFC2026. 

Internet-Drafts are working documents of the Internet Engineering 
Task Force (IETF), its areas, and its working groups. Note that 
other groups may also distribute working documents as 
I nternet-Draf ts. 

Internet-Drafts are draft documents valid for a maximum of six months 
and may be updated, replaced, or obsoleted by other documents at any 
time. It is inappropriate to use Internet-Drafts as reference 
material or to cite them other than as "work in progress." 

The list of current Internet-Drafts can be accessed at http:// 
www. ietf. org/ietf/1 id-abstracts, txt. 

The I i st of I nternet-Draf t Shadow D i rector i es can be accessed at 
http : //www. i etf . org/ shadow, htm I . 

This Internet-Draft will expire on December 29, 2003. 
Copyright Notice 

Copyright (C) The Internet Society (2003). All Rights Reserved. 



This document specifies a protocol which allows nodes to remain 
reachable while moving around in the IPv6 Internet. Each mobile node 
is always identified by its home address, regardless of its current 
point of attachment to the Internet. While situated away from its 
home, a mobile node is also associated with a care-of address, which 
provides information about the mobile node's current location. IPv6 
packets addressed to a mob i I e node' s home address are transparent I y 
routed to its care-of address. The protocol enables IPv6 nodes to 
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cache the binding of a mobile node's home address with its care-of 
address, and to then send any packets dest i ned for the mob i I e node 
directly to it at this care-of address. To support this operation, 
Mobile IPv6 defines a new IPv6 protocol and a new destination option. 
A 1 1 IPv6 nodes, whether mobi le or stationary can communicate with 
mobi le nodes. 
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1 . I ntroduct i on 

Th i s document spec i f i es a protoco I wh i ch all ows nodes to rema i n 
reachable while moving around in the IPv6 Internet. Without specific 
support for mobility in IPv6 [11], packets destined to a mobile node 
would not be able to reach it whi le the mobi le node is away from its 
home link. In order to continue commun i cat i on in spite of its 
movement, a mobile node could change its IP address each time it 
moves to a new I i nk, but the mob i I e node wou I d then not be ab I e to 
maintain transport and higher- layer connections when it changes 
location. Mobility support in IPv6 is particularly important, as 
mobi le computers are likely to account for a majority or at least a 
substantial fraction of the population of the Internet during the 
I ifetime of IPv6. 

The protocol defined in this document, known as Mobile IPv6, allows a 
mobi le node to move from one I ink to another without changing the 
mobi le node's "home address". Packets may be routed to the mobi le 
node using this address regardless of the mobile node's current point 
of attachment to the Internet. The mobi le node may also continue to 
communicate with other nodes (stationary or mobi le) after moving to a 
new I i nk. The movement of a mob i I e node away from i ts home link is 
thus transparent to transport and higher- layer protocols and 
appl i cat ions. 

The Mobile IPv6 protocol is just as suitable for mobility across 
homogeneous media as for mobi I ity across heterogeneous media. For 
example, Mobi le IPv6 faci I itates node movement from one Ethernet 
segment to another as we I I as it faci I itates node movement from an 
Ethernet segment to a wireless LAN eel I, with the mobi le node's IP 
address remaining unchanged in spite of such movement. 

One can think of the Mobile IPv6 protocol as solving the 
network- I ayer mobi I ity management problem. Some mobi I ity management 
applications — for example, handover among wireless transceivers, 
each of which covers only a very smal I geographic area — have been 
solved using I ink- 1 ayer techniques. For example, in many current 
wireless LAN products, I ink- 1 ayer mobility mechanisms allow a 
"handover" of a mob i I e node from one ce I I to another, re-estab I i sh i ng 
I ink- 1 ayer connectivity to the node in each new location. 

Mob i I e I Pv6 does not attempt to so I ve all genera I prob I ems re I ated to 
the use of mobi le computers or wireless networks. In particular, 
this protocol does not attempt to solve: 

o Handling links with unidirectional connectivity or partial 

reachability, such as the hidden terminal problem where a host is 
hidden from only some of the routers on the link. 
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o Access control on a link being visited by a mobi le node. 

o Local or hierarchical forms of mobility management (similar to 
many current I ink- layer mobility management solutions). 

o Assistance for adaptive applications 

o Mobi le routers 

o Service Discovery 

o Distinguishing between packets lost due to bit errors vs. network 
congest i on 
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2. Comparison with Mobile IP for IPv4 

The des i gn of Mob i I e IP support i n I Pv6 (Mob i I e I FV6) benef i ts both 
from the experiences gained from the development of Mobi le IP support 
in IPv4 (Mobile IPv4) [22, 23, 24], and from the opportunities 
provided by IPv6. Mobile IPv6 thus shares many features with Mobile 
IPv4, but is integrated into IPv6 and offers many other inprovements. 
This section sunmarizes the major differences between Mobile IPv4 and 
Mobi le IPv6: 

o There is no need to deploy special routers as "foreign agents", as 
in Mobile IPv4. Mobile IPv6 operates in any location without any 
special support required from the local router. 

o Support for route optimization is a fundamental part of the 
protocol, rather than a nonstandard set of extensions. 

o Mobile IPv6 route optimization can operate securely even without 
pre-arranged security associations. It is expected that route 
optimization can be deployed on a global scale between all mobile 
nodes and correspondent nodes. 

o Support is a I so i ntegrated i nto Mob i I e I Pv6 for a 1 1 ow i ng route 
optimization to coexist efficiently with routers that perform 
"ingress filtering" [26]. 

o The IPv6 Neighbor Unreachab i I i ty Detection assures symmetric 

reachabi I ity between the mobi le node and its default router in the 
current location. 

o Most packets sent to a mobi le node whi le away from home in Mobi le 
IPv6 are sent using an IPv6 routing header rather than IP 
encapsulation, reducing the amount of resulting overhead compared 
to Mobi le IPv4. 

o Mobile IPv6 is decoupled from any particular link layer, as it 
uses IPv6 Neighbor Discovery [12] instead of ARP. This also 
improves the robustness of the protocol. 

o The use of IPv6 encapsulation (and the routing header) removes the 
need i n Mob tie I Pv6 to manage "tunne I soft state". 

o The dynamic home agent address discovery mechanism in Mobile IPv6 
returns a single reply to the mobile node. The directed broadcast 
approach used i n I Pv4 returns separate rep I i es from each home 
agent. 



Johnson, Perkins, Arkko Expires December 29, 2003 



[Page 8] 



I nternet-Draf t 



Mobility Support in IPv6 



June 2003 



3. Terminology 

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL". "SHALL NOT", 
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this 
document are to be interpreted as described in RFC 2119 [2]. 

3. 1 Genera I Terms 

IP 

Internet Protocol Version 6 (IPv6), 
node 

A device that implements IP. 
router 

A node that forwards IP packets not explicitly addressed to 
itself. 

unicast routable address 

An identifier for a single interface such that a packet sent to it 
from another IPv6 subnet is delivered to the interface identified 
by that address. Accordingly, a unicast routable address must 
have either a global or site-local scope (but not link-local). 

host 

Any node that is not a router, 
link 

A commun i cat i on f ac i I i ty or med i urn over wh i ch nodes can 
communicate at the link layer, such as an Ethernet (simple or 
bridged). A link is the layer i mned i ate I y below IP. 

i nterf ace 

A node' s attachment to a I i nk. 

subnet prefix 

A bit string that consists of some number of initial bits of an IP 
address. 
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interface identifier 

A number used to identify a node's interface on a link. The 
interface identifier is the remaining low-border bits in the node's 
IP address after the subnet prefix. 

I ink- layer address 

A I ink- layer identifier for an interface, such as IEEE 802 
addresses on Ethernet I i nks. 

packet 

An IP header plus pay load. 

security association 

An IPsec security association is a cooperative relationship formed 
by the sharing of cryptographic keying material and associated 
context. Security associations are simplex. That is, two 
security associations are needed to protect bidirectional traffic 
between two nodes, one for each direction. 

security policy database 

A database that specifies what security services are to be offered 
to IP packets and in what fashion. 

destination option 

Destination options are carried by the IPv6 Destination Options 
extension header. Destination options include optional 
information that need be examined only by the IPv6 node given as 
the destination address in the IPv6 header, not by routers in 
between. Mobile IPv6 defines one new destination option, the Home 
Address destination option (see Section 6.3). 

routing header 

A routing header may be present as an IPv6 header extension, and 
indicates that the pay load has to be del ivered to a destination 
IPv6 address in some way that is different from what would be 
carried out by standard Internet routing. In this document, use 
of the term "routing header" typical ly refers to use of a type 2 
routing header, as specified in Section 6.4. 
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T |" (concatenation) 

Some formulas in this specification use the symbol ' |' indicate 
bytewise concatenation, as in A | B. This concatenation requires 
that a 1 1 of the octets of the datum A appear first in the result, 
fol lowed by a I I of the octets of the datum B. 

First (size, input) 

Some formulas in this specification use a functional form "First 
(size, input)" to indicate truncation of the "input" data so that 
only the first "size" bits remain to be used. 



3.2 Mobile IPv6 Terms 
home address 

A unicast routable address assigned to a mobi le node, used as the 
permanent address of the mobile node. This address is within the 
mobile node's home link. Standard IP routing mechanisms will 
deliver packets destined for a mobi le node's home address to its 
home link. Mobile nodes can have multiple home addresses, for 
instance when there are multiple home prefixes on the home I ink. 

home subnet prefix 

The I P subnet pref i x correspond i ng to a mob i I e node' s home 
address. 

home I i nk 

The link on which a mobile node's home subnet prefix is defined, 
mob i I e node 

A node that can change its point of attachment from one I ink to 
another, while still being reachable via its home address. 

movement 

A change in a mobi le node's point of attachment to the Internet 
such that it is no longer connected to the same link as it was 
previously. If a mobile node is not currently attached to its 
home link, the mobi le node is said to be "away from home". 
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L2 handover 

A process by which the mobi le node changes from one I ink- layer 
connection to another. For example, a change of wireless access 
point is an L2 handover. 

L3 handover 

Subsequent to an L2 handover, a mobile node detects a change in an 
on- I i nk subnet pref i x that wou I d requ i re a change i n the pr i mary 
care-of address. For example, a change of access router 
subsequent to a change of wireless access point typically results 
in an L3 handover. 

correspondent node 

A peer node with which a mobi le node is communicating. The 
correspondent node may be either mobile or stationary. 

foreign subnet prefix 

Any IP subnet prefix other than the mobi le node's home subnet 
pref i x. 

fore i gn I i nk 

Any I i nk other than the mob i I e node' s home I i nk. 

care-of address 

A unicast routable address associated with a mobi le node whi le 
visiting a foreign link; the subnet prefix of this IP address is a 
foreign subnet prefix. Among the multiple care-of addresses that 
a mobi le node may have at any given time (e.g. , with different 
subnet prefixes), the one registered with the mobile node's home 
agent for a given home address is called its "primary" care-of 
address. 

home agent 

A router on a mobi le node' s home I ink with which the mobi le node 
has registered its current care-of address. While the mobile node 
is away from home, the home agent intercepts packets on the home 
I ink destined to the mobi le node's home address, encapsulates 
them, and tunnels them to the mobi le node's registered care-of 
address. 
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b i nd i ng 

The association of the home address of a mobi le node with a 
care-of address for that mobi le node, along with the remaining 
lifetime of that association. 

registration 

The process during which a mobi le node sends a Binding Update to 
its home agent or a correspondent node, causing a binding for the 
mob i I e node to be reg i stered. 

mobi I ity message 

A message containing a Mobility Header (see Section 6.1). 

binding authorization 

Correspondent registration needs to be authorized to a I low the 
recipient to believe that the sender has the right to specify a 
new binding. 

return routability procedure 

The return routability procedure authorizes registrations by the 
use of a cryptographic token exchange. 

correspondent registration 

A return routability procedure followed by a registration, run 
between the mob i I e node and a correspondent node. 

home registration 

A registration between the mobi le node and its home agent, 
authorized by the use of IPsec. 

nonce 

Nonces are random numbers used i nterna 1 1 y by the correspondent 
node in the creation of keygen tokens related to the return 
routabi I ity procedure. The nonces are not specific to a mobi le 
node, and are kept secret within the correspondent node. 

nonce index 

A nonce index is used to indicate which nonces have been used when 
creat i ng keygen token va I ues, w i thout revea I i ng the nonces 
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themselves, 
cookie 

A cook i e i s a random number used by a mob i I e nodes to prevent 
spoofing by a bogus correspondent node in the return routability 
procedure. 

care-of init cookie 

A cookie sent to the correspondent node in the Care-of Test Init 
message, to be returned in the Care-of Test message. 

home init cookie 

A cookie sent to the correspondent node in the Home Test Init 
message, to be returned in the Home Test message. 

keygen token 

A keygen token is a number supplied by a correspondent node in the 
return routabi I ity procedure to enable the mobi le node to compute 
the necessary binding management key for authorizing a Binding 
Update. 

care^of keygen token 

A keygen token sent by the correspondent node in the Care-of Test 
message. 

home keygen token 

A keygen token sent by the correspondent node in the Home Test 
message. 

binding management key (Kbm) 

A binding management key (Kbm) is a key used for authorizing a 
binding cache management message (e.g., Binding Update or Binding 
Acknowledgement). Return routability provides a way to create a 
binding management key. 
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4. Overview of Mobile IPv6 

4. 1 Basic Operation 

A mobile node is always expected to be addressable at its home 
address, whether it is currently attached to its home link or is away 
from home. The "home address" is an IP address assigned to the 
mobile node within its home subnet prefix on its home link. While a 
mobile node is at home, packets addressed to its home address are 
routed to the mob i I e node' s home I i nk, us i ng convent i ona I I nternet 
routing mechanisms. 

Whi le a mobi le node is attached to some foreign I ink away from home, 
it is also addressable at one or more care-of addresses. A care-xrf 
address is an IP address associated with a mobi le node that has the 
subnet prefix of a particular foreign link. The mobile node can 
acquire its care-of address through conventional IPv6 mechanisms, 
such as stateless or stateful auto-configuration. As long as the 
mobile node stays in this location, packets addressed to this care-of 
address wi I I be routed to the mobi le node. The mobi le node may also 
accept packets from several care-of addresses, such as when it is 
moving but sti 1 1 reachable at the previous I ink. 

The association between a mobi le node's home address and care-of 
address i s known as a "b i nd i ng" for the mob i I e node. Wh i I e away from 
home, a mobile node registers its primary care-of address with a 
router on its home link, requesting this router to function as the 
"home agent" for the mob i I e node. The mob i I e node performs th i s 
binding registration by sending a "Binding Update" message to the 
home agent. The home agent replies to the mobile node by returning a 
"Binding Acknowledgement" message. The operation of the mobi le node 
is specified in Section 11, and the operation of the home agent is 
specified in Section 10. 

Any node communicating with a mobi le node is referred to in this 
document as a "correspondent node" of the mobi le node, and may itself 
be either a stationary node or a mobi le node. Mobi le nodes can 
provide information about their current location to correspondent 
nodes. This happens through the correspondent registration. As a 
part of this procedure, a return routability test is performed in 
order to author i ze the estab I i shment of the b i nd i ng. The operat i on 
of the correspondent node is specified in Section 9. 

There are two possible modes for communications between the mobile 
node and a correspondent node. The first mode, bidirectional 
tunneling, does not require Mobile IPv6 support from the 
correspondent node and i s ava i I ab I e even i f the mob i I e node has not 
registered its current binding with the correspondent node. Packets 
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from the correspondent node are routed to the home agent and then 
tunneled to the mobi le node. Packets to the correspondent node are 
tunneled from the mobi le node to the home agent ("reverse tunneled") 
and then routed normal ly from the home network to the correspondent 
node. In this mode, the home agent uses proxy Neighbor Discovery to 
intercept any IPv6 packets addressed to the mobile node's home 
address (or home addresses) on the home I i nk. Each i ntercepted 
packet is tunneled to the mobile node's primary care-of address. 
This tunneling is performed using IPv6 encapsulation [15]. 

The second mode, "route optimization", requires the mobile node to 
register its current binding at the correspondent node. Packets from 
the correspondent node can be routed directly to the care-of address 
of the mobile node. When sending a packet to any IPv6 destination, 
the correspondent node checks its cached bindings for an entry for 
the packet's destination address. If a cached binding for this 
destination address is found, the node uses a new type of IPv6 
routing header [11] (see Section 6.4) to route the packet to the 
mob i I e node by way of the care-of address i nd i cated in th i s b i nd i ng. 

Routing packets directly to the mobi le node's care-of address a I lows 
the shortest communications path to be used. It also eliminates 
congestion at the mobile node's home agent and home link. In 
addition, the impact of any possible fai lure of the home agent or 
networks on the path to or from it is reduced. 

When routing packets directly to the mobi le node, the correspondent 
node sets the Destination Address in the IPv6 header to the care-of 
address of the mob i I e node. A new type of I Pv6 rout i ng header (see 
Section 6.4) is also added to the packet to carry the desired home 
address. Simi larly, the mobi le node sets the Source Address in the 
packet's IPv6 header to its current care-of addresses. The mobile 
node adds a new IPv6 "Home Address" destination option (see Section 
6.3) to carry its home address. The inclusion of home addresses in 
these packets makes the use of the care-of address transparent above 
the network I ayer (e. g. , at the transport I ayer) . 

Mobi le IPv6 also provides support for multiple home agents, and a 
limited support for the reconfiguration of the home network. In 
these cases, the mob i I e node may not know the I P address of i ts own 
home agent, and even the home subnet prefixes may change over time. 
A mechanism, known as "dynamic home agent address discovery" a I lows a 
mobi le node to dynamical ly discover the IP address of a home agent on 
its home I ink, even when the mobi le node is away from home. Mobi le 
nodes can also learn new information about home subnet prefixes 
through the "mobile prefix discovery" mechanism. These mechanisms 
are described starting from Section 6.5. 
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4. 2 New IPv6 Protocol 

Mob i I e I Pv6 def i nes a new I Pv6 protoco I , us i ng the Mob i I i ty Header 
(see Section 6.1). This Header is used to carry the following 
messages : 

Home Test Init 

Home Test 

Care-of Test Init 

Care-of Test 

These four messages are used to perform the return routabi I ity 
procedure from the mobile node to a correspondent node. This 
ensures authorization of subsequent Binding Updates, as described 
in Section 5. 2. 5. 

Binding Update 

A Binding Update is used by a mobi le node to notify a 
correspondent node or the mobi le node's home agent of its current 
binding. The Binding Update sent to the mobi le node's home agent 
to register its primary care-of address is marked as a "home 
registration". 

Binding Acknowledgement 

A Binding Acknowledgement is used to acknowledge receipt of a 
Binding Update, if an acknowledgement was requested in the Binding 
Update, the binding update was sent to a home agent, or an error 
occurred. 

Binding Refresh Request 

A B i nd i ng Refresh Request i s used by a correspondent node to 
request a mobile node to re-establish its binding with the 
correspondent node. This message is typically used when the 
cached binding is in active use but the binding's lifetime is 
close to expiration. The correspondent node may use, for 
instance, recent traffic and open transport layer connections as 
an indication of active use. 

Binding Error 

The Binding Error is used by the correspondent node to signal an 
error related to mobility, such as an inappropriate attempt to use 
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4.3 New IPv6 Destination Option 

Mobi le IPv6 defines a new IPv6 destination option, the Home Address 
destination option. This option is described in detail in Section 
6. 3. 

4.4 New IPv6 I CMP Messages 

Mobile IPv6 also introduces four new I CMP message types, two for use 
in the dynamic home agent address discovery mechanism, and two for 
renumbering and mobile configuration mechanisms. As described in 
Section 10.5 and Section 11.4.1, the following two new ICMP message 
types are used for home agent address discovery: 

o Home Agent Address Discovery Request, described in Section 6.5. 

o Home Agent Address Discovery Reply, described in Section 6.6. 

The next two message types are used for network renumbering and 
address configuration on the mobile node, as described in Section 
10.6: 

o Mobile Prefix Solicitation, described in Section 6.7. 
o Mobile Prefix Advertisement, described in Section 6.8. 



4.5 Conceptual Data Structure Terminology 

This document describes the Mobile IPv6 protocol in terms of the 
f o 1 1 ow i ng conceptua I data structures : 

Binding Cache 

A cache of bindings for other nodes. This cache is maintained by 
home agents and correspondent nodes. The cache contains both 
"correspondent registration" entries (see Section 9.1) and "home 
registration" entries (see Section 10.1). 

Binding Update List 



Th i s I i st i s ma i nta i ned by each mob i I e node. The I i st has an i tern 
for every binding that the mobi le node has or is trying to 
establish with a specific other node. Both correspondent and home 
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registrations are included in this list. Entries from the list 
are deleted as the lifetime of the binding expires. See Section 
11. 1. 

Home Agents List 



Home agents need to know which other home agents are on the same 
link. This information is stored in the Home Agents List, as 
described in more detail in Section 10.1. The list is used for 
informing mobi le nodes during dynamic home agent address 
d i scovery. 



4.6 Site-Local Addressability 

This specification requires that home and care-of addresses MUST be 
unicast routable addresses. Site- 1 oca I addresses may be usable on 
networks that are not connected to the Internet, but this 
specification does not define when such usage is safe and when not. 
Mob i I e nodes may not be aware of wh i ch s i te they are current I y i n, it 
is hard to prevent accidental attachment to other sites, and 
ambiguity of site- 1 oca I addresses can cause problems if the home and 
visited networks use the same addresses. Therefore, site- 1 oca I 
addresses SHOULD NOT be used as home or care-of addresses. 
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5. Overview of Mobile IPv6 Security 

This specification provides a number of security features. These 
include the protection of Binding Updates both to home agents and 
correspondent nodes, the protection of mobile prefix discovery, and 
the protection of the mechanisms that Mobile IPv6 uses for 
transporting data packets. 

Binding Updates are protected by the use of IPsec extension headers, 
or by the use of the Binding Authorization Data option. This option 
employs a binding management key, Kbm, which can be established 
through the return routability procedure. Mobile prefix discovery is 
protected through the use of IPsec extension headers. Mechanisms 
related to transporting pay load packets - such as the Home Address 
destination option and type 2 routing header - have been specified in 
a manner which restricts their use in attacks. 

5. 1 Binding Updates to Home Agents 

The mob i I e node and the home agent MUST use an I Psec secur i ty 
association to protect the integrity and authenticity of the Binding 
Updates and Acknow I edgements. Both the mob i I e nodes and the home 
agents MUST support and SHOULD use the Encapsulating Security Pay load 
(ESP) [6] header in transport mode and MUST use a non-NULL pay load 
authentication algorithm to provide data origin authentication, 
connectionless integrity and optional ant i -rep I ay protection. Note 
that Authentication Header (AH) [5] is also possible but for brevity 
not discussed in this specification. 

In order to protect messages exchanged between the mobi le node and 
the home agent with IPsec, appropriate security policy database 
entries must be created. A mobi le node must be prevented from using 
its security association to send a Binding Update on behalf of 
another mob i I e node us i ng the same home agent. Th i s MUST be ach i eved 
by having the home agent check that the given home address has been 
used with the right security association. Such a check is provided 
in the IPsec processing, by having the security policy database 
entries unequivocally identify a single security association for 
protecting Binding Updates between any given home address and home 
agent. In order to make this possible, it is necessary that the home 
address of the mobile node is visible in the Binding Updates and 
Acknowledgements. The home address is used in these packets as a 
source or destination, or in the Home Address Destination option or 
the type 2 routing header. 

As with all IPsec security associations in this specification, manual 
configuration of security associations MUST be supported. The used 
shared secrets MUST be random and un i que for d i f f erent mob i I e nodes, 



Johnson, Perkins, Arkko Expires December 29, 2003 



[Page 20] 



» I nternet-Draf t 



Mobility Support in IPv6 



June 2003 



and MUST be distributed off- I ine to the mobi le nodes. 

Automatic key management with IKE [9] MAY be supported. When IKE is 
used, either the security policy database entries or the MIPv6 
processing MUST unequivocally identify the IKE phase 1 credentials 
which can be used to authorize the creation of security associations 
for protecting Binding Updates for a particular home address. How 
these mappings are maintained is outside the scope of this 
specification, but they may be maintained, for instance, as a locally 
administered table in the home agent. If the phase 1 identity is a 
Fully Qualified Domain Name (FQDN), secure forms of DNS may also be 
used. 

Section 11.3.2 discusses how IKE connections to the home agent need a 
careful treatment of the addresses used for transporting IKE. This 
is necessary to ensure that a Binding Update is not needed before the 
IKE exchange which is needed for securing the Binding Update. 

When IKE version 1 is used with preshared secret authentication 
between the mob i I e node and the home agent, aggress i ve mode MUST be 
used. Similarly, the ID_IPV6_ADDR Identity Pay load MUST NOT be used 
in IKEvI phase 1. 

Reference [21] contains a more detailed description and examples on 
using IPsec to protect the communications between the mobi le node and 
the home agent. 

5.2 Binding Updates to Correspondent Nodes 

The protection of Binding Updates sent to correspondent nodes does 
not require the configuration of security associations or the 
existence of an authentication infrastructure between the mobile 
nodes and correspondent nodes. I nstead, a method ca I I ed the return 
routabi I ity procedure is used to assure that the right mobi le node is 
sending the message. This method does not protect against attackers 
who are on the path between the home network and the correspondent 
node. However, attackers in such a location are capable of 
performing the same attacks even without Mobile IPv6. The main 
advantage of the return routabi I ity procedure is that it limits the 
potential attackers to those having an access to one specific path in 
the Internet, and avoids forged Binding Updates from anywhere else in 
the Internet. For a more in depth explanation of the security 
properties of the return routabi I ity procedure, see Section 15. 

The integrity and authenticity of the Binding Updates messages to 
correspondent nodes is protected by using a keyed-hash algorithm. 
The binding management key, Kbm, is used to key the hash algorithm 
for th i s purpose. Kbm i s estab I i shed us i ng data exchanged dur i ng the 
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return routab i I i ty procedure. The data exchange i s accomp I i shed by 
use of node keys, nonces, cookies, tokens, and certain cryptographic 
functions. Section 5.2.5 outlines the basic return routability 
procedure. Section 5.2.6 shows how the results of this procedure are 
used to authorize a Binding Update to a correspondent node. 

5. 2. 1 Node Keys 

Each correspondent node has a secret key, Ken, called the "node key", 
which it uses to produce the keygen tokens sent to the mobi le nodes. 
The node key MUST be a random number, 20 octets in length. The node 
key a 1 1 ows the correspondent node to ver i f y that the keygen tokens 
used by the mob i I e node i n author i z i ng a B i nd i ng Update are i ndeed 
its own. This key MUST NOT be shared with any other entity. 

A correspondent node MAY generate a fresh node key at any time; this 
avoids the need for secure persistent key storage. Procedures for 
optionally updating the node key are discussed later in Section 
5. 2. 7. 

5. 2. 2 Nonces 

Each correspondent node also generates nonces at regular intervals. 
The nonces should be generated by using a random number generator 
that is known to have good randomness properties [1], A 
correspondent node may use the same Ken and nonce with ali the 
mobiles it is in communication with. 

Each nonce is identified by a nonce index. When a new nonce is 
generated, it must be associated with a new nonce index; this may be 
done, for example, by incrementing the value of the previous nonce 
i ndex, i f the nonce i ndex i s used as an array po i nter i nto a I i near 
array of nonces. However, there is no requirement that nonces be 
stored that way, or that the values of subsequent nonce indices have 
any particular relationship to each other. The index value is 
communicated in the protocol, so that if a nonce is replaced by new 
nonce during the run of a protocol, the correspondent node can 
distinguish messages that should be checked against the old nonce 
from messages that should be checked against the new nonce. Strictly 
speaking, indices are not necessary in the authentication, but allow 
the correspondent node to efficiently find the nonce value that it 
used in creating a keygen token. 

Correspondent nodes keep both the current nonce and a sma I I set of 
valid previous nonces whose lifetime has not yet expired. Expired 
values MUST be discarded, and messages using stale or unknown indices 
wi I I be rejected. 
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The specific nonce index values cannot be used by mobi le nodes to 
determine the validity of the nonce. Expected validity times for the 
nonces values and the procedures for updating them are discussed 
later in Section 5.2.7. 

A nonce is an octet string of any length. The recomnended length is 
64 bits. 

5. 2. 3 Cook i es and Tokens 

The return routabi lity address test procedure uses cookies and keygen 
tokens as opaque values within the test init and test messages, 
respectively. 

o The "home init cookie" and "care-of init cookie" are 64 bit values 
sent to the correspondent node from the mob i I e node, and I ater 
returned to the mobi le node. The home init cookie is sent in the 
Home Test Init message, and returned in the Home Test message. 
The care-of init cookie is sent in the Care-of Test Init message, 
and returned in the Care-of Test message. 

o The "home keygen token" and "care-of keygen token" are 64-bit 
va I ues sent by the correspondent node to the mob i I e node v i a the 
home agent (via the Home Test message) and the care-of address (by 
the Care-of Test message), respectively. 

The mobi le node should set the home init or care-of init cookie to a 
newly generated random number in every Home or Care-of Test Init 
message it sends. The cookies are used to verify that the Home Test 
or Care-of Test message matches the Home Test Init or Care-of Test 
Init message, respectively. These cookies also serve to ensure that 
parties who have not seen the request cannot spoof responses. 

Home and care-of keygen tokens are produced by the correspondent node 
based on its currently active secret key (Ken) and nonces, as well as 
the home or care-of address (respect i ve I y) . A keygen token is va I i d 
as long as both the secret key (Ken) and the nonce used to create it 
are va I i d. 

5. 2.4 Cryptographic Functions 

In this specification, the function used to compute hash values is 
SHA1 [20], Message Authentication Codes (MACs) are computed using 
HMAC_SHA1 [25, 20] . HMAC_SHA1 (K, m) denotes such a MAC computed on 
message m with key K. 

5. 2. 5 Return Routab i I i ty Procedure 
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The Return Routabi I ity Procedure enables the correspondent node to 
obtain some reasonable assurance that the mobile node is in fact 
addressable at its claimed care-of address as well as at its home 
address. Only with this assurance is the correspondent node able to 
accept Binding Updates from the mobile node which would then instruct 
the correspondent node to direct that mobi le node's data traffic to 
its claimed care-of address. 



This is done by testing whether packets addressed to the two claimed 
addresses are routed to the mob i I e node. The mob i I e node can pass 
the test only if it is able to supply proof that it received certain 
data (the "keygen tokens") which the correspondent node sends to 
those addresses. These data are combined by the mobi le node into a 
binding management key, denoted Kbm. 

The below figure shows the message flow for the return routabi I ity 
procedure. 



Mobi le node 



Home agent 



Correspondent node 



Home Test Init (HoTl) | 

>l" 

I 

Care-of Test Init (CoTI) 



| Home Test (HoT) 

l< 

I 

Care-of Test (CoT) 



The Home and Care-of Test Init messages are sent at the same time. 
The procedure requires very little processing at the correspondent 
node, and the Home and Care-of Test messages can be returned quickly, 
perhaps nearly simultaneously. These four messages form the return 
routabi I ity procedure. 



Home Test Init 



A mob i I e node sends a Home Test Init message to the correspondent 
node (via the home agent) to acquire the home keygen token. The 
contents of the message can be summarized as fol lows: 

* Source Address = home address 
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* Destination Address = correspondent 

* Parameters : 

+ home init cookie 



The Home Test Init message conveys the mobi le node* s home address 
to the correspondent node. The mob i 1 e node a I so sends a I ong a 
home init cookie that the correspondent node must return later. 
The Home Test Init message is reverse tunneled through the home 
agent. (The headers and addresses re I ated to reverse tunne I i ng 
have been omitted from the above discussion of the message 
contents.) The mobile node remembers these cookie values to obtain 
some assurance that its protocol messages are being processed by 
the desired correspondent node. 

Care-of Test Init 



The mob i I e node sends a Care-of Test Init message to the 
correspondent node (directly, not via the home agent) to acquire 
the care-of keygen token. The contents of this message can be 
sunmarized as follows: 

* Source Address = care-of address 

* Destination Address = correspondent 

* Parameters : 

+ care-of init cookie 



The Care-of Test Init message conveys the mobi le node's care-of 
address to the correspondent node. The mob i I e node a I so sends 
along a care-of init cookie that the correspondent node must 
return later. The Care-of Test Init message is sent directly to 
the correspondent node. 

Home Test 

The Home Test message is sent in response to a Home Test Init 
message. It is sent via the home agent. The contents of the 
message are: 

* Source Address = correspondent 
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* Destination Address = home address 

* Parameters : 

+ home init cookie 
+ home keygen token 
+ home nonce index 

When the correspondent node receives the Home Test Init message, 
it generates a home keygen token as follows: 

home keygen token := 

First (64, HMAC_SHA1 (Ken, (home address | nonce | 0))) 

where | denotes concatenation. The final "0" inside the HMAC_SHA1 
function is a single zero octet, used to distinguish home and 
care-of cookies from each other. 

The home keygen token is formed from the first 64 bits of the MAC. 
The home keygen token tests that the mobi le node can receive 
messages sent to its home address. Ken is used in the production 
of home keygen token i n order to a I I ow the correspondent node to 
verify that it generated the home and care-of nonces, without 
forcing the correspondent node to remember a I ist of a I I tokens it 
has handed out. 

The Home Test message is sent to the mobi le node via the home 
network, where it is presumed that the home agent will tunnel the 
message to the mobi le node. This means that the mobi le node needs 
to already have sent a Binding Update to the home agent, so that 
the home agent wi I I have received and authorized the new care-of 
address for the mobi le node before the return routabi I ity 
procedure. For improved security, the data passed between the 
home agent and the mob i I e node i s made i mmune to i nspect i on and 
passive attacks. Such protection is gained by encrypting the home 
keygen token as it is tunneled from the home agent to the mobi le 
node as specified in Section 10.4.6. The security properties of 
this additional security are discussed in Section 15.4.1. 

The home init cookie from the mobi le node is returned in the Home 
Test message, to ensure that the message comes from a node on the 
route between the home agent and the correspondent node. 

The home nonce index is delivered to the mobile node to later 



Johnson, Perkins, Arkko Expires December 29, 2003 



[Page 26] 



I nternet-Draf t 



Mobility Support in IPv6 



June 2003 



a I low the correspondent node to efficiently find the nonce value 
that it used in creating the home keygen token. 

Care-of Test 



This message is sent in response to a Care-of Test I nit message. 
This message is not sent via the home agent, it is sent directly 
to the mob i I e node. The contents of the message are : 

* Source Address = correspondent 

* Destination Address = care-of address 

* Parameters : 

+ care-of init cookie 
+ care-of keygen token 
+ care-of nonce index 



When the correspondent node receives the Care-of Test Init 
message, it generates a care-of keygen token as fol lows: 

care-of keygen token := 

First (64, HMAC_SHA1 (Ken, (care-of address | nonce | 1))) 

Here, the final "1" inside the HMAC_SHA1 function is a single 
octet containing the hex value 0x01, and is used to distinguish 
home and care-of cookies from each other. The keygen token is 
formed from the first 64 bits of the MAC, and sent directly to the 
mobile node at its care-of address. The care-of init cookie from 
the Care-of Test Init message is returned to ensure that the 
message comes from a node on the route to the correspondent node. 

The care-of nonce index is provided to identify the nonce used for 
the care-of keygen token. The home and care-of nonce indices MAY 
be the same, or different, in the Home and Care-of Test messages. 

When the mob i I e node has rece i ved both the Home and Care-of Test 
messages, the return routability procedure is complete. As a result 
of the procedure, the mobi le node has the data it needs to send a 
Binding Update to the correspondent node. The mobile node hashes the 
tokens together to form a 20 octet binding key Kbm: 
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Kbm = SHA1 (home key gen token | care-of key gen token) 

A B i nd i ng Update may a I so be used to de I ete a prev i ous I y estab I i shed 
binding (Section 6.1.7). In this case, the care-of keygen token is 
not used. Instead, the binding management key is generated as 
fol lows: 

Kbm = SHA1 (home keygen token) 

Note that the correspondent node does not create any state specific 
to the mobi le node, unti I it receives the Binding Update from that 
mobi le node. The correspondent node does not maintain the value for 
the binding management key Kbm; it creates Kbm when given the nonce 
indices and the mobile node's addresses. 

5.2.6 Authorizing Binding Management Messages 

After the mobi le node has created the binding management key (Kbm), 
it can supply a verifiable Binding Update to the correspondent node. 
This section provides an overview of this registration. The below 
figure shows the message flow. 

Mob i I e node Correspondent node 

| Binding Update (BU) | 

I >l 

| (MAC, seq# t nonce indices, care-of address) | 

I Binding Acknowledgement (BA) (if sent) I 

l< : 1 

| (MAC, seq#, status) | 

Binding Update 



To authorize a Binding Update, the mobile node creates a binding 
management key Kbm from the keygen tokens as described in the 
previous section. The contents of the Binding Update include the 
fol lowing: 

* Source Address = care-of address 

* Destination Address = correspondent 

* Parameters : 

+ home address (within the Home Address destination option if 
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different from the Source Address) 

+ sequence number (within the Binding Update message header) 

+ home nonce index (within the Nonce Indices option) 

+ care-of nonce index (within the Nonce Indices option) 

+ First (96, HMAC_SHA1 (Kbm, (care-of address | correspondent 
I BU)» 



The Binding Update contains a Nonce Indices option, indicating to 
the correspondent node which home and care-of nonces to use to 
recompute Kbm, the binding management key. The MAC is computed as 
described in Section 6.2.7, using the correspondent node's address 
as the destination address and the Binding Update message itself 
("BU" above) as the MH Data. 

Once the correspondent node has verified the MAC, it can create a 
Binding Cache entry for the mobi le. 

Binding Acknow I edgement 

The Binding Update is in some cases acknowledged by the 
correspondent node. The contents of the message are as fol lows: 

* Source Address = correspondent 

* Destination Address = care-of address 

* Parameters : 

+ sequence number (within the Binding Update message header) 

+ First (96, HMAC_SHA1 (Kbm, (care-of address | correspondent 
I BA))) 



The Binding Acknowledgement contains the same sequence number as 
the Binding Update. The MAC is computed as described in Section 
6.2.7, using the correspondent node's address as the destination 
address and the message itself ("BA" above) as the MH Data. 

Bindings established with correspondent nodes using keys created by 
way of the return routab i I i ty procedure MUST NOT exceed 
MAX_RR_B I ND I NG_L I FET I ME seconds (see Section 12). 
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The value in the Source Address field in the IPv6 header carrying the 
Binding Update is normally also the care-of address which is used in 
the binding. However, a different care-of address MAY be specified 
by including an Alternate Care-of Address mobility option in the 
Binding Update (see Section 6.2.5). When such a message is sent to 
the correspondent node and the return routability procedure is used 
as the authorization method, the Care-of Test I nit and Care-of Test 
messages MUST have been performed for the address in the Alternate 
Care-of Address option (not the Source Address). The nonce indices 
and MAC value MUST be based on information gained in this test. 

Binding Updates may also be sent to delete a previously established 
binding. In this case, generation of the binding management key 
depends exclusively on the home keygen token and the care-of nonce 
index is ignored. 

5. 2. 7 Updat i ng Node Keys and Nonces 

Correspondent nodes generate nonces at regular intervals. It is 
recommended to keep each nonce (identified by a nonce index) 
acceptable for at least MAX_T0KEN_L I FET I ME seconds (see Section 12) 
after it has been first used in constructing a return routability 
message response. However, the correspondent node MUST NOT accept 
nonces beyond MAX_N0NCE_L I FET I ME seconds (see Section 12) after the 
first use. As the difference between these two constants is 30 
seconds, a convenient way to enforce the above lifetimes is to 
generate a new nonce every 30 seconds. The node can then continue to 
accept tokens that have been based on the last 8 (MAX_N0NCE_L I FET I ME 
/ 30) nonces. This results in tokens being acceptable 
MAX_T0KEN_L I FET I ME to MAX_N0NCE_L I FET I ME seconds after they have been 
sent to the mob i I e node, depend i ng on whether the token was sent at 
the beginning or end of the first 30 second period. Note that the 
correspondent node may also attempt to generate new nonces on demand, 
or only if the old nonces have been used. This is possible, as long 
as the correspondent node keeps track of how long a time ago the 
nonces were used for the first time, and does not generate new nonces 
on every return routab i I i ty request. 

Due to resource limitations, rapid deletion of bindings, or reboots 
the correspondent node may not in a I I cases recognize the nonces that 
the tokens were based on. If a nonce index is unrecognized, the 
correspondent node replies with an an error code in the Binding 
Acknowledgement (either 136, 137, or 138 as discussed in Section 
6. 1. 8). The mobi le node can then retry the return routab i I ity 
procedure. 

An update of Ken SHOULD be done at the same time as an update of a 
nonce, so that nonce indices can identify both the nonce and the key. 
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Old Ken values have to be therefore remembered as long as old nonce 
values. 

Given that the tokens are normal ly expected to be usable for 
MAX_T0KEN_L I FET I ME seconds, the mobile node MAY use them beyond a 
single run of the return routabi I ity procedure unti I 
MAX_T0KEN_L I FET I ME expires. After this the mob i le node SHOULD NOT 
use the tokens. A fast moving mobi le node MAY reuse a recent home 
keygen token from a correspondent node when moving to a new location, 
and just acquire a new care-of keygen token to show routabi I ity in 
the new location. 

Whi le this does not save the number of round-trips due to the 
simultaneous processing of home and care-of return routabi I ity tests,' 
there are fewer messages being exchanged, and a potentially long 
round-trip through the home agent is avoided. Consequently, this 
optimization is often useful. A mobile node that has multiple home 
addresses, MAY also use the same carer-of keygen token for Binding 
Updates concern i ng a I I of these addresses. 

5. 2. 8 Prevent i ng Rep I ay Attacks 

The return routabi I ity procedure also protects the participants 
against replayed Binding Updates through the use of the sequence 
number and a MAC. Care must be taken when removing bindings at the 
correspondent node, however. Correspondent nodes must retain 
bindings and the associated sequence number information at least as 
long as the nonces used in the authorization of the binding are still 
valid. Alternatively, if memory is very constrained, the 
correspondent node MAY i nva I i date the nonces that were used for the 
binding being deleted (or some larger group of nonces that they 
belong to). This may, however, impact the ability to accept Binding 
Updates from mobi le nodes that have recently received keygen tokens. 
This alternative is therefore recommended only as a last measure. 

5.3 Dynamic Home Agent Address Discovery 

No security is required for dynamic home agent address discovery. 

5.4 Mobile Prefix Discovery 

The mobi le node and the home agent SHOULD use an IPsec security 
association to protect the integrity and authenticity of the Mobile 
Prefix Solicitations and Advertisements. Both the mobile nodes and 
the home agents MUST support and SHOULD use the Encapsulating 
Security Pay load (ESP) header in transport mode with a non-NULL 
pay load authentication algorithm to provide data origin 
authentication, connectionless integrity and optional ant i -rep I ay 
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protect i on. 

5. 5 Pay I oad Packets 

Pay load packets exchanged with mobi le nodes can be protected in the 
usual manner, in the same way as stationary hosts can protect them. 
However, Mobile IPv6 introduces the Home Address destination option, 
a routing header, and tunneling headers in the pay I oad packets. In 
the fo I lowing we define the security measures taken to protect these, 
and to prevent their use in attacks against other parties. 

This specification limits the use of the Home Address destination 
option to the situation where the correspondent node already has a 
Binding Cache entry for the given home address. This avoids the use 
of the Home Address option in attacks described in Section 15.1. 

Mobi le IPv6 uses a Mobi le IPv6 specific type of a routing header. 
This type provides the necessary functionality but does not open 
vulnerabilities discussed in Section 15.1. 

Tunnels between the mobi le node and the home agent are protected by 
ensuring proper use of source addresses, and optional cryptographic 
protection. The mobile node verifies that the outer IP address 
corresponds to its home agent. The home agent verifies that the 
outer IP address corresponds to the current location of the mobi le 
node (Binding Updates sent to the home agents are secure). The home 
agent identifies the mobi le node through the source address of the 
inner packet. (Typically, this is the home address of the mobile 
node, but it can also be a I ink- 1 oca I address, as discussed in 
Section 10.4.2. To recognize the latter type of addresses, the home 
agent requires that the Link-Local Address Compatibility (L) was set 
in the Binding Update.) These measures protect the tunnels against 
vulnerabilities discussed in Section 15.1. 

For traffic tunneled via the home agent, additional IPsec ESP 
encapsulation MAY be supported and used. If multicast group 
membership control protocols or stateful address autoconf igurat ion 
protocols are supported, pay I oad data protection MUST be supported. 
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6. New IPv6 Protocol, Message Types, and Destination Option 



6. 1 Mobi I ity Header 



The Mobi I ity Header is an extension header used by mobi le nodes, 
correspondent nodes, and home agents in all messaging related to the 
creation and management of bindings. The subsections within this 
section describe the message types that may be sent using the 
Mob i I i ty Header. 

Mobi I ity Header messages MUST NOT be sent with a type 2 routing 
header, except as descr i bed i n Sect i on 9. 5. 4 for B i nd i ng 
Acknowledgement. Mobi I ity Header messages also MUST NOT be used with 
a Home Address destination option, except as described in Section 
11.7.1 and Section 11.7.2 for Binding Update. Binding Update List or 
Binding Cache information (when present) for the destination MUST NOT 
be used in sending Mobility Header messages. That is, Mobility 
Header messages bypass both the Binding Cache check described in 
Section 9.3.2 and the Binding Update List check described in Section 
11.3.1 which are normally performed for all packets. This applies 
even to messages sent to or from a correspondent node which is itself 
a mobi ie node. 

6. 1. 1 Format 



The Mobi I ity Header is identified by a Next Header value of TBD <To 
be assigned by IANA> in the inmediately preceding header, and has the 
fol lowing format: 



H — I — I — I — I — I — I — I — H 



[I I I 



H — I — I — I — I — I — I— I — I — I — I — I — H 

MH Type 

H — I — I — I — I — H 



| Pay load Proto | Header Len 



H — I — I — I — I — I — I — H 



H — I — I — I — I — I — I — h 

| Checksum 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — H 



| Reserved 

H — I — I — I — I — I — H 



Message Data 



H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

Pay load Proto 

8-bit selector. Identifies the type of header immediately 

f o I I ow i ng the Mob i I i ty Header. Uses the same va I ues as the I Pv6 

Next Header field [11]. 



This field is intended to be used by a future extension (see 
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Appendix B. 1). 

Implementations conforming to this specification SHOULD set the 
pay load protocol type to IPPR0T0_N0NE (59 decimal). 

Header Len 

8-bit unsigned integer, representing the length of the Mobility 
Header in units of 8 octets, excluding the first 8 octets. 

The length of the Mobi I ity Header MUST be a multiple of 8 octets. 

MH Type 

8-bit selector. Identifies the particular mobility message in 
question. Current values are specified in Section 6.1.2 and 
onward. An unrecognized MH Type field causes an error indication 
to be sent. 

Reserved 

8-bit field reserved for future use. The value MUST be 
initialized to zero by the sender, and MUST be ignored by the 
rece i ver. 

Checksum 

16-bit unsigned integer. This field contains the checksum of the 
Mob i I i ty Header. The checksum is ca I cu I ated from the octet str i ng 
consisting of a "pseudo-header" followed by the entire Mobility 
Header starting with the Pay load Proto field. The checksum is the 
16-bit one's complement of the one's complement sum of this 
string. 

The pseudo-header contains IPv6 header fields, as specified in 
Section 8.1 of RFC 2460 [11]. The Next Header value used in the 
pseudo-header is TBD <To be assigned by IANAX The addresses used 
in the pseudo-header are the addresses that appear in the Source 
and Destination Address fields in the IPv6 packet carrying the 
Mobi I ity Header. 

Note that the procedures of calculating upper layer checksums 
while away from home described in Section 11.3.1 apply even for 
the Mobi I ity Header. If a mobi I ity message has a Home Address 
destination option, then the checksum calculation uses the home 
address in this option as the value of the IPv6 Source Address 
field. The type 2 routing header is treated as explained in [11]. 
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The Mobility Header is considered as the upper layer protocol for 
the purposes of calculating the pseudo-header. The Upper-Layer 
Packet Length field in the pseudo-header MUST be set to the total 
length of the Mobi I ity Header. 

For computing the checksum, the checksum field is set to zero. 
Message Data 

A variable length field containing the data specific to the 
indicated Mobi I ity Header type. 

Mob i I e I Pv6 a I so def i nes a number of "mob i I i ty opt i ons" for use 
within these messages; if included, any options MUST appear after the 
fixed portion of the message data specified in this document. The 
presence of such options will be indicated by the Header Len field 
within the message. When the Header Len value is greater than the 
length required for the message specified here, the remaining octets 
are interpreted as mobility options. These options include padding 
options that can be used to ensure that other options are aligned 
properly, and that the total length of the message is divisible by 8. 
The encoding and format of defined options are described in Section 
6. 2. 

A I ignment requirements for the Mobi I ity Header are the same as for 
any I Pv6 protoco I Header. That i s, they MUST be a I i gned on an 
8-octet boundary. 

6.1.2 B i nd i ng Refresh Request Message 

The Binding Refresh Request (BRR) message requests a mobile node to 
update its mobility binding. This message is sent by correspondent 
nodes according to the rules in Section 9.5.5. When a mobi le node 
receives a packet containing a Binding Refresh Request message it 
processes the message according to the rules in Section 11.7.4. 

The Binding Refresh Request message uses the MH Type value 0. When 
this value is indicated in the MH Type field, the format of the 
Message Data field in the Mobility Header is as follows: 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 
| Reserved | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — J- 

I I 

Mob i I i ty opt i ons 

i i 
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H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 



16-bit field reserved for future use. The value MUST be 
initialized to zero by the sender, and MUST be ignored by the 
rece i ver. 

Mob i I i ty Opt i ons 

Variable- length field of such length that the complete Mobility 
Header is an integer multiple of 8 octets long. This field 
contains zero or more TLV-encoded mobi I ity options. The encoding 
and format of defined options are described in Section 6.2. The 
receiver MUST ignore and skip any options which it does not 
understand. 

There MAY be additional information, associated with this Binding 
Refresh Request message that need not be present in all Binding 
Refresh Request messages sent. Mobi I ity options a I low future 
extensions to the format of the Binding Refresh Request message to 
be def i ned. Th i s spec i f i cat i on does not def i ne any opt i ons va I i d 
for the Binding Refresh Request message. 

If no actual options are present in this message, no padding is 
necessary and the Header Len f ield wi I I be set to 0. 

6. 1 . 3 Home Test I n i t Message 

A mobile node uses the Home Test Init (HoTI) message to initiate the 
return routab i I i ty procedure and request a home keygen token from a 
correspondent node (see Section 11.6.1). The Home Test Init message 
uses the MH Type value 1. When this value is indicated in the MH 
Type field, the format of the Message Data field in the Mobility 
Header is as fol lows: 



•i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 



Reserved 



H — I I I I I I — I — h 



■I — I — I — I — I — h 



Reserved 



+ 



Home Init Cookie 



+ 



H — I — I — I — I — I — I — I — I — I — I — I — I — h 



H — I — I — H 



H — I — I — I — I — I — I — I — I 1 — I — h 
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H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — [ — I — I — I — I — I — I — I — I — I — I — h 

Reserved 

16-bit field reserved for future use. This value MUST be 
initialized to zero by the sender, and MUST be ignored by the 
rece i ver. 

Home Init Cookie 

64-bit field which contains a random value, the home init cookie. 

Mobi I ity Options 

Variable- length field of such length that the complete Mobility 
Header is an integer multiple of 8 octets long. This field 
contains zero or more TLV-encoded mobi I ity options. The receiver 
MUST ignore and skip any options which it does not understand. 
This specification does not define any options valid for the Home 
Test Init message. 

If no actual options are present in this message, no padding is 
necessary and the Header Len fie Id wi I I be set to 1. 

This message is tunneled through the home agent when the mobile node 
is away from home. Such tunneling SHOULD employ IPsec ESP in tunnel 
mode between the home agent and the mobi le node. This protection is 
indicated by the IPsec security policy database. The protection of 
Home Test Init messages is unrelated to the requirement to protect 
regular pay load traffic, which MAY use such tunnels as well. 

6. 1 . 4 Care-of Test Init Message 

A mobile node uses the Care-of Test Init (CoTI) message to initiate 
the return routability procedure and request a care-of keygen token 
from a correspondent node (see Section 11.6.1). The Care-of Test 
Init message uses the MH Type value 2. When this value is indicated 
in the MH Type field, the format of the Message Data field in the 
Mobility Header is as follows: 
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H — I — I — I — I — I — I — I — I — 1 — I — I — I — I — I — I — h 

| Reserved 1 
i — i — i — t — \ — i — i — i — i — i — i — i — i — i — i — i i i i — i i i i — i ii 

i i 

+ Care-of Init Cookie + 

i i 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

I I 

Mobi I ity Options 

i "i 

i i i — i i i i i i — i — i — i i i i — i — i i i i i i — i — i — i i i i — i— i — i i i 
Reserved 

16-bit field reserved for future use. The value MUST be 
initialized to zero by the sender, and MUST be ignored by the 
receiver. 

Care-of Init Cookie 

64-bit field which contains a random value, the care-of init 
cookie. 

Mobi I ity Options 

Var i ab I e- I ength field of such length that the complete Mobility 
Header is an integer multiple of 8 octets long. This field 
contains zero or more TLV-encoded mobility options. The receiver 
MUST ignore and skip any options which it does not understand. 
This specification does not define any options valid for the 
Care-of Test Init message. 

If no actual options are present in this message, no padding is 
necessary and the Header Len field wi I I be set to 1. 

6. 1 . 5 Home Test Message 

The Home Test (HoT) message is a response to the Home Test Init 
message, and i s sent from the correspondent node to the mob i I e node 
(see Sect i on 5. 2. 5) . The Home Test message uses the MH Type va I ue 3. 
When this value is indicated in the MH Type field, the format of the 
Message Data field in the Mobility Header is as follows: 
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h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 
| Home Nonce Index | 

H — I — I — 1 — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I- 

I I 
+ Home Init Cookie + 

i i 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — 1 — I — I — I — h 

I I 

+ Home Keygen Token + 

i i 

H — I — i — I — I — I — I — I — I — I — I — \ — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

I I 

Mobi I ity options 

i i 

H — I — 1 — II — I — I — I — I I I 1 I I — I — I— I— I — I I I I I I I I I 1 

Home Nonce Index 

This field wi 1 1 be echoed back by the mobi le node to the 
correspondent node in a subsequent Binding Update. 

Home Init Cookie 

64-bit field which contains the home init cookie. 

Home Keygen Token 

This field contains. the 64 bit home keygen token used in the 
return routabi I ity procedure. 

Mobi I ity Options 

Variable- length field of such length that the complete Mobility 
Header is an integer multiple of 8 octets long. This field 
conta i ns zero or more TLV-encoded mob i I i ty opt i ons. The rece i ver 
MUST ignore and skip any options which it does not understand. 
This specification does not define any options valid for the Home 
Test message. 

If no actual options are present in this message, no padding is 
necessary and the Header Len f ield wi I I be set to 2. 

6.1.6 Care-of Test Message 

The Care-of Test (CoT) message is a response to the Care-of Test Init 
message, and i s sent from the correspondent node to the mob i I e node 
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(see Sect i on 11.6.2). The Care-t>f Test message uses the MH Type 
value 4. When this value is indicated in the MH Type field, the 
format of the Message Data field in the Mobi I ity Header is as 
f o I I ows : 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — \- 

| Care-of Nonce Index | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I- 

I I 

+ Care-of Init Cookie + 

i i 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

I I 

+ Care-of Keygen Token + 

i i 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

I I 

Mobi I ity Options 

i i. 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — \ — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

Care-of Nonce Index 

This value wi 1 1 be echoed back by the mobi le node to the 
correspondent node in a subsequent Binding Update. 

Care-of Init Cookie 

64-bit field which contains the care-of init cookie. 

Care-of Keygen Token 

This field contains the 64 bit care-of keygen token used in the 
return routabi I ity procedure. 

Mobi I ity Options 

Variable- length field of such length that the complete Mobility 
Header is an integer multiple of 8 octets long. This field 
contains zero or more TLV-encoded mobi I ity options. The receiver 
MUST ignore and skip any options which it does not understand. 
This specification does not define any options valid for the 
Care-of Test message. 

If no actual options are present in this message, no padding is 
necessary and the Header Len fie Id wi I I be set to 2. 
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6.1.7 B i nd i ng Update Message 

The Binding Update (BU) message is used by a mobi le node to notify 
other nodes of a new care-of address for itself. Binding Updates are 
sent as described in Section 11.7.1 and Section 11.7.2. 

The Binding Update uses the MH Type value 5. When this value is 
indicated in the MH Type field, the format of the Message Data field 
in the Mobi I ity Header is as fol lows: 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 
1 Sequence # | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

|A|H|L|K| Reserved | Lifetime | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

I I 

Mob i I i ty opt i ons 

i i 

i i i — i — i — i — i — i — i — i i i i i i i i i i i — i — i — i — i— i — i — i — i — i — i — i — i — h 
Acknowiedge (A) 

The Acknow I edge (A) bit is set by the send i ng mob i I e node to 
request a Binding Acknowledgement (Section 6.1.8) be returned upon 
receipt of the Binding Update. 

Home Registration (H) 

The Home Registration (H) bit is set by the sending mobile node to 
request that the receiving node should act as this node's home 
agent. The destination of the packet carrying this message MUST 
be that of a router sharing the same subnet prefix as the home 
address of the mobi le node in the binding. 

Link-Local Address Compatibility (L) 

The Link-Local Address Compatibility (L) bit is set when the home 
address reported by the mobi le node has the same interface 
identifier as the mobile node's I ink- 1 oca I address. 

Key Management Mob i I i ty Capab i I i ty (K) 

If this bit is cleared, the protocol used for establishing the 
IPsec security associations between the mobi le node and the home 
agent does not survive movements. It may then have to be rerun. 
(Note that the IPsec security associations themselves are expected 
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to survive movements.) If manual IPsec configuration is used, the 
bit MUST be cleared. 

This bit is valid only in Binding Updates sent to the home agent, 
and MUST be cleared in other Binding Updates. Correspondent nodes 
MUST ignore this bit. 

Reserved 

These fields are unused. They MUST be initial ized to zero by the 
sender and MUST be ignored by the receiver. 

Sequence # 

A 16-bit unsigned integer used by the receiving node to sequence 
Binding Updates and by the sending node to match a returned 
Binding Acknowledgement with this Binding Update. 

Lifetime 

16-bit unsigned integer. The number of time units remaining 
before the binding MUST be considered expired. A value of zero 
indicates that the Binding Cache entry for the mobi le node MUST be 
deleted. (In this case the specified care-of address MUST also be 
set equal to the home address.) One time unit is 4 seconds. 

Mob i I i ty Opt i ons 

Variable- length field of such length that the complete Mobility 
Header is an integer multiple of 8 octets long. This field 
contains zero or more TLV-encoded mobi I ity options. The encoding 
and format of defined options are described in Section 6.2. The 
receiver MUST ignore and skip any options which it does not 
understand. 

The following options are valid in a Binding Update: 

* Binding Authorization Data option (this option is mandatory in 
Binding Updates sent to a correspondent node) 

* Nonce Indices option. 

* Alternate Care-of Address option 

If no options are present in this message, 4 octets of padding is 
necessary and the Header Len fie Id wi I I be set to 1. 

The care-of address is specified either by the Source Address field 
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in the IPv6 header or by the Alternate Care-of Address option, if 
present. The care-of address MUST be a unicast routable address. 
IPv6 Source Address MUST be a topological ly correct source address. 
Binding Updates for a care-of address which is not a unicast routable 
address MUST be si lently discarded. Simi larly, the Binding Update 
MUST be si lently discarded if the care-of address appears as a home 
address in an existing Binding Cache entry, with its current location 
creating a circular reference back to the home address specified in 
the Binding Update (possibly through additional entries). 

The deletion of a binding can be indicated by setting the Lifetime 
field to 0 and by setting the care-of address equal to the home 
address. In deletion, the generation of the binding management key 
depends exclusively on the home keygen token, as explained in Section 
5. 2. 5. (Note that wh i I e the senders are requ i red to set both the 
Lifetime field to 0 and the care-of address equal to the home 
address, Section 9.5.1 rules for receivers are more liberal, and 
interpret either condition as a deletion.) 

Correspondent nodes SHOULD NOT expire the Binding Cache entry before 
the lifetime expires, if any application hosted by the correspondent 
node is sti 1 1 likely to require communication with the mobi le node. 
A Binding Cache entry that is deal located prematurely might cause 
subsequent packets to be dropped from the mobi le node, if they 
contain the Home Address destination option. This situation is 
recoverable, since an Binding Error message is sent to the mobi le 
node (see Sect i on 6. 1 . 9) ; however, i t causes unnecessary de I ay in the 
cormiun i cat i ons. 

6. 1 . 8 B i nd i ng Acknow I edgement Message 

The Binding Acknowledgement is used to acknowledge receipt of a 
Binding Update (Section 6.1.7). This packet is sent as described in 
Section 9.5.4 and Section 10.3.1. 

The Binding Acknowledgement has the MH Type value 6. When this value 
is indicated in the MH Type field, the format of the Message Data 
field in the Mobility Header is as follows: 
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H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| Status |K| Reserved | 
h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 

I Sequence # | Lifetime | 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — I — h 

i i 

Mobi I ity options 

i i 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

Key Management Mob i I i ty Capab i ! i ty (K) 

If this bit is cleared, the protocol used by the home agent for 
establishing the IPsec security associations between the mobile 
node and the home agent does not survive movements. It may then 
have to be rerun. (Note that the IPsec security associations 
themselves are expected to survive movements.) 

Correspondent nodes MUST set the K bit to 0. 

Reserved 

These fields are unused. They MUST be initialized to zero by the 
sender and MUST be ignored by the receiver. 

Status 

8-bit unsigned integer indicating the disposition of the Binding 
Update. Values of the Status field less than 128 indicate that 
the Binding Update was accepted by the receiving node. Values 
greater than or equal to 128 indicate that the Binding Update was 
rejected by the receiving node. The following Status values are 
currently defined: 

0 Binding Update accepted 

1 Accepted but prefix discovery necessary 

128 Reason unspecified 

129 Administratively prohibited 

130 Insufficient resources 
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131 Home registration not supported 

132 Not home subnet 

1 33 Not home agent for th i s mob i I e node 

134 Duplicate Address Detection failed 

135 Sequence number out of window 

136 Expired home nonce index 

137 Expired care-of nonce index 

138 Expired nonces 

1 39 Reg i strat i on type change d i sa 1 1 owed 



Up-to-date values of the Status field are to be specified in the 
I ANA registry of assigned numbers [19]. 

Sequence # 

The Sequence Number in the Binding Acknowledgement is copied from 
the Sequence Number field in the Binding Update. It is used by 
the mobi le node in matching this Binding Acknowledgement with an 
outstanding Binding Update. 

Lifetime 

The granted lifetime, in time units of 4 seconds, for which this 
node SHOULD retain the entry for this mobile node in its Binding 
Cache. 

The value of this field is undefined if the Status field indicates 
that the Binding Update was rejected. 

Mob i I i ty Opt i ons 

Variable- length field of such length that the complete Mobility 
Header is an integer multiple of 8 octets long. This field 
contains zero or more TLV-encoded mobi lity options. The encoding 
and format of defined options are described in Section 6.2. The 
receiver MUST ignore and skip any options which it does not 
understand. 

There MAY be additional information, associated with this Binding 



Johnson, Perkins, Arkko Expires December 29, 2003 



[Page 45] 



I nternet-Draf t 



Mob i I i ty Support in IPv6 



June 2003 



Acknowledgement that need not be present in all Binding 
Acknowledgements sent. Mobility options allow future extensions 
to the format of the Binding Acknowledgement to be defined. The 
following options are valid for the Binding Acknowledgement: 

* Binding Authorization Data option (this option is mandatory in 
Binding Acknowledgements sent by a correspondent node, except 
where otherwise noted in Section 9.5.4) 

* Binding Refresh Advice option 

If no options are present in this message, 4 octets of padding is 
necessary and the Header Len f ield wi I I be set to 1. 

6. 1 . 9 B i nd i ng Error Message 

The Binding Error (BE) message is used by the correspondent node to 
signal an error related to mobility, such as an inappropriate attempt 
to use the Home Address destination option without an existing 
binding; see Section 9.3.3 for details. 

The Binding Error message uses the MH Type value 7. When this value 
is indicated in the MH Type field, the format of the Message Data 
field in the Mobi I ity Header is as fol lows: 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — \ — H 

| Status | Reserved | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — ! — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

I I 

+ + 

I I 

+ Home Address + 

i i 

+ + 

i i 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

Mobi I ity Options 

i i 

i — i — i — i — i i ii i i — i — i — i — i 

Status 

8-bit unsigned integer indicating the reason for this message. 
The following values are currently defined: 
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1 Unknown binding for Home Address destination option 

2 Unrecognized MH Type value 

Reserved 

A 8-bit field reserved for future use. The value MUST be 
initialized to zero by the sender, and MUST be ignored by the 
receiver. 

Home Address 

The home address that was contained in the Home Address 
destination option. The mobile node uses this information to 
determine which binding does not exist, in cases where the mobile 
node has several home addresses. 

Mobi I ity Options 

Variable- length field of such length that the complete Mobility 
Header is an integer multiple of 8 octets long. This field 
contains zero or more TLV-encoded mobility options. The receiver 
MUST ignore and skip any options which it does not understand. 

There MAY be additional information, associated with this Binding 
Error message that need not be present in all B i nd i ng Error 
messages sent. Mobility options allow future extensions to the 
format of the format of the Binding Error message to be defined. 
The encoding and format of defined options are described in 
Section 6.2. This specification does not define any options valid 
for the Binding Error message. 

If no actual options are present in this message, no padding is 
necessary and the Header Len f ield wi I I be set to 2. 

6. 2 Mobi I ity Options 

Mobi I ity messages can include zero or more mobi I ity options. This 
a I lows optional fields that may not be needed in every use of a 
particular Mobility Header, as well as future extensions to the 
format of the messages. Such options are included in the Message 
Data field of the message itself, after the fixed portion of the 
message data specified in the message subsections of Section 6.1. 

The presence of such options wi I I be indicated by the Header Len of 
the Mobility Header. If included, the Binding Authorization Data 
option (Section 6.2.7) MUST be the last option and MUST NOT have 
trailing padding. Otherwise, options can be placed in any order. 
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6. 2. 1 Format 

Mobi lity options are encoded within the remaining space of the 
Message Data field of a mobility message, using a type- I ength-va I ue 
(TLV) format as f o I I ows : 

0 12 3 

01 2345678901 2345678901 2345678901 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| Option Type | Option Length | Option Data... 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

Option Type 

8-bit identifier of the type of mobility option. When processing 
a Mobi lity Header containing an option for which the Option Type 
value is not recognized by the receiver, the receiver MUST quietly 
ignore and skip over the option, correctly handling any remaining 
options in the message. 

Option Length 

8-bit unsigned integer, representing the length in octets of the 
mobility option, not including the Option Type and Option Length 
fields. 

Option Data 

A variable length field that contains data specific to the option. 

The fo I lowing subsections specify the Option types which are 
currently defined for use in the Mobi I ity Header. 

Implementations MUST silently ignore any mobility options that they 
do not understand. 

Mobility options may have alignment requirements. Following the 
convention in IPv6, these options are aligned in a packet so that 
multi-octet values within the Option Data field of each option fall 
on natural boundaries (i.e., fields of width n octets are placed at 
an integer multiple of n octets from the start of the header, for n = 
1, 2, 4, or 8) [11]. 

6. 2. 2 Pad1 

The Pad1 option does not have any alignment requirements. Its format 
is as fol lows: 



Johnson, Perkins, Arkko Expires December 29, 2003 



[Page 48] 



I nternet-Draf t 



Mobility Support in IPv6 



June 2003 



0 

0 1 2 3 4 5 6 7 

-i — i — i — i — i — i — i — i — h 

1 Type = 0 | 

H — I — I — I — I — I — I — I — h 

NOTE! the format of the Pad1 option is a special case - it has 
neither Option Length nor Option Data fields. 

The Pad1 option is used to insert one octet of padding in the 
Mobi I ity Options area of a Mobi I ity Header. If more than one octet 
of padding is required, the PadN option, described next, should be 
used rather than multiple Pad1 options. 

6. 2. 3 PadN 

The PadN option does not have any alignment requirements. Its format 
is as fol lows: 

0 1 
0123456789012345 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I 

| Type = 1 | Option Length | Option Data 

-i — | — | — | — | — | — | — | — | — | — | — | — i — | — | — | — | 

The PadN option is used to insert two or more octets of padding in 
the Mobi I ity Options area of a mobi I ity message. For N octets of 
padding, the Option Length field contains the value N-2, and the 
Option Data consists of N-2 zero-valued octets. PadN Option data 
MUST be ignored by the receiver. 

6.2.4 Binding Refresh Advice 

The Binding Refresh Advice option has an a I ignment requirement of 2n. 
Its format is as follows: 

0 12 3 

01234567890123456789012345678901 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| Type = 2 | Length = 2 | 

H — I — I — I — I — I — I — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — 1 — I — I — I — I — I — I — I — I — I — h 

| Refresh Interval | 

h — i — i — i — i — i— i — i — i — i — I — i — i — i — i — i — h 

The Binding Refresh Advice option is only valid in the Binding 
Acknowledgement, and only on Binding Acknowledgements sent from the 
mobi le node's home agent in reply to a home registration. The 
Refresh Interval is measured in units of four seconds, and indicates 
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how long before the mobi le node SHOULD send a new home registration 
to the home agent. The Refresh Interval MUST be set to indicate a 
smal ler time interval than the Lifetime value of the Binding 
Acknow I edgement. 

6. 2.5 Alternate Care-of Address 

The Alternate Care-of Address option has an alignment requirement of 
8n+6. Its format is as follows: 

0 12 3 

01 2345678901 2345678901 2345678901 

H — I— I — I — I — I — I — I — I — I — I — I — I — I — I — I — (- 

| Type = 3 | Length =16 | 
l i i — i i i i i i i — i i i i i i — i — i — i — i — i — i — i — i i i i i i i — i — I — h 

i i 

+ + 

i i 

+ Alternate Care-of Address + 

i i 

+ + 

i i 

i i i — i i i i i i i — i i i i i i i — i i i i i i — i— i — i — i — i — i — i — i — i — i 

Normally, a Binding Update specifies the desired care-of address in 
the Source Address field of the IPv6 header. However, this is not 
possible in some cases, such as when the mobi le node wishes to 
indicate a care-of address which it cannot use as a topological ly 
correct source address (Section 6.1.7 and Section 11.7.2) or when the 
used security mechanism does not protect the IPv6 header (Section 
11.7. 1). 

The Alternate Care-of Address option is provided for these 
situations. This option is valid only in Binding Update. The 
Alternate Care-of Address field contains an address to use as the 
care-of address for the binding, rather than using the Source Address 
of the packet as the care-of address. 

6. 2. 6 Nonce Indices 

The Nonce Indices option has an alignment requirement of 2n. Its 
format is as f o 1 1 ows : 
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0 12 3 

01 2345678901 2345678901 2345678901 





H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — H 

I Type = 4 ] 


H — 1 — 1 — 1 — 1 — 1 — h 

Length = 4 | 


H — 1 — 1 — 1 — I — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 

| Home Nonce Index 

H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — 


1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — H 

| Care-of Nonce 
i — i — i — i — i — i — i — i — i — i — \— 


— i — i — i — i — i — i — \- 
1 ndex I 

H — 1 — I — 1 — I — I — h 



The Nonce Indices option is valid only in the Binding Update message 
sent to a correspondent node, and only when present together with a 
Binding Authorization Data option. When the correspondent node 
authorizes the Binding Update, it needs to produce home and care-of 
keygen tokens from its stored random nonce values. 

The Home Nonce Index field tel Is the correspondent node which nonce 
value to use when producing the home keygen token. 

The Care-of Nonce Index field is ignored in requests to delete a 
binding. Otherwise, it tells the correspondent node which nonce 
value to use when producing the care-of keygen token. 

6. 2. 7 B i nd i ng Author i zat i on Data 

The Binding Authorization Data option does not have alignment 
requirements as such. However, since this option must be the last 
mobility option, an implicit alignment requirement is 8n + 2. The 
format of th i s opt i on is as f o I I ows : 
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I Type = 5 | Option Length 
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Authenticator 



+ 

i 

+ 

i 
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The Binding Authorization Data option is valid in the Binding Update 
and Binding Acknowledgement. 

The Option Length field contains the length of the authenticator in 
octets. 



The Authenticator field contains a cryptographic value which can be 
used to determine that the message in question comes from the right 
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authority. Rules for calculating this value depend on the used 
authorization procedure. 

For the return routability procedure, this option can appear in the 
Binding Update and Binding Acknowledgements. Rules for calculating 
the Authent i cator value are the following: 

Mobility Data = care-of address | correspondent | MH Data 
Authent i cator = First (96, HMAC.SHA1 (Kbm, Mob i I i ty Data) ) 

Where | denotes concatenation and "correspondent" is the IPv6 address 
of the correspondent node. Note that, if the message is sent to a 
destination which is itself mobile, the "correspondent" address may 
not be the address found in the Destination Address field of the IPv6 
header; instead the home address from the type 2 Routing header 
should be used. 

"MH Data" is the content of the Mobi lity Header, excluding the 
Authent i cator field itself. The Authent i cator value is calculated as 
if the Checksum field in the Mobi I ity Header was zero. The Checksum 
in the transmitted packet is still calculated in the usual manner, 
with the calculated Authent i cator being a part of the packet 
protected by the Checksum. Kbm is the binding management key, which 
is typically created using nonces provided by the correspondent node 
(see Section 9.4). Note that while the contents of a potential Home 
Address destination option are not covered in this formula, the rules 
for the calculation of the Kbm do take the home address in account. 
This ensures that the MAC wi I I be different for different home 
addresses. 

The first 96 bits from the MAC result are used as the Authent i cator 
field. 

6. 3 Home Address Opt i on 

The Home Address option is carried by the Destination Option 
extension header (Next Header value = 60). It is used in a packet 
sent by a mobi le node whi le away from home, to inform the recipient 
of the mob i I e node' s home address. 

The Home Address option is encoded in type- I ength-va I ue (TLV) format 
as f o 1 1 ows : 
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0 1 2 3 
01234567890123456789012345678901 
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1 I 

+ + 

I I 

+ Home Address + 
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+ + 

i i 
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Option Type 

201 = 0xC9 
Option Length 

8-bit unsigned integer. Length of the option, in octets, 
excluding the Option Type and Option Length fields. This field 
MUST be set to 16. 

Home Address 

The home address of the mobi le node sending the packet. This 
address MUST be a unicast routable address. 

The alignment requirement [11] for the Home Address option is 8n+6. 

The three highest-order bits of the Option Type field are encoded to 
indicate specific processing of the option [11]; for the Home Address 
option, these three bits are set to 110. This indicates the 
f o 1 1 ow i ng process i ng requ i rements : 

o Any IPv6 node that does not recognize the Option Type must discard 
the packet, and if the packet's Destination Address was not a 
multicast address, return an I CMP Parameter Problem, Code 2, 
message to the packet's Source Address. The Pointer field in the 
I CMP message SHOULD point at the Option Type field. Otherwise, 
for multicast addresses, the I CMP message MUST NOT be sent. 

o The data within the option cannot change en-route to the packet's 
final destination. 

The Home Address option MUST be placed as fol lows: 
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o After the routing header, if that header is present 

o Before the Fragment Header, if that header is present 

o Before the AH Header or ESP Header, if either one of those headers 
is present 

For each IPv6 packet header, the Home Address Option MUST NOT appear 
more than once. However, an encapsulated packet [15] MAY contain a 
separate Home Address option associated with each encapsulating IP 
header. 

The inclusion of a Home Address destination option in a packet 
affects the receiving node's processing of only this single packet. 
No state is created or modified in the receiving node as a result of 
receiving a Home Address option in a packet. In particular, the 
presence of a Home Address option in a received packet MUST NOT alter 
the contents of the receiver's Binding Cache and MUST NOT cause any 
changes in the routing of subsequent packets sent by this receiving 
node. 

6. 4 Type 2 Rout i ng Header 

Mobile IPv6 defines a new routing header variant, the type 2 routing 
header, to a I low the packet to be routed directly from a 
correspondent to the mob i I e node* s care-of address. The mob i I e 
node's care-of address is inserted into the IPv6 Destination Address 
field. Once the packet arrives at the care-of address, the mobile 
node retrieves its home address from the routing header, and this is 
used as the final destination address for the packet. 

The new routing header uses a different type than defined for 
"regular" IPv6 source routing, enabling firewalls to apply different 
rules to source routed packets than to Mobile IPv6. This routing 
header type (type 2) is restricted to carry only one IPv6 address. 
All IPv6 nodes which process this routing header MUST verify that the 
address contained within is the node's own home address in order to 
prevent packets from being forwarded outside the node. The IP 
address contained in the routing header, since it is the mobile 
node's home address, MUST be a unicast routable address. 
Furthermore, i f the scope of the home address i s sma 1 1 er than the 
scope of the care-of address, the mobi le node MUST discard the packet 
(see Section 4. 6). 

6. 4. 1 Format 

The type 2 routing header has the fo I lowing format: 
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I I 

+ + 

I I 

+ Home Address + 




Next Header 

8-bit selector. Identifies the type of header immediately 
following the routing header. Uses the same values as the IPv6 
Next Header field [11]. 

Hdr Ext Len 

2 (8-b i t uns i gned i nteger) ; I ength of the rout i ng header i n 
8-octet units, not including the first 8 octets 

Routing Type 

2 (8-bit unsigned integer). 
Segments Left 

1 (8-bit unsigned integer). 
Reserved 

32-bit reserved field. The value MUST be initialized to zero by 
the sender, and MUST be ignored by the receiver. 

Home Address 

The Home Address of the destination Mobi le Node. 

For a type 2 routing header, the Hdr Ext Len MUST be 2. The Segments 
Left value describes the number of route segments remaining; i.e., 
number of exp I i c i 1 1 y t i sted i ntermed i ate nodes st i I I to be v i s i ted 
before reaching the final destination. Segments Left MUST be 1. The 
ordering rules for extension headers in an IPv6 packet are described 
in Section 4. 1 of RFC 2460 [11]. The type 2 routing header defined 
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for Mobi le IPv6 fol lows the same ordering as other routing headers. 
If both a type 0 and a type 2 routing header are present, the type 2 
routing header should fol low the other routing header. A packet 
containing such nested encapsulation should be created as if the 
inner (type 2) routing header was constructed first and then treated 
as an original packet by the outer (type 0) routing header 
construction process. 

In addition, the general procedures defined by IPv6 for routing 
headers suggest that a rece i ved rout i ng header MAY be automat i ca I I y 
"reversed" to construct a routing header for use in any response 
packets sent by upper- layer protocols, if the received packet is 
authenticated [6]. This MUST NOT be done automatical ly for type 2 
routing headers. 

6.5 I CMP Home Agent Address Discovery Request Message 

The I CMP Home Agent Address Discovery Request message is used by a 
mobile node to initiate the dynamic home agent address discovery 
mechanism, as described in Section 11.4.1. The mobile node sends the 
Home Agent Address D i scovery Request message to the Mob i I e I Pv6 
Home-Agents anycast address [16] for its own home subnet prefix. 
(Note that the currently defined anycast addresses may not work with 
all prefix lengths other than those defined in RFC 2373 [3, 35].) 

0 12 3 

01234567890123456789012345678901 
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Reserved | 
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Type 

150 <To Be Assigned by IANA> 
Code 
0 

Checksum 

The I CMP checksum [14]. 
I dent i f i er 

An identifier to aid in matching Home Agent Address Discovery 
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Reply messages to this Home Agent Address Discovery Request 
message. 

Reserved 

Th i s field is unused. 1 1 MUST be i n i t i a I i zed to zero by the 
sender and MUST be ignored by the receiver. 

The Source Address of the Home Agent Address Discovery Request 
message packet is typical ly one of the mobi le node's current care-of 
addresses. At the time of performing this dynamic home agent address 
discovery procedure, it is likely that the mobile node is not 
registered with any home agent. Therefore, neither the nature of the 
address nor the identity of the mobi le node can be establ ished at 
this time. The home agent MUST then return the Home Agent Address 
Discovery Reply message directly to the Source Address chosen by the 
mob i I e node. 

6.6 I CMP Home Agent Address Discovery Reply Message 

The I CMP Home Agent Address Discovery Reply message is used by a home 
agent to respond to a mobi le node that uses the dynamic home agent 
address discovery mechanism, as described in Section 10.5. 



0 

0 12 3 4 


1 2 3 
567890123456789012345678901 


H — 1 — 1 — 1 — 1 — 1 

1 Type 


i i i i i — i i i i i i — i i i i i i — i — i — i — i — i — i — i i i i i 
I Code | Checksum | 


| Identifier | Reserved | 


i 

+ 


i 

+ 

Home Agent Addresses 


+ 

i 


+ 

i 



Type 

151 <To Be Assigned by IANA> 
Code 
0 
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Checksum 

The I CMP checksum [14]. 
Identifier 

The identifier from the invoking Home Agent Address Discovery 
Request message. 

Reserved 

This field is unused. It MUST be initialized to zero by the 
sender and MUST be ignored by the receiver. 

Home Agent Addresses 

A I i st of addresses of home agents on the home I i nk for the mob i I e 
node. The number of addresses present in the list is indicated by 
the remaining length of the IPv6 packet carrying the Home Agent 
Address Discovery Reply message. 

6.7 ICMP Mobile Prefix Solicitation Message Format 

The ICMP Mobile Prefix Solicitation Message is sent by a mobile node 
to its home agent whi le it is away from home. The purpose of the 
message is to solicit a Mobi le Prefix Advertisement from the home 
agent, which wi 1 1 a I low the mobi le node to gather prefix information 
about its home network. This information can be used to configure 
and update home address (es) according to changes in prefix 
information supplied by the home agent. 
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Reserved | 


Fields: 



Source Address 

The mobi le node's care-of address. 
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Destination Address 

The address of the mobi le node' s home agent. This home agent must 
be on the I ink which the mobi le node wishes to learn prefix 
information about. 

Hop Limit 

Set to an initial hop limit value, similarly to any other unicast 
packet sent by the mobi le node. 

Destination Option: 

A Home Address destination option MUST be included. 
ESP header: 

IPsec headers MUST be supported and SHOULD be used as described in 
Section 5. 4. 

ICMP Fields: 

Type 

152 <To Be Assigned by IANA> 
Code 
0 

Checksum 

The ICMP checksum [14]. 
Identifier 

An identifier to aid in matching a future Mobi le Prefix 
Advertisement to this Mobile Prefix Solicitation. 

Reserved 

This field is unused. It MUST be initialized to zero by the 
sender and MUST be ignored by the receiver. 
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The Mobile Prefix Solicitation messages may have options. These 
options MUST use the option format defined in RFC 2461 [12]. This 
document does not define any option types for the Mobile Prefix 
Solicitation message, but future documents may define new options. 
Home agents MUST silently ignore any options they do not recognize 
and continue processing the message. 

6.8 I CMP Mobile Prefix Advertisement Message Format 

A home agent wi I I send a Mobi le Prefix Advertisement to a mobi le node 
to distribute prefix information about the home I ink whi le the mobi le 
node is travel ing away from the home network. This wi 1 1 occur in 
response to a Mobi le Prefix Solicitation with an Advertisement, or by 
an unsolicited Advertisement sent according to the rules in Section 
10. 6. 
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Reserved | 
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IP Fields: 
Source Address 

The home agent's address as the mobi le node would expect to see it 
(i.e., same network pref i x) . 

Destination Address 

If this message is a response to a Mobile Prefix Solicitation, 
this field contains the Source Address field from that packet. 
For unsolicited messages, the mobi le node's care-of address SHOULD 
be used. Note that unso I i c i ted messages can on I y be sent i f the 
mobile node is currently registered with the home agent. 

Routing header: 



A type 2 routing header MUST be included. 
ESP header : 
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IPsec headers MUST be supported and SHOULD be used as described in 
Sect i on 5. 4. 

ICMP Fields: 

Type 

153 <To Be Assigned by IANA> 
Code 
0 

Checksum 

The ICMP checksum [14]. 
I dent i f i er 

An identifier to aid in matching this Mobile Prefix Advertisement 
to a previous Mobile Prefix Solicitation. 



1-bit Managed Address Configuration flag. When set, hosts use the 
administered (stateful) protocol for address autoconf igurat ion in 
addition to any addresses autoconf igured using stateless address 
autoconf igurat ion. The use of this flag is described in [12, 13]. 



1-bit Other Stateful Configuration flag. When set, hosts use the 
administered (stateful) protocol for autoconf i gurat i on of other 
(non-address) information. The use of this flag is described in 
[12, 13]. 

Reserved 

This field is unused. It MUST be initialized to zero by the 
sender and MUST be ignored by the receiver. 

The Mobile Prefix Advertisement messages may have options. These 
options MUST use the option format defined in RFC 2461 [12]. This 
document defines one option which may be carried in a Mobi le Prefix 
Advertisement message, but future documents may define new options. 
Mobi le nodes MUST si lently ignore any options they do not recognize 
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and continue processing the message. 

Prefix Information 

Each message contains one or more Prefix Information options. 
Each option carries the prefix(es) that the mobile node should use 
to configure its home address (es). Section 10.6 describes which 
pref i xes shou I d be advert i sed to the mob i I e node. 

The Prefix Information option is defined in Section 4.6.2 of RFC 
2461 [12], with modifications defined in Section 7.2 of this 
specification. The home agent MUST use this modified Prefix 
Information option to send home network prefixes as defined in 
Section 10. 6. 1. 

If the Advertisement is sent in response to a Mobi le Prefix 
Solicitation, the home agent MUST copy the Identifier value from that 
message into the Identifier field of the Advertisement. 

The home agent MUST NOT send more than one Mobi le Prefix 
Advert i sement message per second to any mob i I e node. 

The M and 0 bits MUST be cleared if the Home Agent DHCFV6 support is 
not provided. If such support is provided then they are set in 
concert with the home network's administrative settings. 



Johnson, Perkins, Arkko Expires December 29, 2003 



[Page 62] 



Internet-Draft 



Mobility Support in IPv6 



June 2003 



7. Modifications to IPv6 Neighbor Discovery 



7.1 Modified Router Advertisement Message Format 



Mobi le IPv6 modifies the format of the Router Advertisement message 
[12] by the addition of a single flag bit to indicate that the router 
sending the Advertisement message is serving as a home agent on this 
I i nk. The format of the Router Advert i sement message is as f o I I ows : 
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Opt i ons 



H — H 



This format represents the fo I lowing changes over that original ly 
specified for Neighbor Discovery [12]: 

Home Agent (H) 

The Home Agent (H) bit is set in a Router Advertisement to 
indicate that the router sending this Router Advertisement is also 
functioning as a Mobi le IPv6 home agent on this link. 

Reserved 



Reduced from a 6-bit field to a 5-bit field to account for the 
addition of the above bit. 



7.2 Modified Prefix Information Option Format 

Mob i I e I Pv6 requ i res know I edge of a router' s g I oba I address i n 

bui Iding a Home Agents List as part of the dynamic home agent address 

discovery mechanism. 

However, Neighbor Discovery [12] only advertises a router's 

I ink- 1 oca I address, by requiring this address to be used as the IP 

Source Address of each Router Advertisement. 
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Mobile IPv6 extends Neighbor Discovery to allow a router to advertise 
its global address, by the addition of a single flag bit in the 
format of a Prefix Information option for use in Router Advertisement 
messages. The format of the Prefix Information option is as follows: 
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Prefix 
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This format represents the following changes over that originally 
specified for Neighbor Discovery [12]: 



Router Address (R) 

1-bit router address flag. When set, indicates that the Prefix 
field contains a complete IP address assigned to the sending 
router. The indicated prefix is the first Prefix Length bits of 
the Prefix field. The router IP address has the same scope and 
conforms to the same lifetime values as the advertised prefix. 
This use of the Prefix field is compatible with its use in 
advertising the prefix itself, since Prefix Advert i sement uses 
only the leading bits. Interpretation of this flag bit is thus 
independent of the processing required for the On-Link (L) and 
Autonomous Address-Configuration (A) flag bits. 



Reserved 1 



Reduced from a 6-bit field to a 5-bit field to account for the 
addition of the above bit. 

I n a Router Advert i sement, a home agent MUST, and a I I other routers 
MAY, include at least one Prefix Information option with the Router 
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Address (R) bit set. Neighbor Discovery specifies that, if including 
all options in a Router Advertisement causes the size of the 
Advertisement to exceed the link MTU, multiple Advertisements can be 
sent, each containing a subset of the options [12]. Also, when 
sending unsolicited multicast Router Advertisements more frequently 
than the limit specified in RFC 2461 [12], the sending router need 
not i nc I ude a 1 1 opt i ons i n each of these Advert i sements. However, i n 
both of these cases the router SHOULD include at least one Prefix 
Information option with the Router Address (R) bit set in each such 
advertisement, if this bit is set in some advertisement sent by the 
router. 

In addition, the following requirement can assist mobile nodes in 
movement detection. Barring changes in the prefixes for the link, 
routers that send multiple Router Advertisements with the Router 
Address (R) bit set in some of the included Prefix Information 
options SHOULD provide at least one option and router address which 
stays the same in all of the Advertisements. 

7.3 New Advertisement Interval Option Format 

Mobile IPv6 defines a new Advertisement Interval option, used in 
Router Advertisement messages to advertise the interval at which the 
sending router sends unsolicited multicast Router Advertisements. 
The format of the Advertisement Interval option is as follows: 
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H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — H — I — I — I — I — I — I — I — I — I — I — I — I — I — H 

1 Type | Length | Reserved | 
i i i i i i i i — i i i i i i i i i i i i — i — i i i i — i — i — i — i i i i i 
I Advertisement Interval | 

H — I — I — I — I — I — I — I — i — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — 1 — I — h 

Type 
7 

Length 

8-bit unsigned integer. The length of the option (including the 
type and length fields) in units of 8 octets. The value of this 
field MUST be 1. 

Reserved 

This field is unused. It MUST be initialized to zero by the 
sender and MUST be ignored by the receiver. 



Johnson, Perkins, Arkko Expires December 29, 2003 



[Page 65] 



Internet-Draft 



Mobility Support in IPv6 



June 2003 



Advertisement Interval 

32-bit unsigned integer. The maximum time, in mi 1 1 i seconds, 
between success i ve unso I i c i ted router Router Advert i sement 
messages sent by this router on this network interface. Using the 
conceptual router configuration variables defined by Neighbor 
Discovery [12], this field MUST be equal to the value 
MaxRtrAdv I nterva I , expressed in mi 1 1 i seconds. 

Routers MAY include this option in their Router Advertisements. A 
mobile node receiving a Router Advertisement containing this option 
SHOULD ut i I i ze the spec i f i ed Advert i sement I nterva I for that router 
in its movement detection algorithm, as described in Section 11.5.1. 

This option MUST be silently ignored for other Neighbor Discovery 
messages. 

7.4 New Home Agent Information Option Format 

Mobi le IPv6 defines a new Home Agent Information option, used in 
Router Advertisements sent by a home agent to advertise information 
specific to this router's functionality as a home agent. The format 
of the Home Agent Information option is as follows: 

0 12 3 

01234567890123456789012345678901 



t — i — i — i — i — i — i — i — i — i — i — i — i — r f- - i — r 

! Type | Length | 


— i — i — i — r— i — r— i— i— i— i — i — i—i — i — r — t- 

Reserved | 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — f- 

| Home Agent Preference | 


— i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — k 
Home Agent Lifetime 1 



Type 
8 

Length 

8-bit unsigned integer. The length of the option (including the 
type and length fields) in units of 8 octets. The value of this 
field MUST be 1. 

Reserved 

This field is unused. It MUST be initialized to zero by the 
sender and MUST be ignored by the receiver. 



Johnson, Perk i ns, Arkko 



Expires December 29, 2003 



[Page 66] 



I nternet-Draf t 



Mobility Support in IPv6 



June 2003 



Home Agent Preference 

16-bit unsigned integer. The preference for the home agent 
sending this Router Advertisement, for use in ordering the 
addresses returned to a mobi le node in the Home Agent Addresses 
field of a Home Agent Address Discovery Reply message. Higher 
values mean more preferable. If this option is not included in a 
Router Advertisement in which the Home Agent (H) bit is set, the 
preference value for this home agent MUST be considered to be 0. 
Greater values indicate a more preferable home agent than lower 
va I ues. 

The manual configuration of the Home Agent Preference value is 
described in Section 8.4. In addition, the sending home agent MAY 
dynamical ly set the Home Agent Preference value, for example 
basing it on the number of mobile nodes it is currently serving or 
on its remaining resources for serving additional mobile nodes; 
such dynamic settings are beyond the scope of this document. Any 
such dynamic setting of the Home Agent Preference, however, MUST 
set the preference appropriately, relative to the default Home 
Agent Preference va I ue of 0 that may be i n use by some home agents 
on this link (i.e., a home agent not including a Home Agent 
Information option in its Router Advertisements will be considered 
to have a Home Agent Preference value of 0). 

Home Agent Lifetime 

16-bit unsigned integer. The lifetime associated with the home 
agent in units of seconds. The default value is the same as the 
Router Lifetime, as specified in the main body of the Router 
Advertisement. The maximum value corresponds to 18.2 hours. A 
value of 0 MUST NOT be used. The Home Agent Lifetime applies only 
to this router's usefulness as a home agent; it does not apply to 
information contained in other message fields or options. 

Home agents MAY include this option in their Router Advertisements. 
This option MUST NOT be included in a Router Advertisement in which 
the Home Agent (H) bit (see Section 7.1) is not set. If this option 
is not included in a Router Advertisement in which the Home Agent (H) 
bit is set, the lifetime for this home agent MUST be considered to be 
the same as the Router Lifetime in the Router Advertisement. If 
multiple Advertisements are being sent instead of a single larger 
unsolicited multicast Advertisement, all of the multiple 
Advertisements with the Router Address (R) bit set MUST include this 
option with the same contents, otherwise this option MUST be omitted 
from all Advertisements. 

This option MUST be silently ignored for other Neighbor Discovery 
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messages. 

If both the Home Agent Preference and Home Agent Lifetime are set to 
their default values specified above, this option SHOULD NOT be 
included in the Router Advertisement messages sent by this home 
agent. 

7.5 Changes to Sending Router Advertisements 

The Neighbor Discovery protocol specification [12] limits routers to 
a minimum interval of 3 seconds between sending unsolicited multicast 
Router Advertisement messages from any given network interface 
(limited by M i nRtrAdv I nterva I and MaxRtrAdv Interval) , stating that: 

"Routers generate Router Advertisements frequently enough that 
hosts wi 1 1 learn of their presence within a few minutes, but not 
frequently enough to rely on an absence of advertisements to 
detect router failure; a separate Neighbor Unreachabi I ity 
Detection algorithm provides failure detection/' 

This limitation, however, is not suitable to providing timely 
movement detection for mobi le nodes. Mobi le nodes detect their own 
movement by I earn i ng the presence of new routers as the mob i I e node 
moves into wireless transmission range of them (or physically 
connects to a new wired network), and by learning that previous 
routers are no longer reachable. Mobile nodes MUST be able to 
qu i ck I y detect when they move to a I i nk served by a new router, so 
that they can acquire a new care-of address and send Binding Updates 
to register this care-of address with their home agent and to notify 
correspondent nodes as needed. 

One method which can provide for faster movement detection, is to 
increase the rate at which unsolicited Router Advertisements are 
sent. Mobile IPv6 relaxes this limit such that routers MAY send 
unsolicited multicast Router Advertisements more frequently. This 
method can be appl ied where the router is expecting to provide 
service to visiting mobile nodes (e.g., wireless network interfaces), 
or on wh i ch it is serv i ng as a home agent to one or more mob i I e nodes 
(who may return home and need to hear its Advertisements). 

Routers supporting mobi I ity SHOULD be able to be configured with a 
smaller Mi nRtrAdv I nterva I value and MaxRtrAdv I nterva I value to allow 
send i ng of unso I i c i ted mu 1 1 i cast Router Advert i sements more often. 
The minimum al lowed values are: 

o Mi nRtrAdv I nterva I 0.03 seconds 

o MaxRtrAdv I nterva I 0. 07 seconds 
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In the case where the minimum intervals and delays are used, the mean 
time between unsolicited multicast router advertisements is 50ms. 
Use of these modified limits MUST be configurable (see also the 
configuration variable MinDelayBetweenRas in Section 13 which may 
also have to be modified accordingly). Systems where these values 
are avai I able MUST NOT default to them, and SHOULD default to values 
specified in RFC 2461. Knowledge of the type of network interface 
and operating environment SHOULD be taken into account in configuring 
these limits for each network interface. This is important with some 
wireless links, where increasing the frequency of multicast beacons 
can cause considerable overhead. Routers SHOULD adhere to the 
intervals specified in RFC 2461 [12], if this overhead is likely to 
cause service degradation. 

Additionally, the possible low values of MaxRtrAdv I nterva I may cause 
some problems with movement detection in some mobi le nodes. To 
ensure that this is not a problem, Routers SHOULD add 20ms to any 
Advertisement Intervals sent in RAs, which are below 200 ms, in order 
to account for scheduling granularities on both the MN and the 
Router. 

Note that multicast Router Advertisements are not always required in 
certain wireless networks that have limited bandwidth. Mobility 
detection or link changes in such networks may be done at lower 
layers. Router advertisements in such networks SHOULD be sent only 
when solicited. In such networks it SHOULD be possible to disable 
unsolicited multicast Router Advertisements on specific interfaces. 
The MinRtrAdvlnterval and MaxRtrAdv I nterva I in such a case can be set 
to some high values. 

Home agents MUST include the Source Link-Layer Address option in all 
Router Advertisements they send. This simplifies the process of 
returning home, as discussed in Section 11.5.4. 

Note that according to RFC 2461 [12], AdvDef au I tL i f et i me is by 
default based on the value of MaxRtrAdv I nterva I . AdvDef au I tL i fet ime 
is used in the Router Lifetime field of Router Advertisements. Given 
that this field is expressed in seconds, a small MaxRtrAdv I nterva I 
value can result in a zero value for this field. To prevent this, 
routers SHOULD keep AdvDef au I tLifetime in at least one second, even 
if the use of MaxRtrAdv I nterva I would result in a smal ler value. 
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8. Requirements for Types of IPv6 Nodes 

Mobile IPv6 places some special requirements on the functions 
provided by different types of IPv6 nodes. This section surrmarizes 
those requirements, identifying the functionality each requirement is 
intended to support. 

The requirements are set for the fo I lowing groups of nodes: 
o A I I I Pv6 nodes. 

o All IPv6 nodes with support for route optimization. 

o All IPv6 routers. 

o Ail Mobile IPv6 home agents. 

o All Mobile IPv6 mobile nodes. 

It is outside the scope of this specification to specify which of 
these groups are mandatory in IPv6. We only describe what is 
mandatory for a node that supports, for instance, route optimization. 
Other specifications are expected to define the extent of IPv6. 

8. 1 Al I IPv6 Nodes 

Any IPv6 node may at any time be a correspondent node of a mobi le 
node, either sending a packet to a mobi le node or receiving a packet 
from a mobi le node. There are no Mobi le IPv6 specific MUST 
requirements for such nodes, and basic IPv6 techniques are 
sufficient. If a mobile node attempts to set up route optimization 
with a node with only basic IPv6 support, an ICMP error will signal 
that the node does not support such optimizations (Section 11.3.5), 
and communications wi i I flow through the home agent . 

An IPv6 node MUST NOT support the Home Address destination option, 
type 2 routing header, or the Mobi I ity Header unless it ful ly 
supports the requirements listed in the next sections for either 
route optimization, mobile node, or home agent functionality. 

8.2 IPv6 Nodes with Support for Route Optimization 

Nodes that implement route optimization are a subset of all IPv6 
nodes on the I nternet. The ab i I i ty of a correspondent node to 
participate in route optimization is essential for the efficient 
operation of the IPv6 Internet, for the fol lowing reasons: 

o Avoidance of congestion in the home network, and enabling the use 
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of lower-performance home agent equipment even for supporting 
thousands of mob i I e nodes. 

o Reduced network load across the entire Internet, as mobile devices 
begin to predominate. 

o Reduction of jitter and latency for the communications. 

o Greater likelihood of success for QoS signaling as tunneling is 
avoided and, again, fewer sources of congestion. 

o Improved robustness against network partitions, congestion, and 
other problems, since fewer routing path segments are traversed. 

These effects combine to enable much better performance and 
robustness for communications between mobi le nodes and IPv6 
correspondent nodes. Route optimization introduces a small amount of 
additional state for the peers, some additional messaging, and up to 
1 . 5 roundtr i p de I ays before i t can be turned on. However, it is 
be I i eved that the benef i ts far outwe i gh the costs i n most cases. 
Section 11.3. 1 discusses how mobi le nodes may avoid route 
optimization for some of the remaining cases, such as very short-term 
cocnnuni cat ions. 

The following requirements apply to a I I correspondent nodes that 
support route optimization: 

o The node MUST be ab I e va I i date a Home Address opt i on us i ng an 
existing Binding Cache entry, as described in Section 9.3.1. 

o The node MUST be able to insert a type 2 routing header into 
packets to be sent to a mob i I e node, as descr i bed i n Sect i on 
9. 3. 2. 

o Un I ess the correspondent node is a I so act i ng as a mob i I e node, i t 
MUST ignore type 2 routing headers and silently discard all 
packets that it has received with such headers. 

o The node SHOULD be able to interpret I CMP messages as described in 
Section 9.3.4. 

o The node MUST be able to send Binding Error messages as described 
in Section 9.3.3. 

o The node MUST be able to process Mobility Headers as described in 
Section 9. 2. 

o The node MUST be able to participate in a return routabi I ity 
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procedure (Sect i on 9. 4) . 

o The node MUST be able to process Binding Update messages (Section 
9. 5). 

o The node MUST be able to return a Binding Acknowledgement (Section 
9.5.4). 

o The node MUST be able to maintain a Binding Cache of the bindings 
received in accepted Binding Updates, as described in Section 9.1 
and Section 9. 6. 

o The node SHOULD allow route optimization to be administratively 
enabled or disabled. The default SHOULD be enabled. 



8. 3 A I I IPv6 Routers 

A 1 1 IPv6 routers, even those not serving as a home agent for Mobi le 
IPv6, have an effect on how we I I mobi le nodes can cornnun i cate : 

o Every IPv6 router SHOULD be able to send an Advertisement Interval 
option (Section 7.3) in each of its Router Advertisements [12], to 
aid movement detection by mobile nodes (as in Section 11.5.1). 
The use of this option in Router Advertisements SHOULD be 
configurable. 

o Every IPv6 router SHOULD be able to support sending unsolicited 
multicast Router Advertisements at the faster rate described in 
Section 7.5. If the router supports a faster rate, the used rate 
MUST be configurable. 

o Each router SHOULD include at least one prefix with the Router 
Address (R) bit set and with its full IP address in its Router 
Advertisements (as described in Section 7.2). 

o Routers supporting f i Itering packets with routing headers SHOULD 
support different rules for type 0 and type 2 routing headers (see 
Section 6.4) so that filtering of source routed packets (type 0) 
will not necessarily limit Mobile IPv6 traffic which is delivered 
via type 2 routing headers. 



8. 4 IPv6 Home Agents 

In order for a mobi le node to operate correctly whi le away from home, 
at I east one I Pv6 router on the mob i I e node* s home I i nk must f unct i on 
as a home agent for the mobi le node. The fo I lowing additional 
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requirements apply to all IPv6 routers that serve as a home agent: 

o Every home agent MUST be able to maintain an entry in its Binding 
Cache for each mobi le node for which it is serving as the home 
agent (Section 10.1 and Section 10.3.1). 

o Every home agent MUST be able to intercept packets (using proxy 
Neighbor Discovery [12]) addressed to a mobile node for which it 
is currently serving as the home agent, on that mobi le node's home 
link, while the mobile node is away from home (Section 10.4.1). 

o Every home agent MUST be able to encapsulate [15] such intercepted 
packets in order to tunnel them to the primary care-of address for 
the mobile node indicated in its binding in the home agent's 
Binding Cache (Section 10.4.2). 

o Every home agent MUST support decapsu I at i ng [15] reverse tunneled 
packets sent to it from a mobi le node's home address. Every home 
agent MUST also check that the source address in the tunneled 
packets corresponds to the currently registered location of the 
mobile node (Section 10.4.5). 

o The node MUST be able to process Mobi I ity Headers as described in 
Section 10. 2. 

o Every home agent MUST be able to return a Binding Acknowledgement 
in response to a Binding Update (Section 10.3.1). 

o Every home agent MUST maintain a separate Home Agents List for 
each link on which it is serving as a home agent, as described in 
Section 10.1 and Section 10.5.1. 

o Every home agent MUST be able to accept packets addressed to the 
Mobile IPv6 Home-Agents anycast address [16] for the subnet on 
which it is serving as a home agent, and MUST be able to 
participate in dynamic home agent address discovery (Section 
10.5). 

o Every home agent SHOULD support a configuration mechanism to a I low 
a system administrator to manual ly set the value to be sent by 
this home agent in the Home Agent Preference field of the Home 
Agent Information Option in Router Advertisements that it sends 
(Section 7.4). 

o Every home agent SHOULD support sending I CMP Mobile Prefix 

Advertisements (Section 6.8), and SHOULD respond to Mobile Prefix 
Solicitations (Section 6.7). If supported, this behavior MUST be 
configurable, so that home agents can be configured to avoid 
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sending such Prefix Advertisements according to the needs of the 
network administration in the home domain. 

o Every home agent MUST support IPsec ESP for protection of packets 
belonging to the return routabi I ity procedure (Section 10.4.6). 

o Every home agent SHOULD support the multicast group membership 
control protocols as described in Section 10.4.3. If this support 
is provided, the home agent MUST be capable of using it to 
determine which multicast data packets to forward via the tunnel 
to the mobi le node. 

o Home agents MAY support stateful address autoconf iguration for 
mobile nodes as described in Section 10.4.4. 



8.5 IPv6 Mobi le Nodes 

Finally, the following requirements apply to all IPv6 nodes capable 
of f unct i on i ng as mob i I e nodes : 

o The node MUST maintain a Binding Update List (Section 11.1). 

o The node MUST support sending packets containing a Home Address 
option (Section 11.3.1), and follow the required IPsec interaction 
(Section 11.3.2). 

o The node MUST be able to perform IPv6 encapsulation and 
decapsulation [15]. 

o The node MUST be able to process type 2 routing header as defined 
in Section 6.4 and Section 11.3.3. 

o The node MUST support receiving a Binding Error message (Section 
11.3. 6). 

o The node MUST support receiving I CMP errors (Section 11.3.5). 

o The node MUST support movement detection, care-of address 
formation, and returning home (Section 11.5). 

o The node MUST be able to process Mobility Headers as described in 
Section 11.2. 

o The node MUST support the return routabi I ity procedure (Section 
11.6). 

o The node MUST be able to send Binding Updates, as specified in 
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Section 11.7.1 and Section 11.7.2. 

o The node MUST be able to receive and process Binding 
Acknowledgements, as specified in Section 11.7.3. 

o The node MUST support receiving a Binding Refresh Request (Section 
6.1.2), by responding with a Binding Update. 

o The node MUST support receiving Mobile Prefix Advertisements 
(Section 11.4.3) and reconfiguring its home address based on the 
prefix information contained therein. 

o The node SHOULD support use of the dynamic home agent address 
discovery mechanism, as described in Section 11.4.1. 

o The node MUST allow route optimization to be administratively 
enabled or disabled. The default SHOULD be enabled. 

o The node MAY support the multicast address listener part of a 
multicast group membership protocol as described in Section 
11.3.4. If this support is provided, the mobi le node MUST be able 
to receive tunneled multicast packets from the home agent. 

o The node MAY support stateful address autoconf i gurat i on mechanisms 
such as DHCPv6 [29] on the interface represented by the tunnel to 
the home agent. 
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9. Correspondent Node Operation 

9. 1 Conceptua I Data Structures 

IPv6 nodes with route optimization support maintain a Binding Cache 
of bindings for other nodes. A separate Binding Cache SHOULD be 
maintained by each IPv6 node for each of its unicast routable 
addresses. The Binding Cache MAY be implemented in any manner 
consistent with the external behavior described in this document, for 
example by being combined with the node's Destination Cache as 
maintained by Neighbor Discovery [12]. When sending a packet, the 
Binding Cache is searched before the Neighbor Discovery conceptual 
Destination Cache [12]. 

Each Binding Cache entry conceptual ly contains the fol lowing fields: 

o The home address of the mobi le node for which this is the Binding 
Cache entry. This field is used as the key for searching the 
Binding Cache for the destination address of a packet being sent. 

o The care-of address for the mobi le node indicated by the home 
address field in this Binding Cache entry. 

o A lifetime value, indicating the remaining lifetime for this 
Binding Cache entry. The lifetime value is initialized from the 
Lifetime field in the Binding Update that created or last modified 
this Binding Cache entry. 

o A flag indicating whether or not this Binding Cache entry is a 
home registration entry (applicable only on nodes which support 
home agent f unct i ona I i ty) . 

o The maximum value of the Sequence Number field received in 
previous Binding Updates for this home address. The Sequence 
Number field is 16 bits long. Sequence Number values MUST be 
compared modulo 2**16 as explained in Section 9.5.1. 

o Usage information for this Binding Cache entry. This is needed to 
implement the cache replacement policy in use in the Binding 
Cache. Recent use of a cache entry also serves as an indication 
that a Binding Refresh Request should be sent when the I ifetime of 
this entry nears expiration. 

Binding Cache entries not marked as home registrations MAY be 
replaced at any time by any reasonable local cache replacement policy 
but SHOULD NOT be unnecessarily deleted. The Binding Cache for any 
one of a node's IPv6 addresses may contain at most one entry for each 
mobile node home address. The contents of a node's Binding Cache 
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MUST NOT be changed in response to a Home Address option in a 
received packet. 

9. 2 Process i ng Mob i I i ty Headers 

Mobi I ity Header processing MUST observe the fo I lowing rules: 

o The checksum must be verified as per Section 6.1. Otherwise, the 
node MUST si lently discard the message. 

o The MH Type field MUST have a known value (Section 6.1.1). 

Otherwise, the node MUST discard the message and issue a Binding 
Error message as described in Section 9.3.3, with Status field set 
to 2 (unrecognized MH Type value). 

o The Pay load Proto field MUST be IPPR0T0_N0NE (59 decimal). 

Otherwise, the node MUST discard the message and SHOULD send I CMP 
Parameter Problem, Code 0, directly to the Source Address of the 
packet as specified in RFC 2463 [14]. Thus no Binding Cache 
information is used in sending the I CMP message. The Pointer 
field in the I CMP message SHOULD point at the Pay load Proto field. 

o The Header Len field in the Mobility Header MUST NOT be less than 
the length specified for this particular type of message in 
Section 6. 1. Otherwise, the node MUST discard the message and 
SHOULD send I CMP Parameter Problem, Code 0, directly to the Source 
Address of the packet as specified in RFC 2463 [14]. (The Binding 
Cache information is again not used.) The Pointer field in the 
I CMP message SHOULD point at the Header Len field. 

Subsequent checks depend on the particular Mobility Header. 

9. 3 Packet Process i ng 

This section describes how the correspondent node sends packets to 
the mobile node, and receives packets from it. 

9.3.1 Receiving Packets with Home Address Option 

Packets containing a Home Address option MUST be dropped if the given 
home address is not a unicast routable address. 

Mobile nodes can include a Home Address destination option in a 
packet if they believe the correspondent node has a Binding Cache 
entry for the home address of a mob i I e node. Packets conta i n i ng a 
Home Address option MUST be dropped if there is no corresponding 
Binding Cache entry. A corresponding Binding Cache entry MUST have 
the same home address as appears in the Home Address destination 
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option, and the currently registered care-of address MUST be equal to 
the source address of the packet. These tests MUST NOT be done for 
packets that contain a Home Address option and a Binding Update. 

If the packet is dropped due the above tests, the correspondent node 
MUST send the Binding Error message as described in Section 9.3.3. 
The Status field in this message should be set to 1 (unknown binding 
for Home Address destination option). 

The correspondent node MUST process the option in a manner consistent 
with exchanging the Home Address field from the Home Address option 
into the IPv6 header and replacing the original value of the Source 
Address field there. After ail IPv6 options have been processed, it 
MUST be possible for upper layers to process the packet without the 
knowledge that it came originally from a care-of address or that a 
Home Address option was used. 

The use of IPsec Authentication Header (AH) for the Home Address 
option is not required, except that if the IPv6 header of a packet is 
covered by AH, then the authentication MUST also cover the Home 
Address option; this coverage is achieved automatically by the 
definition of the Option Type code for the Home Address option, since 
it indicates that the data within the option cannot change en-route 
to the packet's final destination, and thus the option is included in 
the AH computation. By requiring that any authentication of the IPv6 
header also cover the Home Address option, the security of the Source 
Address field in the IPv6 header is not compromised by the presence 
of a Home Address option. 

When attempting to verify AH authentication data in a packet that 
contains a Home Address option, the receiving node MUST calculate the 
AH authentication data as if the fo I lowing were true: The Home 
Address option contains the care-of address, and the source IPv6 
address field of the IPv6 header contains the home address. This 
conforms with the calculation specified in Section 11.3.2. 

9.3.2 Sending Packets to a Mobile Node 

Before sending any packet, the sending node SHOULD examine its 
Binding Cache for an entry for the destination address to which the 
packet is being sent. If the sending node has a Binding Cache entry 
for this address, the sending node SHOULD use a type 2 routing header 
to route the packet to this mobile node (the destination node) by way 
of its care-of address. However, the mobi le node MUST not do this in 
the fo I lowing cases: 

o When sending an IPv6 Neighbor Discovery [12] packet. 



Johnson, Perkins, Arkko Expires December 29, 2003 



[Page 78] 



I nternet-Draf t 



Mobility Support in IPv6 



June 2003 



o Where otherwise noted in Section 6.1. 

When calculating authentication data in a packet that contains a type 
2 routing header, the correspondent node MUST calculate the AH 
authentication data as if the following were true: The routing header 
contains the care-of address, the destination IPv6 address field of 
the IPv6 header contains the home address, and the Segments Left 
field is zero. The IPsec Security Policy Database lookup MUST based 
on the mobile node's home address. 

For instance, assuming there are no additional routing headers in 
th i s packet beyond those needed by Mob i I e I Pv6, the correspondent 
node cou I d set the f i e I ds in the packet' s I Pv6 header and rout i ng 
header as fol lows: 

o The Dest i nat i on Address i n the packet' s I Pv6 header i s set to the 
mobile node's home address (the original destination address to 
which the packet was being sent). 

o The routing header is initialized to contain a single route 

segment, containing the mobile node's care-of address copied from 
the Binding Cache entry. The Segments Left field is, however, 
temporari ly set to zero. 

The IP layer will insert the routing header before performing any 
necessary I Psec process i ng. Once all I Psec process i ng has been 
performed, the node swaps the IPv6 destination field with the Home 
Address field in the routing header, sets the Segments Left field to 
one, and sends the packet. This ensures the AH calculation is done 
on the packet in the form it wi 1 1 have on the receiver after 
advancing the routing header. 

Following the definition of a type 2 routing header in Section 6.4, 
this packet wi 1 1 be routed to the mobi le node's care-of address, 
where it wi I I be del ivered to the mobi le node (the mobi le node has 
associated the care-of address with its network interface). 

Note that fol lowing the above conceptual model in an implementation 
creates some additional requirements for path MTU discovery since the 
layer that decides the packet size (e.g., TCP and applications using 
UDP) needs to be aware of the size of the headers added by the IP 
layer on the sending node. 

If, instead, the sending node has no Binding Cache entry for the 
destination address to which the packet is being sent, the sending 
node simply sends the packet normally, with no routing header. If 
the destination node is not a mobi le node (or is a mobi le node that 
is currently at home), the packet will be delivered directly to this 
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node and processed normally by it. If, however, the destination node 
is a mobi le node that is currently away from home, the packet wi 1 1 be 
intercepted by the mobi le node's home agent and tunneled to the 
mobi le node's current primary care-of address. 

9.3.3 Sending Binding Error Messages 

Section 9.2 and Section 9.3.1 describe error conditions that lead to 
a need to send a Binding Error message. 

A Binding Error message is sent directly to the address that appeared 
in the IPv6 Source Address field of the offending packet. If the 
Source Address field does not contain a unicast address, the Binding 
Error message MUST NOT be sent. 

The Home Address field in the Binding Error message MUST be copied 
from the Home Address field in the Home Address destination option of 
the offending packet, or set to the unspecified address if no such 
option appeared in the packet. 

Note that the IPv6 Source Address and Home Address field values 
discussed above are the values from the wire, i.e., before any 
modifications possibly performed as specified in Section 9.3.1. 

Binding Error messages SHOULD be subject to rate limiting in the same 
manner as is done for ICMPv6 messages [14]. 

9.3.4 Receiving I CMP Error Messages 

When the correspondent node has a Binding Cache entry for a mobi le 
node, a 1 1 traffic destined to the mobi le node goes directly to the 
current care-of address of the mobi le node using a routing header. 
Any I CMP error message caused by packets on their way to the care-of 
address will be returned in the normal manner to the correspondent 
node. 

On the other hand, if the correspondent node has no Binding Cache 
entry for the mobi le node, the packet wi 1 1 be routed through the 
mobile node's home link. Any I CMP error message caused by the packet 
on its way to the mobi le node whi le in the tunnel, wi I I be 
transmitted to the mobi le node's home agent. By the definition of 
IPv6 encapsulation [15], the home agent MUST relay certain I CMP error 
messages back to the original sender of the packet, which in this 
case is the correspondent node. 

Thus, in all cases, any meaningful I CMP error messages caused by 
packets from a correspondent node to a mobi le node wi I I be returned 
to the correspondent node. If the correspondent node receives 
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persistent I CMP Destination Unreachable messages after sending 
packets to a mobi le node based on an entry in its Binding Cache, the 
correspondent node SHOULD delete this Binding Cache entry. Note that 
if the mobi le node continues to send packets with the Home Address 
destination option to this correspondent node, they wi I I be dropped 
due to the lack of a binding. For this reason it is important that 
only persistent I CMP messages lead to the deletion of the Binding 
Cache entry. 

9. 4 Return Routabi I ity Procedure 

This subsection specifies actions taken by a correspondent node 
during the return routabi I ity procedure. 

9. 4. 1 Rece i v i ng Home Test I n i t Messages 

Upon receiving a Home Test I nit message, the correspondent node 
verifies the following: 

o The packet MUST NOT include a Home Address destination option. 

Any packet carrying a Home Test I nit message which fai Is to satisfy 
all of these tests MUST be silently ignored. 

Otherwise, in preparation for sending the corresponding Home Test 
Message, the correspondent node checks that it has the necessary 
material to engage in a return routabi I ity procedure, as specified in 
Section 5.2. The correspondent node MUST have a secret Ken and a 
nonce. If it does not have this material yet, it MUST produce it 
before continuing with the return routabi I ity procedure. 

Section 9.4.3 specifies further processing. 

9.4.2 Receiving Care-of Test Init Messages 

Upon receiving a Care-of Test Init message, the correspondent node 
verifies the following: 

o The packet MUST NOT include a Home Address destination option. 

Any packet carrying a Care-of Test Init message which fai Is to 
sat i sf y a I I of these tests MUST be s i j ent I y i gnored. 

Otherwise, in preparation for sending the corresponding Care-of Test 
Message, the correspondent node checks that it has the necessary 
material to engage in a return routabi I ity procedure in the manner 
descr i bed i n Sect i on 9. 4. 1 . 
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Section 9.4.4 specifies further processing. 

9.4.3 Sending Home Test Messages 

The correspondent node creates a home keygen token and uses the 
current nonce index as the Home Nonce Index. It then creates a Home 
Test message (Section 6. 1.5) and sends it to the mobi le node at the 
I atter' s home address. 

9. 4. 4 Send i ng Care-of Test Messages 

The correspondent node creates a care-of nonce and uses the current 
nonce index as the Care-of Nonce Index. It then creates a Care-of 
Test message (Section 6. 1.6) and sends it to the mobi le node at the 
latter' s care-of address. 

9. 5 Process i ng B i nd i ngs 

This section explains how the correspondent node processes messages 
related to bindings. These messages are: 

o Binding Update 

o Binding Refresh Request 

o Binding Acknowledgement 

o Binding Error 

9.5.1 Receiving Binding Updates 

Before accept i ng a B i nd i ng Update, the rece i v i ng node MUST va I i date 
the B i nd i ng Update accord i ng to the f o 1 1 owi ng tests : 

o The packet MUST contain a unicast routable home address, either in 
the Home Address option or in the Source Address, if the Home 
Address option is not present. 

o The Sequence Number field in the Binding Update is greater than 
the Sequence Number received in the previous valid Binding Update 
for this home address, if any. 

If the receiving node has no Binding Cache entry for the indicated 
home address, it MUST accept any Sequence Number value in a 
received Binding Update from this mobile node. 

This Sequence Number comparison MUST be performed modulo 2**16, 
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i.e., the number i s a free runn i ng counter represented modu I o 
65536. A Sequence Number in a received Binding Update is 
considered less than or equal to the last received number if its 
value lies in the range of the last received number and the 
preceding 32768 values, inclusive. For example, if the last 
received sequence number was 15, then messages with sequence 
numbers 0 through 15, as we I I as 32783 through 65535, would be 
considered less than or equal. 

When the Home Registration (H) bit is not set, the following are also 
requ i red : 

o A Nonce Indices mobi lity option MUST be present, and the Home and 
Care-of Nonce Index values in this option MUST be recent enough to 
be recognized by the correspondent node. (Care-of Nonce Index 
values are not inspected for requests to delete a binding.) 

o The correspondent node MUST re-generate the home keygen token and 
the care-of keygen token from the information contained in the 
packet. It then generates the binding management key Kbm and uses 
it to verify the authent i cator field in the Binding Update as 
specified in Section 6.1.7. 

o The Binding Authorization Data mobi lity option MUST be present, 
and its contents MUST satisfy rules presented in Section 5.2.6. 
Note that a care-of address different from the Source Address MAY 
have been specified by including an Alternate Care-of Address 
mobility option in the Binding Update. When such a message is 
received and the return routability procedure is used as an 
authorization method, the correspondent node MUST verify the 
authent i cator by using the address within the Alternate Care-of 
Address in the calculations. 

o The Binding Authorization Data mobi lity option MUST be the last 
option and MUST NOT have trai I ing padding. 

If the Home Registration (H) bit is set, the Nonce Indices mobility 
option MUST NOT be present. 

If the mobi le node sends a sequence number which is not greater than 
the sequence number from the last valid Binding Update for this home 
address, then the receiving node MUST send back a Binding 
Acknowledgement with status code 135, and the last accepted sequence 
number in the Sequence Number field of the Binding Acknowledgement. 

If a binding already exists for the given home address and the home 
registration flag has a different value than the Home Registration 
(H) bit in the Binding Update, then the receiving node MUST send back 
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a Binding Acknowledgement with status code 139 (registration type 
change disallowed). The home registration flag stored in the Binding 
Cache entry MUST NOT be changed. 

If the receiving node no longer recognizes the Home Nonce Index 
value, Care-of Nonce Index value, or both values from the Binding 
Update, then the receiving node MUST send back a Binding 
Acknowledgement with status code 136, 137, or 138, respectively. 

For packets carrying Binding Updates that fail to satisfy all of 
these tests for any reason other than insufficiency of the Sequence 
Number, registration type change, or expired nonce index values, they 
MUST be s i I ent I y d i scarded. 

If the Binding Update is valid according to the tests above, then the 
Binding Update is processed further as follows: 

o The Sequence Number value received from a mobi le node in a Binding 
Update is stored by the receiving node in its Binding Cache entry 
for the given home address. 

o If the Lifetime specified in the Binding Update is nonzero and the 
specified care-of address is not equal to the home address for the 
binding, then this is a request to cache a binding for the home 
address. If the Home Registration (H) bit is set in the Binding 
Update, the Binding Update is processed according to the procedure 
specified in Section 10.3.1; otherwise, it is processed according 
to the procedure specified in Section 9.5.2. 

o If the Lifetime specified in the Binding Update is zero or the 
specified care-of address matches the home address for the 
binding, then this is a request to delete the cached binding for 
the home address. In this case, the Binding Update MUST include a 
va I i d home nonce i ndex, and the care-of nonce i ndex MUST be 
ignored by the correspondent node. The generation of the binding 
management key depends then exclusively on the home keygen token 
(Section 5.2.5). If the Home Registration (H) bit is set in the 
Binding Update, the Binding Update is processed according to the 
procedure specified in Section 10.3.2; otherwise, it is processed 
according to the procedure specified in Section 9.5.3. 

The specified care-of address MUST be determined as follows: 

o If the Alternate Care-of Address option is present, the care-of 
address is the address in that option. 

o Otherwise, the care-of address is the Source Address field in the 
packet' s I Pv6 header. 
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The home address for the binding MUST be determined as fol lows: 

o If the Home Address destination option is present, the home 
address is the address in that option. 

o Otherwise, the home address is the Source Address field in the 
packet' s I Pv6 header. 



9.5.2 Requests to Cache a Binding 

This section describes the processing of a valid Binding Update that 
requests a node to cache a binding, for which the Home Registration 
(H) bit is not set in the Binding Update. 

In this case, the receiving node SHOULD create a new entry in its 
Binding Cache for this home address, or update its existing Binding 
Cache entry for this home address, if such an entry already exists. 
The lifetime for the Binding Cache entry is initialized from the 
Lifetime field specified in the Binding Update, although this 
lifetime MAY be reduced by the node caching the binding; the lifetime 
for the Binding Cache entry MUST NOT be greater than the Lifetime 
value specified in the Binding Update. Any Binding Cache entry MUST 
be deleted after the expiration of its lifetime. 

Note that if the mobi le node did not request a Binding 
Acknowledgement, it is not aware of the selected shorter lifetime. 
The mobi le node may thus use route optimization and send packets with 
the Home Address destination option. As discussed in Section 9.3.1, 
such packets will be dropped if there is no binding. This situation 
is recoverable, but can cause temporary packet loss. 

The correspondent node MAY refuse to accept a new Binding Cache 
entry, if it does not have sufficient resources. A new entry MAY 
also be refused if the correspondent node believes its resources are 
utilized more efficiently in some other purpose, such as serving 
another mobi le node with higher amount of traffic. In both cases the 
correspondent node SHOULD return a Binding Acknowledgement with 
status value 130. 

9.5.3 Requests to Delete a Binding 

This section describes the processing of a valid Binding Update that 
requests a node to delete a binding, when the Home Registration (H) 
bit is not set in the Binding Update. 

Any existing binding for the given home address MUST be deleted. A 
Binding Cache entry for the home address MUST NOT be created in 
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response to receiving the Binding Update. 

If the Binding Cache entry was created by use of return routabi I ity 
nonces, the correspondent node MUST ensure that the same nonces are 
not used again with the particular home and care-of address. If both 
nonces are sti 1 1 valid, the correspondent node has to remember the 
particular combination of nonce indexes, addresses, and sequence 
number as i 1 1 ega I , unt i I at I east one of the nonces has become too 
old. 

9. 5. 4 Send i ng B i nd i ng Acknow I edgements 

A Binding Acknowledgement may be sent to indicate receipt of a 
Binding Update as follows: 

o If the Binding Update was discarded as described in Section 9.2 or 
Section 9.5.1, a Binding Acknowledgement MUST NOT be sent. 
Otherwise the treatment depends on the below rules. 

o If the Acknowledge (A) bit set is set in the Binding Update, a 
Binding Acknowledgement MUST be sent. Otherwise, the treatment 
depends on the below rule. 

o If the node rejects the Binding Update due to an expired nonce 
index, sequence number being out of window (Section 9.5.1), or 
insufficiency of resources (Section 9.5.2), a Binding 
Acknowledgement MUST be sent. If the node accepts the Binding 
Update, the Binding Acknowledgement SHOULD NOT be sent. 

If the node accepts the Binding Update and creates or updates an 
entry for this binding, the Status field in the Binding 
Acknowledgement MUST be set to a value less than 128. Otherwise, the 
Status field MUST be set to a value greater than or equal to 128. 
Values for the Status field are described in Section 6.1.8 and in the 
I ANA registry of assigned numbers [19]. 

If the Status field in the Binding Acknowledgement contains the value 
136 (expired home nonce index), 137 (expired care^of nonce index), or 
138 (expired nonces) then the message MUST NOT include the Binding 
Authorization Data mobility option. Otherwise, the Binding 
Authorization Data mobility option MUST be included, and MUST meet 
the specific authentication requirements for Binding Acknowledgements 
as def i ned i n Sect i on 5. 2. 

If the Source Address field of the IPv6 header that carried the 
Binding Update does not contain a unicast address, the Binding 
Acknowledgement MUST NOT be sent, and the Binding Update packet MUST 
be silently discarded. Otherwise, the acknowledgement MUST be sent 
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to the Source Address. Unlike the treatment of regular packets, this 
addressing procedure does not use information from the Binding Cache. 
However, a routing header is needed in some cases. If the Source 
Address is the home address of the mobile node, i.e., the Binding 
Update did not contain a Home Address destination option, then the 
Binding Acknowledgement MUST be sent to that address, and the routing 
header MUST NOT be used. Otherwise, the Binding Acknowledgement MUST 
be sent us i ng a type 2 rout i ng header wh i ch conta i ns the mob i I e 
node* s home address. 

9. 5. 5 Send i ng B i nd i ng Refresh Requests 

If a Binding Cache entry being deleted is still in active use in 
send i ng packets to a mob i I e node, the next packet sent to the mob i I e 
node wi I I be routed normal ly to the mobi le node' s home I ink. 
Conrmunication with the mobile node continues, but the tunneling from 
the home network creates additional overhead and latency in 
de I i ver i ng packets to the mob i I e node. 

If the sender knows that the Binding Cache entry is still in active 
use, it MAY send a Binding Refresh Request message to the mobi le node 
in an attempt to avoid this overhead and latency due to deleting and 
recreating the Binding Cache entry. 

The correspondent node MAY retransmit Binding Refresh Request 
messages provided that rate limitation is applied. The correspondent 
node MUST stop retransmitting when it receives a Binding Update. 

9.6 Cache Replacement Policy 

Conceptually, a node maintains a separate timer for each entry in its 
Binding Cache. When creating or updating a Binding Cache entry in 
response to a received and accepted Binding Update, the node sets the 
timer for this entry to the specified Lifetime period. Any entry in 
a node's Binding Cache MUST be deleted after the expiration of the 
Lifetime specified in the Binding Update from which the entry was 
created or last updated. 

Each node's Binding Cache will, by necessity, have a finite size. A 
node MAY use any reasonable local policy for managing the space 
within its Binding Cache. 

A node MAY choose to drop any entry already in its Binding Cache in 
order to make space for a new entry. For example, a " I east-recent I y 
used" (LRU) strategy for cache entry replacement among entries is 
likely to work wel I unless the size of the Binding Cache is 
substantially insufficient. When entries are deleted, the 
correspondent node MUST follow the rules in Section 5.2.8 in order to 
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guard the return routability procedure against replay attacks. 

If the node sends a packet to a destination for which it has dropped 
the entry from its Binding Cache, the packet wi 1 1 be routed through 
the mobile node's home link. The mobile node can detect this, and 
estab I i sh a new b i nd i rig if necessary. 

However, if the mobile node believes that the binding still exists, 
it may use route optimization and send packets with the Home Address 
destination option. This can create temporary packet loss, as 
discussed earlier in the context of binding lifetime reductions 
performed by the correspondent node (Section 9.5.2). 
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10. Home Agent Operation 

10.1 Conceptual Data Structures 

Each home agent MUST maintain a Binding Cache and Home Agents List. 

The rules for maintaining a Binding Cache are the same for home 
agents and correspondent nodes, and have already been described in 
Section 9. 1. 

The Home Agents List is maintained by each home agent, recording 
information about each router on the same link which is acting as a 
home agent; this I ist is used by the dynamic home agent address 
discovery mechanism. A router is known to be acting as a home agent, 
if it sends a Router Advertisement in which the Home Agent (H) bit is 
set. When the lifetime for a list entry (defined below) expires, 
that entry is removed from the Home Agents List. The Home Agents 
List is thus similar to the Default Router List conceptual data 
structure maintained by each host for Neighbor Discovery [12]. The 
Home Agents List MAY be implemented in any manner consistent with the 
external behavior described in this document. 

Each home agent maintains a separate Home Agents List for each link 
on which it is serving as a home agent. A new entry is created or an 
existing entry is updated in response to receipt of a valid Router 
Advertisement in which the Home Agent (H) bit is set. Each Home 
Agents List entry conceptually contains the following fields: 

o The I ink- 1 oca I IP address of a home agent on the link. This 
address is learned through the Source Address of the Router 
Advertisements [12] received from the router. 

o One or more global IP addresses for this home agent. Global 

addresses are learned through Prefix Information options with the 
Router Address (R) bit set, received in Router Advertisements from 
this I ink- 1 oca I address. Global addresses for the router in a 
Home Agents List entry MUST be deleted once the prefix associated 
with that address is no longer valid [12]. 

o The remaining I ifetime of this Home Agents List entry. If a Home 
Agent Information Option is present in a Router Advertisement 
received from a home agent, the lifetime of the Home Agents List 
entry represent i ng that home agent is i n i t i a I i zed from the Home 
Agent Lifetime field in the option (if present); otherwise, the 
lifetime is initialized from the Router Lifetime field in the 
received Router Advertisement. If Home Agents List entry lifetime 
reaches zero, the entry MUST be deleted from the Home Agents List. 
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o The preference for this home agent; higher values indicate a more 
preferable home agent. The preference value is taken from the 
Home Agent Preference field in the received Router Advertisement, 
if the Router Advertisement contains a Home Agent Information 
Option, and is otherwise set to the default value of 0. A home 
agent uses this preference in ordering the Home Agents List when 
it sends an I CMP Home Agent Address Discovery message. 

10. 2 Processing Mobi I ity Headers 

All IPv6 home agents MUST observe the rules described in Section 9.2 
when process i ng Mob i I i ty Headers. 

10.3 Processing Bindings 

10.3.1 Primary Care-of Address Registration 

When a node receives a Binding Update, it MUST validate it and 
determine the type of Binding Update according to the steps described 
in Section 9.5.1. Furthermore, it MUST authenticate the Binding 
Update as described in Section 5.1. An authorization step specific 
for the home agent is also needed to ensure that only the right node 
can control a particular home address. This is provided through the 
home address unequivocally identifying the security association that 
must be used. 

This section describes the processing of a valid and authorized 
Binding Update, when it requests the registration of the mobile 
node's primary care-of address. 

To begin processing the Binding Update, the home agent MUST perform 
the fo I lowing sequence of tests: 

o If the node implements only correspondent node functionality, or 
has not been configured to act as a home agent, then the node MUST 
reject the Binding Update. The node MUST then also return a 
Binding Acknowledgement to the mobi le node, in which the Status 
field is set to 131 (home registration not supported). 

o Else, if the home address for the binding (the Home Address field 
in the packet's Home Address option) is not an on- 1 ink IPv6 
address with respect to the home agent's current Prefix List, then 
the home agent MUST reject the Binding Update and SHOULD return a 
Binding Acknowledgement to the mobi le node, in which the Status 
field is set to 132 (not home subnet). 

o Else, if the home agent chooses to reject the Binding Update for 
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any other reason (e.g., insufficient resources to serve another 
mobi le node as a home agent), then the home agent SHOULD return a 
Binding Acknowledgement to the mobi le node, in which the Status 
field is set to an appropriate value to indicate the reason for 
the rejection. 

o A Home Address destination option MUST be present in the message. 
It MUST be validated as described in Section 9.3.1 with the 
following additional rule. The Binding Cache entry existence test 
MUST NOT be done for IPsec packets when the Home Address option 
contains an address for which the receiving node could act as a 
home agent. 

If home agent accepts the Binding Update, it MUST then create a new 
entry in its Binding Cache for this mobile node, or update its 
existing Binding Cache entry, if such an entry already exists. The 
Home Address field as received in the Home Address option provides 
the home address of the mob i I e node. 

The home agent MUST mark this Binding Cache entry as a home 
registration to indicate that the node is serving as a home agent for 
this binding. Binding Cache entries marked as a home registration 
MUST be excluded from the normal cache replacement policy used for 
the Binding Cache (Section 9.6) and MUST NOT be removed from the 
Binding Cache unti I the expiration of the Lifetime period. 

Unless this home agent already has a binding for the given home 
address, the home agent MUST perform Duplicate Address Detection [13] 
on the mobile node's home link before returning the Binding 
Acknowledgement. This ensures that no other node on the home link 
was using the mobi le node's home address when the Binding Update 
arrived. If this Duplicate Address Detection fails for the given 
home address or an associated link local address, then the home agent 
MUST reject the complete Binding Update and MUST return a Binding 
Acknowledgement to the mobile node, in which the Status field is set 
to 134 (Duplicate Address Detection failed). When the home agent 
sends a successful Binding Acknowledgement to the mobile node, the 
home agent assures to the mobi le node that its address (es) wi I I 
continue to be kept unique by the home agent at least as long as the 
lifetime granted for the binding is not over. 

The specific addresses which are to be tested before accepting the 
Binding Update, and later to be defended by performing Duplicate 
Address Detection, depend on the setting of the Link-Local Address 
Compatibility (L) bit, as fol lows: 

o L=0: Defend only the given address. Do not derive a I ink- 1 oca I 
address. 
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o k L=1 : Defend both the given non I ink- 1 oca I unicast (home) address 
and the derived I ink- 1 oca I. The I ink- 1 oca I address is derived by 
replacing the subnet prefix in the mobile node's home address with 
the I i nk- 1 oca I pref i x. 

The lifetime of the Binding Cache entry depends on a number of 
factors : 

o The I i f et i me for the B i nd i ng Cache entry MUST NOT be greater than 
the Lifetime value specified in the Binding Update. 

o The lifetime for the Binding Cache entry MUST NOT be greater than 
the remaining valid lifetime for the subnet prefix in the mobile 
node's home address specified with the Binding Update. The 
remaining valid lifetime for this prefix is determined by the home 
agent based on its own Prefix List entry for this prefix [12]. 

The remaining preferred lifetime SHOULD NOT have any inpact on the 
I i f et i me for the b i nd i ng cache entry. 

The home agent MUST remove a b i nd i ng when the va I i d I i f et i me of 
the prefix associated with it expires. 

o The home agent MAY further decrease the specified lifetime for the 
binding, for exanple based on a local policy. The resulting 
I i f et i me is stored by the home agent i n the B i nd i ng Cache entry, 
and this Binding Cache entry MUST be deleted by the home agent 
after the expiration of this lifetime. 

Regardless of the setting of the Acknowledge (A) bit in the Binding 
Update, the home agent MUST return a Binding Acknowledgement to the 
mobi le node, constructed as fol lows: 

o The Status field MUST be set to a value indicating success. The 
value 1 (accepted but prefix discovery necessary) MUST be used if 
the subnet prefix of the specified home address is deprecated, 
becomes deprecated during the lifetime of the binding, or becomes 
invalid at the end of the lifetime. The value 0 MUST be used 
otherwise. For the purposes of comparing the binding and prefix 
lifetimes, the prefix lifetimes are first converted into units of 
four seconds by ignoring the two least significant bits. 

o The Key Management Mobi I ity Capabi I ity (K) bit is set if the 
following conditions are all fulfilled, and cleared otherwise: 

* The Key Management Mobi I ity Capabi I ity (K) bit was set in the 
Binding Update. 
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* The IPsec security associations between the mobile node and the 
home agent have been established dynamically. 

* The home agent has the capab i I i ty to update i ts endpo i nt in the 
used key management protocol to the new care-of address every 
time it moves 



Depending on the final value of the bit in the Binding 
Acknowledgement, the home agent SHOULD perform the following 
act i ons : 



Discard key management connections, if any, to the old care-of 
address. If the mobile node did not have a binding before 
sending this Binding Update, discard the connections to the 
home address. 



Move the peer endpo int of the key management protocol 
connect i on, if any, to the new care-of address. For an I KE 
phase 1 connection, this means that any IKE packets sent to the 
peer are sent to this address, and packets from this address 
with the original ISAKMP cookies are accepted. 

Note that Section 2.5.3 in RFC 2408 [8] Section 2.5.3 states 
three specifies rules that ISAKMP cookies must satisfy: they 
must depend on specific parties and they can only have been 
generated by the entity itself. Then it recommends a 
particular way to do this, namely a hash of IP addresses. With 
the K bit set to 1, the recommended implementation technique 
does not work directly. To satisfy the two rules, the specific 
parties must be treated as the original IP addresses, not the 
ones in use at the specific moment. 

o The Sequence Number field MUST be copied from the Sequence Number 
given in the Binding Update. 

o The Lifetime field MUST be set to the remaining lifetime for the 
binding as set by the home agent in its home registration Binding 
Cache entry for the mobi le node, as described above. 

o If the home agent stores the Binding Cache entry in nonvolati le 
storage, then the Binding Refresh Advice mobi I ity option MUST be 
omitted. Otherwise, the home agent MAY include this option to 
suggest that the mobi le node refreshes its binding sooner than the 
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0 
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actual lifetime of the binding ends. 

If the Binding Refresh Advice mobility option is present, the 
Refresh Interval field in the option MUST be set to a value less 
than the Lifetime value being returned in the Binding 
Acknowledgement. This indicates that the mobi le node SHOULD 
attempt to refresh its home registration at the indicated shorter 
interval. The home agent MUST still retain the registration for 
the Lifetime period, even if the mobile node does not refresh its 
registration within the Refresh period. 

The rules for selecting the Destination IP address (and possibly 
routing header construction) for the Binding Acknowledgement to the 
mobile node are the same as in Section 9.5.4. 

In addition, the home agent MUST follow the procedure defined in 
Section 10.4.1 to intercept packets on the mobile node's home link 
addressed to the mobi le node, whi le the home agent is serving as the 
home agent for th i s mob i I e node. The home agent MUST a I so be 
prepared to accept reverse tunneled packets from the new care-of 
address of the mobile node, as described in Section 10.4.5. Finally, 
the home agent MUST also propagate new home network prefixes, as 
described in Section 10.6. 

10.3.2 Primary Care-of Address De-Registration 

A binding may need to be de-registered when the mobi le node returns 
home, or when the mobi le node knows that it wi I I soon not have any 
care-of addresses in the visited network. 

A Binding Update is validated and authorized in the manner described 
in the previous section. This section describes the processing of a 
valid Binding Update that requests the receiving node to no longer 
serve as its home agent, de-registering its primary care-of address. 

To begin processing the Binding Update, the home agent MUST perform 
the fol lowing test: 

o If the receiving node has no entry marked as a home registration 
in its Binding Cache for this mobi le node, then this node MUST 
reject the Binding Update and SHOULD return a Binding 
Acknowledgement to the mobile node, in which the Status field is 
set to 133 (not home agent for this mobi le node). 

If the home agent does not reject the Binding Update as described 
above, then it MUST delete any existing entry in its Binding Cache 
for this mobi le node. Then, the home agent MUST return a Binding 
Acknowledgement to the mobi le node, constructed as fol lows: 
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o The Status field MUST be set to a value 0, indicating success. 

o The Key Management Mobi I ity Capabi I ity (K) bit is set or cleared, 
and actions based on its value are performed as described in the 
previous section. The mobile node's home address is used as its 
new care-of address for the purposes of moving the key management 
connection to a new endpoint. 

o The Sequence Number field MUST be copied from the Sequence Number 
given in the Binding Update. 

o The Lifetime field MUST be set to zero. 

o The Binding Refresh Advice mobility option MUST be omitted. 

In addition, the home agent MUST stop intercepting packets on the 
mob i I e node' s home \ i nk that are addressed to the mob i I e node 
(Section 10.4. 1). 

The rules for selecting the Destination IP address (and, if required, 
routing header construction) for the Binding Acknowledgement to the 
mobi le node are the same as in the previous section. When the Status 
field in the Binding Acknowledgement is greater than or equal to 128 
and the Source Address of the B i nd i ng Update i s on the home I i nk, the 
home agent MUST send i t to the mob i I e node' s I i nk I ayer address 
(retrieved either from the Binding Update or through Neighbor 
Sol icitation). 

10.4 Packet Processing 

10.4.1 Intercepting Packets for a Mobile Node 

Wh i I e a node i s serv i ng as the home agent for mob i I e node i t MUST 
attempt to intercept packets on the mobi le node' s home I ink that are 
addressed to the mobi le node. 

In order to do this, when a node begins serving as the home agent it 
MUST multicast onto the home link a Neighbor Advertisement message 
[12] on behalf of the mobile node. For the home address specified in 
the Binding Update, the home agent sends a Neighbor Advertisement 
message [12] to the all-nodes multicast address on the home link, to 
advertise the home agent's own I ink- 1 ayer address for this IP address 
on behalf of the mobi le node. If the Link-Layer Address 
Compatibility (L) flag has been specified in the Binding Update, the 
home agent MUST do the same for the I i nk- 1 oca I address of the mob i I e 
node. 

All fields in each such Neighbor Advertisement message SHOULD be set 
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i n the same way they wou I d be set by the mob i I e node i tse If if 
sending this Neighbor Advertisement [12] while at home, with the 
f o I I ow i ng except i ons : 

o The Target Address in the Neighbor Advertisement MUST be set to 
the specific IP address for the mobi le node. 

o The Advertisement MUST include a Target Link- layer Address option 
specifying the home agent's I ink- layer address. 

o The Router (R) bit in the Advertisement MUST be set to zero. 

o The Solicited Flag (S) in the Advertisement MUST NOT be set, since 
i t was not so I i c i ted by any Ne i ghbor So I i c i tat i on. 

o The Override Flag (0) in the Advertisement MUST be set, indicating 
that the Advert i sement SHOULD override any existing Neighbor Cache 
entry at any node receiving it. 

0 The Source Address in the IPv6 header MUST be set to the home 
agent' s I P address on the i nterf ace used to send the 

advert i sement. 

Any node on the home link receiving one of the Neighbor Advertisement 
messages described above will thus update its Neighbor Cache to 
associate the mobile node's address with the home agent's link layer 
address, causing it to transmit any future packets normally destined 
to the mobi le node to the mobi le node' s home agent. Since 
mu 1 1 i cast i ng on the I oca I i i nk (such as Ethernet) i s typ i ca I I y not 
guaranteed to be reliable, the home agent MAY retransmit this 
Neighbor Advertisement message up to MAX_NE I GHB0R_ADVERT I SEMENT (see 
[12]) times to increase its reliability. It is still possible that 
some nodes on the home I i nk will not rece i ve any of these Ne i ghbor 
Advertisements, but these nodes wi I I eventual ly be able to detect the 

1 ink- layer address change for the mobile node's address, through use 
of Neighbor Unreachab i I i ty Detection [12]. 

Whi le a node is serving as a home agent for some mobi le node, the 
home agent uses IPv6 Neighbor Discovery [12] to intercept unicast 
packets on the home I i nk addressed to the mob i I e node. I n order to 
intercept packets in this way, the home agent MUST act as a proxy for 
th i s mob i I e node, and rep I y to any rece i ved Ne i ghbor So I i c i tat i ons 
for it. When a home agent receives a Neighbor Solicitation, it MUST 
check if the Target Address specified in the message matches the 
address of any mobi le node for which it has a Binding Cache entry 
marked as a home registration. 

If such an entry exists in the home agent's Binding Cache, the home 
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agent MUST reply to the Neighbor Solicitation with a Neighbor 
Advertisement, giving the home agent's own I ink- layer address as the 
I ink- layer address for the specified Target Address. In addition, 
the Router (R) bit in the Advertisement MUST be set to zero. Acting 
as a proxy in this way a I lows other nodes on the mobi le node's home 
I ink to resolve the mobi le node's address, and a I lows the home agent 
to defend these addresses on the home I i nk for Dup I i cate Address 
Detection [12]. 

10.4.2 Processing Intercepted Packets 

For any packet sent to a mob i I e node from the mob i I e node' s home 
agent (for which the home agent is the original sender of the 
packet), the home agent is operating as a correspondent node of the 
mobile node for this packet and the procedures described in Section 
9.3.2 apply. The home agent then uses a routing header to route the 
packet to the mobi le node by way of the primary care-of address in 
the home agent's Binding Cache. 

Whi le the mobi le node is away from home, the home agent intercepts 
any packets on the home I ink addressed to the mobi le node' s home 
address, as described in Section 10.4.1. In order to forward each 
intercepted packet to the mobi le node, the home agent MUST tunnel the 
packet to the mobi le node using IPv6 encapsulation [15]. When a home 
agent encapsulates an intercepted packet for forwarding to the mobile 
node, the home agent sets the Source Address in the new tunnel IP 
header to the home agent's own IP address, and sets the Destination 
Address in the tunnel IP header to the mobi le node's primary care-of 
address. When received by the mobile node, normal processing of the 
tunnel header [15] will result in decapsulation and processing of the 
original packet by the mobi le node. 

However, packets addressed to the mobile node's I ink- 1 oca I address 
MUST NOT be tunneled to the mobi le node. Instead, such a packet MUST 
be discarded, and the home agent SHOULD return an I CMP Destination 
Unreachable, Code 3, message to the packet's Source Address (unless 
this Source Address is a multicast address). Packets addressed to 
the mobile node's site- 1 oca I address SHOULD NOT be tunneled to the 
mobi le node by default. 

Interception and tunneling of the following multicast addressed 
packets on the home network are only done if the home agent supports 
multicast group membership control messages from the mobi le node as 
described in the next section. Tunneling of multicast packets to a 
mobi le node fol lows simi lar I imitations to those defined above for 
unicast packets addressed to the mobile node's I ink- 1 oca I and 
site- 1 oca I addresses. Multicast packets addressed to a multicast 
address with I ink- 1 oca I scope [3], to which the mobile node is 
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subscribed, MUST NOT be tunneled to the mobile node; such packets 
SHOULD be silently discarded (after delivering to other local 
multicast recipients). Multicast packets addressed to a multicast 
address with scope larger than I ink- 1 oca I but smaller than global 
(e.g., site-local and organization- 1 oca I [3]), to which the mobi le 
node is subscribed, SHOULD NOT be tunneled to the mobi le node. 
Multicast packets addressed with a global scope to which the mobi le 
node has successful ly subscribed MUST be tunneled to the mobi le node. 

Before tunnel ing a packet to the mobi le node, the home agent MUST 
perform any IPsec processing as indicated by the security policy data 
base. 

10.4.3 Multicast Membership Control 

This section is a prerequisite for the multicast data packet 
forwarding described in the previous section. If this support is not 
provided, multicast group membership control messages are silently 
ignored. 

In order to forward multicast data packets from the home network to 
a 1 1 the proper mob i I e nodes the home agent SHOULD be capab I e of 
receiving tunneled multicast group membership control information 
from the mobi le node in order to determine which groups the mobi le 
node has subscribed to. These multicast group membership messages 
are Listener Report messages specified MLD [17] or in other protocols 
such as [37]. 

The messages are issued by the mobi le node but sent through the 
reverse tunnel to the home agent. These messages are issued whenever 
the mob i I e node dec i des to enab I e recept i on of packets for a 
multicast group or in response to an MLD Query from the home agent. 
The mobi le node wi I I also issue multicast group control messages to 
disable reception of multicast packets when it is no longer 
interested in receiving multicasts for a particular group. 

To obtain the mobi le node's current multicast group membership the 
home agent must periodically transmit MLD Query messages through the 
tunnel to the mobi le node. These MLD periodic transmissions wi I I 
ensure the home agent has an accurate record of the groups in which 
the mobile node is interested despite packet losses of the mobile 
node' s MLD group membersh i p messages. 

All MLD packets are sent directly between the mobile node and the 
home agent. Since all these packets are destined to a link-scope 
multicast address and have a hop limit of 1, there is no direct 
forwarding of such packets between the home network and the mobi le 
node. The MLD packets between the mobi le node and the home agent are 
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encapsulated within the same tunnel header used for other packet 
flows between the mobi le node and home agent. 

Note that at this time, even though a I ink- 1 oca I source is used on 
MLD packets, no functionality depends on these addresses being 
unique, nor do they elicit direct responses. All MLD messages are 
sent to multicast destinations. To avoid ambiguity on the home agent 
due to mobile nodes which may choose identical I ink- 1 oca I source 
addresses for their MLD function it is necessary for the home agent 
to identify which mobile node was actually the issuer of a particular 
MLD message. This may be accomplished by noting which tunnel such an 
MLD arrived by, which IPsec SA was used, or by other distinguishing 
means. 

This specification puts no requirement on how the functions in this 
section and the multicast forwarding in Section 10.4.2 are to be 
achieved. At the time of this writing it was thought that a ful I 
IPv6 multicast router function would be necessary on the home agent, 
but it may be possible to achieve the same effects through a "proxy 
MLD" application coupled with kernel multicast forwarding. This may 
be the subject of future specifications. 

10.4.4 Stateful Address Autoconf i gurat i on 

This section describes how home agents support the use of stateful 
address autoconf i gurat ion mechanisms such as DHCPv6 [29] from the 
mobi le nodes. If this support is not provided, then the M and 0 bits 
must remain cleared on the Mobile Prefix Advertisement Messages. Any 
mobi le node which sends DHCPv6 messages to the home agent without 
this support wi I I not receive a response. 

If DHCPv6 is used, packets are sent with I ink- 1 oca I source addresses 
e i ther to a I i nk-scope mu 1 1 i cast address or a I i nk- 1 oca I address. 
Mobile nodes desiring to locate a DHCPv6 service may reverse tunnel 
standard DHCPv6 packets to the home agent. Since these link-scope 
packets cannot be forwarded onto the home network it is necessary for 
the home agent to either implement a DHCPv6 relay agent or a DHCPv6 
server function itself. The arriving tunnel or IPsec SA of DHCPv6 
I i nk-scope messages from the mob i I e node must be noted so that DHCFV6 
responses may be sent back to the appropriate mobile node. DHCFV6 
messages sent to the mobile node with a I ink- 1 oca I destination must 
be tunneled within the same tunnel header used for other packet 
f I ows. 

10.4.5 Handling Reverse Tunneled Packets 

Un I ess a b i nd i ng has been estab I i shed between the mob i I e node and a 
correspondent node, traffic from the mobi le node to the correspondent 
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node goes through a reverse tunnel. Home agents MUST support reverse 
tunneling as follows: 

o The tunneled traffic arrives to the home agent's address using 
IPv6 encapsulation [15]. 

o Depending on the security policies used by the home agent, reverse 
tunneled packets MAY be discarded unless accompanied by a valid 
ESP header. The support for authent i cated reverse tunne I i ng 
a 1 1 ows the home agent to protect the home network and 
correspondent nodes from malicious nodes masquerading as a mobile 
node. 

o Otherwise, when a home agent decapsulates a tunneled packet from 
the mobi le node, the home agent MUST verify that the Source 
Address in the tunnel IP header is the mobile node's primary 
care-of address. Otherwise any node in the Internet could send 
traffic through the home agent and escape ingress filtering 
limitations. This simple check forces the attacker to at least 
know the current location of the real mobi le node and be able to 
defeat ingress filtering. 

10.4.6 Protecting Return Routabi I ity Packets 

The return routabi I ity procedure described in Section 5.2.5 assumes 
that the confidentiality of the Home Test I nit and Home Test messages 
is protected as they are tunneled between the home agent to the 
mob i I e node. Therefore, the home agent MUST support tunne I mode 
IPsec ESP for the protection of packets belonging to the return 
routabi I ity procedure. Support for a norr-null encryption transform 
and authentication algorithm MUST be available. It is not necessary 
to distinguish between different kinds of packets within the return 
routab i I i ty procedure. 

Security associations are needed to provide this protection. When 
the care-of address for the mobi le node changes as a result of an 
accepted Binding Update, special treatment is needed for the next 
packets sent using these security associations. The home agent MUST 
set the new care-of address as the destination address of these 
packets, as if the outer header destination address in the security 
association had changed [21]. 

The above protection SHOULD be used with a I I mobi le nodes. The use 
is controlled by configuration of the IPsec security policy database 
both at the mob i I e node and at the home agent. 

As described earlier, the Binding Update and Binding Acknowledgement 
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messages require protection between the home agent and the mobi le 
node. The Mobility Header protocol carries both these messages as 
we I I as the return routabi I ity messages. From the point of view of 
the security policy database these messages are indistinguishable. 
When I Psec i s used to protect return routab i I i ty si gna I i ng or pay I oad 
packets, this protection MUST only be applied to the return 
routab i I i ty packets enter i ng the I Pv6 encapsu I ated tunne I i nterf ace 
between the mobi le node and the home agent. This can be achieved, 
for instance, by defining the security policy database entries 
specifically for the tunnel interface. That is, the policy entries 
are not genera 1 1 y app I i ed on ail traf f i c on the phys i ca I i nterf ace (s) 
of the nodes, but rather only on traffic that enters the tunnel. 
This makes use of per- interface security policy database entries [4], 
specific to the tunnel interface (the node's attachment to the tunnel 
[11]). 

10.5 Dynamic Home Agent Address Discovery 

Th i s sect i on descr i bes how a home agent can he I p mob i I e nodes to 
discover the addresses of the home agents. The home agent keeps 
track of the other home agents on the same I i nk, and responds to 
quer i es sent by the mob i I e node. 

1 0. 5. 1 Rece i v i ng Router Advert i sement Messages 

For each link on which a router provides service as a home agent, the 
router maintains a Home Agents List recording information about all 
other home agents on that link. This list is used in the dynamic 
home agent address discovery mechanism, described in Section 10.5. 
The i nf ormat i on for the I i st is I earned through rece i pt of the 
periodic unsolicited multicast Router Advertisements, in a manner 
similar to the Default Router List conceptual data structure 
maintained by each host for Neighbor Discovery [12]. In the 
construction of the Home Agents List, the Router Advert i sements are 
from each other home agent on the I i nk t and the Home Agent (H) bit is 
set in them. 

On rece i pt of a va I i d Router Advert i sement, as def i ned i n the 
processing algorithm specified for Neighbor Discovery [12], the home 
agent performs the following steps, in addition to any steps already 
required of it by Neighbor Discovery: 

o If the Home Agent (H) bit in the Router Advertisement is not set, 
delete the sending node's entry in the current Home Agents List 
(if one exists). Skip all the following steps. 

o Otherwise, extract the Source Address from the IP header of the 
Router Advert i sement. Th i s is the I i nk- 1 oca I I P address on th i s 
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link of the home agent sending this Advertisement [12]. 

o Determine the preference for this home agent. If the Router 
Advertisement contains a Home Agent Information Option, then the 
preference is taken from the Home Agent Preference field in the 
option; otherwise, the default preference of 0 MUST be used. 

o Determine the lifetime for this home agent. If the Router 

Advert i sement conta i ns a Home Agent I nf ormat i on Opt i on, then the 
lifetime is taken from the Home Agent Lifetime field in the 
option; otherwise, the lifetime specified by the Router Lifetime 
field in the Router Advertisement SHOULD be used. 

o If the fink- 1 oca I address of the home agent sending this 

Advertisement is already present in this home agent's Home Agents 
List and the received home agent lifetime value is zero, 
i nmed i ate I y delete this entry in the Home Agents List. 

o Otherwise, if the I ink- 1 oca I address of the home agent sending 
this Advertisement is already present in the receiving home 
agent's Home Agents List, reset its lifetime and preference to the 
values determined above. 

o If the I ink- 1 oca I address of the home agent sending this 
Advertisement is not already present in the Home Agents List 
maintained by the receiving home agent, and the lifetime for the 
send i ng home agent i s norrzero, create a new entry i n the I i st f 
and initialize its lifetime and preference to the values 
determined above. 

o If the Home Agents List entry for the I ink- 1 oca I address of the 
home agent sending this Advertisement was not deleted as described 
above, determine any global address (es) of the home agent based on 
each Prefix Information option received in this Advertisement in 
which the Router Address (R) bit is set (Section 7.2). Add all 
such global addresses to the list of global addresses in this Home 
Agents List entry. 

A home agent SHOULD maintain an entry in its Home Agents List for 
each valid home agent address unti I that entry's I ifetime expires, 
after which time the entry MUST be deleted. 

As described in Section 11.4.1, a mobi le node attempts dynamic home 
agent address discovery by sending an I CMP Home Agent Address 
Discovery Request message to the Mobile IPv6 Home-Agents anycast 
address [16] for its home IP subnet prefix. A home agent receiving 
such a Home Agent Address Discovery Request message that is serving 
this subnet SHOULD return an I CMP Home Agent Address Discovery Reply 
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message to the mobi le node, with the Source Address of the Reply 
packet set to one of the global unicast addresses of the home agent. 
The Home Agent Addresses field in the Reply message is constructed as 
f o I I ows : 

o The Home Agent Addresses field SHOULD contain all global IP 
addresses for each home agent currently listed in this home 
agent's own Home Agents List (Section 10.1). 

o The IP addresses in the Home Agent Addresses field SHOULD be 
listed in order of decreasing preference values, based either on 
the respective advertised preference from a Home Agent Information 
option or on the default preference of 0 if no preference is 
advertised (or on the configured home agent preference for this 
home agent itself). 

o Among home agents with equal preference, their IP addresses in the 
Home Agent Addresses field SHOULD be listed in an order randomized 
with respect to other home agents with equal preference, each time 
a Home Agent Address Discovery Reply message is returned by this 
home agent. 

o If more than one global IP address is associated with a home 
agent, these addresses SHOULD be listed in a randomized order. 

o The home agent SHOULD reduce the number of home agent IP addresses 
so that the packet fits within the minimum IPv6 MTU [11]. The 
home agent addresses selected for inclusion in the packet SHOULD 
be those from the complete list with the highest preference. This 
limitation avoids the danger of the Reply message packet being 
fragmented (or rejected by an intermediate router with an I CMP 
Packet Too Big message [14]). 

10.6 Sending Prefix Information to the Mobile Node 

10.6.1 List of Home Network Prefixes 

Mobi le IPv6 arranges to propagate relevant prefix information to the 
mobi le node when it is away from home, so that it may be used in 
mobile node home address configuration, and in network renumbering. 
In this mechanism, mobi le nodes away from home receive Mobi le Prefix 
Advertisements messages. These messages include Prefix Information 
Options for the prefixes configured on the home subnet interface(s) 
of the home agent. 

If there are multiple home agents, differences in the advertisements 
sent by different home agents can lead to an inability to use a 



Johnson, Perkins, Arkko Expires December 29, 2003 



[Page 103] 



I nternet-Oraf t 



Mob i i i ty Support i n I Pv6 



June 2003 



particular home address when changing to another home agent. In 
order to ensure that the mobi le nodes get the same information from 
different home agents, it is desired that all the home agents on the 
same I i nk be conf i gured i n the same manner. 

To support this, the home agent monitors prefixes advertised by 
itself and other home agents on the home link. In RFC 2461 [12] it 
is acceptable for two routers to advertise different sets of prefixes 
on the same link. For home agents such differences should be 
detected since for a given home address the mobi le node communicates 
only with one home agent at a time and the mobi le node needs to know 
the f u 1 1 set of pref i xes ass i gned to the home I i nk. All other 
comparisons of Router Advertisements are as specified in Section 
6.2.7 of RFC 2461. 

10.6.2 Scheduling Prefix Deliveries 

A home agent serving a mobi le node wi I I schedule the del ivery of new 
prefix information to that mobi le node when any of the fo I lowing 
conditions occur: 

MUST: 

o The state of the flags changes for the prefix of the mobi le node's 
registered home address. 

o The valid or preferred lifetime is reconfigured or changes for any 
reason other than advancing real time. 

o The mobi le node requests the information with a Mobi le Prefix 
So I i c i tat i on (see Sect i on 1 1 . 4. 2) . 

SHOULD: 

o A new prefix is added to the home subnet interface(s) of the home 
agent. 

MAY: 

o The valid or preferred lifetime or the state of the flags changes 
for a prefix which is not used in any Binding Cache entry for this 
mobi le node. 

The home agent uses the fo I lowing algorithm to determine when to send 
pref i x i nf ormat i on to the mob i I e node. 

o If a mobi le node sends a solicitation, answer right away. 
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o I f no Mob i I e Pref i x Advert i sement has been sent to the mob i I e node 
in the last MaxMobPf xAdv I nterva I (see Section 13) seconds, then 
ensure that a transmission is scheduled. The actual transmission 
time is randomized as described below. 

o If a prefix matching the mobile node's home registration is added 
on the home subnet interface, or if its information changes in any 
way that does not deprecate the mobi le node's address, ensure that 
a transmission is scheduled. The actual transmission time is 
randomized as described below. 

o If a home registration expires, cancel any scheduled 
advert i sements to the mob i I e node. 

The list of prefixes is sent in its entirety in all cases. 

If the home agent already has scheduled the transmission of a Mobi le 
Prefix Advertisement to the mobi le node, the home agent replaces the 
advertisement with a new one, to be sent at the scheduled time. 

Otherwise, the home agent computes a fresh value for RAND_ADV_DELAY, 
the offset from the current time for the scheduled transmission as 
follows. First calculate the maximum delay for the scheduled 
Advertisement: 

MaxSchedu I eDe I ay = min (MaxMobPf xAdv I nterva I , Preferred Lifetime), 

where MaxMobPf xAdv I nterva I is as defined in Section 12. Then compute 
the final delay for the advertisement: 



RAND ADVJ3ELAY = M i nMobPfxAdv I nterva I + 

(randO % abs (MaxSchedu I eDe I ay - MinMobPfxAdvlnterval)) 

Here randO returns a random integer value in the range of 0 to the 
maximum possible integer value. This computation is expected to 
alleviate bursts of advertisements when prefix information changes. 
In addition, a home agent MAY further reduce the rate of packet 
transmission by further delaying individual advertisements, if needed 
to avoid overwhelming local network resources. The home agent SHOULD 
periodically continue to retransmit an unsolicited Advertisement to 
the mob i I e node, unt i I it is acknow I edged by the rece i pt of a Mob i I e 
Prefix Solicitation from the mobile node. 

The home agent MUST wait PREF I X_ADV_T I MEOUT (see Section 12) before 
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the first retransmission, and double the retransmission wait time for 
every succeeding retransmission, up until a maximum of 
PREF I X_ADV_RETR I ES attempts (see Section 12). If the mobi le node's 
bindings expire before the matching Binding Update has been received, 
then the home agent MUST NOT attempt any more retransmissions, even 
if not all PREF I X_ADV_RETR I ES have been retransmitted. If the mobile 
node sends another Binding Update without returning home in the 
meantime, the home agent SHOULD again begin transmitting the 
unso I i c i ted Advert i sement. 

If some condition as described above occurs on the home link and 
causes another Prefix Advertisement to be sent to the mobi le node, 
before the mobile node acknowledges a previous transmission, the home 
agent SHOULD combine any Prefix Information options in the 
unacknowledged Mobile Prefix Advertisement into a new Advertisement. 
The home agent discards the old Advertisement. 

10.6.3 Sending Advertisements 

When sending a Mobi le Prefix Advertisement to the mobi le node, the 
home agent MUST construct the packet as fol lows: 

o The Source Address i n the packet' s I Pv6 header MUST be set to the 
home agent' s I P address to wh i ch the mob i I e node addressed i ts 
current home registration, or its default global home agent 
address if no binding exists. 

o If the advertisement was solicited, it MUST be destined to the 
source address of the solicitation. If it was triggered by prefix 
changes or renumbering, the advertisement's destination will be 
the mobile node's home address in the binding which triggered the 
rule. 

o A type 2 routing header MUST be included with the mobi le node's 
home address. 

o IPsec headers MUST be supported and SHOULD be used. 

o The home agent MUST send the packet as it would any other unicast 
IPv6 packet that it originates. 

o Set the Managed Address Configuration (M) flag if the 
corresponding flag has been set in any of the Router 
Advertisements from which the prefix information has been learned 
(including the ones sent by this home agent). 

o Set the Other Stateful Configuration (0) flag if the corresponding 
flag has been set in any of the Router Advertisements from which 
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the prefix information has been learned (including the ones sent 
by this home agent). 

10.6.4 Lifetimes for Changed Prefixes 

As described in Section 10.3.1, the lifetime returned by the home 
agent in a Binding Acknowledgement MUST be no greater than the 
remaining valid lifetime for the subnet prefix in the mobile node's 
home address. This limit on the binding lifetime serves to prohibit 
use of a mobi le node's home address after it becomes invalid. 
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11. Mobile Node Operation 

11.1 Conceptua I Data Structures 

Each mobile node MUST maintain a Binding Update List. 

The Binding Update List records information for each Binding Update 
sent by th i s mob i I e node, for wh i ch the I i f et i me of the b i nd i ng has 
not yet exp i red. The B i nd i ng Update L i st i nc I udes all b i nd i ngs sent 
by the mobi le node either to its home agent or correspondent nodes. 
It also contains Binding Updates which are waiting for the completion 
of the return routabi lity procedure before they can be sent. 
However, for multiple Binding Updates sent to the same destination 
address, the Binding Update List contains only the most recent 
Binding Update (i.e., with the greatest Sequence Number value) sent 
to that destination. The Binding Update List MAY be implemented in 
any manner consistent with the external behavior described in this 
document. 

Each Binding Update List entry conceptually contains the following 
fields: 

o The IP address of the node to which a Binding Update was sent. 

o The home address for which that Binding Update was sent. 

o The care-of address sent in that Binding Update. This value is 
necessary for the mobi le node to determine if it has sent a 
Binding Update giving its new care-of address to this destination 
after changing its care-of address. 

o The initial value of the Lifetime field sent in that Binding 
Update. 

o The remaining lifetime of that binding. This lifetime is 

initialized from the Lifetime value sent in the Binding Update and 
is decremented until it reaches zero, at which time this entry 
MUST be deleted from the Binding Update List. 

o The maximum value of the Sequence Number field sent in previous 
Binding Updates to this destination. The Sequence Number field is 
16 bits long, and all comparisons between Sequence Number values 
MUST be performed modulo 2**16 (see Section 9.5.1). 

o The time at which a Binding Update was last sent to this 

destination, as needed to implement the rate limiting restriction 
for sending Binding Updates. 
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o The state of any retransmissions needed for this Binding Update. 
This state includes the time remaining until the next 
retransmission attempt for the Binding Update, and the current 
state of the exponential back-off mechanism for retransmissions. 

o A flag specifying whether or not future Binding Updates should be 
sent to this destination. The mobi le node sets this flag in the 
Binding Update List entry when it receives an I CMP Parameter 
Prob I em, Code 1 , error message i n response to a return routab i I i ty 
message or Binding Update sent to that destination, as described 
in Section 11. 3. 5. 

The Binding Update List is used to determine whether a particular 
packet is sent directly to the correspondent node or tunneled via the 
home agent (see Section 11.3.1). 

The Binding Update list also conceptually contains the following data 
related to running the return routability procedure. This data is 
relevant only for Binding Updates sent to correspondent nodes. 

o The time at which a Home Test I nit or Care-of Test I nit message 
was last sent to this destination, as needed to implement the rate 
limiting restriction for the return routability procedure. 

o The state of any retransmissions needed for this return 

routability procedure. This state includes the time remaining 
until the next retransmission attempt and the current state of the 
exponential back-off mechanism for retransmissions. 

o Cookie values used in the Home Test I nit and Care-of Test I nit 
messages. 

o Home and care-of keygen tokens received from the correspondent 
node. 

o Home and care-of nonce indices received from the correspondent 
node. 

o The time at which each of the tokens and nonces was received from 
this correspondent node, as needed to implement reuse while 
mov i ng. 

11.2 Process i ng Mob i I i ty Headers 

All IPv6 mobile nodes MUST observe the rules described in Section 9.2 
when processing Mobi I ity Headers. 
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11.3 Packet Processing 

11 . 3. 1 Send i ng Packets Wh i I e Away from Home 

Whi le a mobi le node is away from home, it continues to use its home 
address, as we I I as a I so us i ng one or more care-of addresses. When 
sending a packet whi le away from home, a mobi le node MAY choose among 
these in selecting the address that it will use as the source of the 
packet, as f o I I ows : 

o Protocols layered over IP will generally treat the mobile node's 
home address as its IP address for most packets. For packets sent 
that are part of transport- 1 eve I connect i ons estab I i shed wh i I e the 
mobi le node was at home, the mobi le node MUST use its home 
address. Likewise, for packets sent that are part of 
transport- 1 eve I connections that the mobi le node may sti I I be 
using after moving to a new location, the mobi le node SHOULD use 
its home address in this way. If a binding exists, the mobi le 
node SHOULD send the packets directly to the correspondent node. 
Otherwise, if a binding does not exist, the mobile node MUST use 
reverse tunne I i ng. 

o The mobi le node MAY choose to directly use one of its care-of 
addresses as the source of the packet, not requiring the use of a 
Home Address option in the packet. This is particularly useful 
for short-term communication that may easily be retried if it 
fai Is. Using the mobi le node's care-of address as the source for 
such queries wi 1 1 general ly have a lower overhead than using the 
mobile node's home address, since no extra options need be used in 
either the query or its reply. Such packets can be routed 
normally, directly between their source and destination without 
relying on Mobile IPv6. If application running on the mobile node 
has no particular knowledge that the communication being sent fits 
within this general type of communication, however, the mobile 
node should not use its care-of address as the source of the 
packet in this way. 

The choice of the most efficient communi cat ions method is 

app I i cat i on spec i f i c, and outs i de the scope of th i s spec i f i cat i on. 

The APIs necessary for control I ing the choice are also out of 

scope. 

o Whi le not at its home I ink, the mobi le node MUST NOT use the Home 
Address destination option when communicating with I ink- 1 oca I or 
site- 1 oca I peers, if the scope of the home address is larger than 
the scope of the peer' s address. 

Si mi larly, the mobi le node MUST NOT use the Home Address 
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destination option for IPv6 Neighbor Discovery [12] packets. 

Detailed operation of these cases is described later in this section 
and also discussed in [31]. 

For packets sent by a mobi le node whi le it is at home, no special 
Mobile IPv6 processing is required. Likewise, if the mobile node 
uses any address other than any of its home addresses as the source 
of a packet sent whi le away from home no special Mobi le IPv6 
processing is required. In either case, the packet is simply 
addressed and transmitted in the same way as any normal IPv6 packet. 

For packets sent by the mobi le node sent whi le away from home using 
the mobile node's home address as the source, special Mobile IPv6 
processing of the packet is required. This can be done in the 
fol lowing two ways: 

Route Optimization 

This manner of delivering packets does not require going through 
the home network, and typical ly wi I I enable faster and more 
re I i ab I e transm i ss i on. 

The mobi le node needs to ensure that there exists a Binding Cache 
entry for its home address so that the correspondent node can 
process the packet (Section 9.3.1 specifies the rules for Home 
Address Destination Option Processing at a correspondent node). 
The mobi le node SHOULD examine its Binding Update List for an 
entry which fulf i I Is the fol lowing conditions: 

* The Source Address field of the packet being sent is equal to 
the home address in the entry. 

* The Destination Address field of the packet being sent is equal 
to the address of the correspondent node in the entry. 

* One of the current care-of addresses of the mobi le node appears 
as the care-of address in the entry. 

* The entry indicates that a binding has been successfully 
created. 

* The remaining lifetime of the binding is greater than zero. 

When these conditions are met, the mobi le node knows that the 
correspondent node has a suitable Binding Cache entry. 
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A mob i I e node SHOULD arrange to supp I y the home address i n a Home 
Address option, and MUST set the IPv6 header's Source Address 
field to the care-of address which the mobi le node has registered 
to be used with this correspondent node. The correspondent node 
wi 1 1 then use the address supp I led in the Home Address option to 
serve the function traditionally done by the Source IP address in 
the I Pv6 header. The mob i I e node' s home address i s then supp I i ed 
to h i gher protoco I I ayers and app I i cat i ons. 

Specif ical ly: 

* Construct the packet using the mobi le node's home address as 
the packet' s Source Address, i n the same way as i f the mob i I e 
node were at home. This includes the calculation of upper 
layer checksums using the home address as the value of the 
source. 

* Insert a Home Address option into the packet, with the Home 
Address field copied from the original value of the Source 
Address field in the packet. 

* Change the Source Address field in the packet's IPv6 header to 
one of the mobi le node' s care-of addresses. This wi I I 
typical ly be the mobi le node's current primary care-of address, 
but MUST be an address assigned to the interface on the link 
being used. 

By using the care-of address as the Source Address in the IPv6 
header, with the mobile node's home address instead in the Home 
Address option, the packet wi I I be able to safely pass through any 
router implementing ingress fi Iter ing [26]. 

Reverse Tunnel ing 

This is the mechanism which tunnels the packets via the home 
agent. It is not as efficient as the above mechanism, but is 
needed if there is no binding yet with the correspondent node. 

This mechanism is used for packets that have the mobile node's 
home address as the Source Address in the IPv6 header, or with 
multicast control protocol packets as described in Section 11.3.4. 
Spec i f i ca I I y : 

* The packet is sent to the home agent using IPv6 encapsulation 
[15]. 



Johnson, Perkins, Arkko Expires December 29, 2003 



[Page 112] 



i 

I nternet-Oraf t 



Mobility Support in IPv6 



June 2003 



* The Source Address in the tunnel packet is the primary care-of 
address as registered with the home agent. 

* The Destination Address in the tunnel packet is the home 
agent' s address. 



Then, the home agent wi 1 1 pass the encapsulated packet to the 
correspondent node. 



11.3.2 Interaction with Outbound IPsec Processing 

This section sketches the interaction between outbound Mobi le IPv6 
processing and outbound IP Security (IPsec) processing for packets 
sent by a mobi le node whi le away from home. Any specific 
implementation MAY use algorithms and data structures other than 
those suggested here, but its processing MUST be consistent with the 
effect of the operation described here and with the relevant IPsec 
specifications. In the steps described below, it is assumed that 
I Psec is be i ng used i n transport mode [4] and that the mob i I e node i s 
using its home address as the source for the packet (from the point 
of view of higher protocol layers or applications, as described in 
Section 11.3. 1) : 

o The packet is created by higher layer protocols and applications 
(e.g., by TCP) as if the mobi le node were at home and Mobi le IPv6 
were not being used. 

o Determine the outgoing interface for the packet. (Note that the 
selection between reverse tunneling and route optimization may 
imply different interfaces, particularly if tunnels are considered 
i nterf aces as we II . ) 

o As part of outbound packet processing in IP, the packet is 

compared against the IPsec security policy database to determine 
what processing is required for the packet [4]. 

o If IPsec processing is required, the packet is either mapped to an 
existing Security Association (or SA bundle), or a new SA (or SA 
bundle) is created for the packet, according to the procedures 
defined for IPsec. 

o Since the mobi le node is away from home, the mobi le is either 
using reverse tunneling or route optimization to reach the 
correspondent node. 

I f reverse tunne I i ng is used, the packet i s constructed i n the 
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normal manner and then tunneled through the home agent. 

If route optimization is in use, the mobile node inserts a Home 
Address destination option into the packet, replacing the Source 
Address in the packet's IP header with the care-of address used 
with this correspondent node, as described in Section 11.3.1. The 
Destination Options header in which the Home Address destination 
option is inserted MUST appear in the packet after the routing 
header, if present, and before the IPsec (AH [5] or ESP [6]) 
header, so that the Home Address destination option is processed 
by the destination node before the IPsec header is processed. 

Finally, once the packet is fully assembled, the necessary IPsec 
authentication (and encryption, if required) processing is 
performed on the packet, initializing the Authentication Data in 
the IPsec header. 

RFC 2402 treatment of dest i nat i on opt i ons i s extended as f o I I ows. 
The AH authentication data MUST be calculated as if the following 
were true: 

* the IPv6 source address in the IPv6 header contains the mobile 
node' s home address, 

* the Home Address field of the Home Address destination option 
(Section 6.3) contains the new care-of address. 

o This allows, but does not require, the receiver of the packet 
containing a Home Address destination option to exchange the two 
fields of the incoming packet to reach the above situation, 
simplifying processing for all subsequent packet headers. 
However, such an exchange is not required, as long as the result 
of the authentication calculation remains the same. 

When an automated key management protocol is used to create new 
security associations for a peer, it is important to ensure that the 
peer can send the key management protocol packets to the mobile node. 
This may not be possible if the peer is the home agent of the mobi le 
node, and the purpose of the security associations would be to send a 
Binding Update to the home agent. Packets addressed to the home 
address of the mob i I e node cannot be used before the B i nd i ng Update 
has been processed. For the default case of using IKE [9] as the 
automated key management protocol, such problems can be avoided by 
the following requirements when communicating with its home agent: 

o When the mobi le node is away from home, it MUST use its care-of 
address as the Source Address of a I I packets it sends as part of 
the key management protocol (without use of Mobile IPv6 for these 
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packets, as suggested in Section 11.3.1). 

o In addition, for all security associations bound to the mobile 
node's home address established by IKE, the mobile node MUST 
include an ISAKMP Identification Pay load [8] in the IKE exchange, 
g i v i ng the mob i I e node' s home address as the i n i t i ator of the 
Security Association [7]. 

The Key Management Mobility Capability (K) bit in Binding Updates and 
Acknowledgements can be used avoid the need to rerun IKE upon 
movements. 

11.3.3 Receiving Packets While Away from Home 

Whi le away from home, a mobi le node wi I I receive packets addressed to 
its home address, by one of two methods: 

o Packets sent by a correspondent node that does not have a Binding 
Cache entry for the mobi le node, wi 1 1 be sent to the home address, 
captured by the home agent and tunneled to the mobi le node 

o Packets sent by a correspondent node that has a Binding Cache 
entry for the mobi le node that contains the mobi le node' s current 
care-of address, wi I I be sent by the correspondent node using a 
type 2 routing header. The packet wi I I be addressed to the mobi le 
node's care-of address, with the final hop in the routing header 
directing the packet to the mobi le node's home address; the 
processing of this last hop of the routing header is entirely 
i nterna I to the mob i I e node, s i nee the care-of address and home 
address are both addresses within the mobi le node. 

For packets received by the first method, the mobi le node MUST check 
that the IPv6 source address of the tunneled packet is the IP address 
of its home agent. In this method the mobi le node may also send a 
Binding Update to the original sender of the packet, as described in 
Section 11.7.2, subject to the rate limiting defined in Section 11.8. 
The mob i I e node MUST a I so process the rece i ved packet i n the manner 
defined for IPv6 encapsulation [15], which will result in the 
encapsulated (inner) packet being processed normally by upper- layer 
protocols within the mobile node, as if it had been addressed (only) 
to the mobi le node' s home address. 

For packets received by the second method, the fo I lowing rules wi I I 
result in the packet being processed normally by upper- layer 
protocols within the mobile node, as if it had been addressed to the 
mob i I e node' s home address. 

A node receiving a packet addressed to itself (i.e., one of the 
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node' s addresses is in the I Pv6 dest i nat i on f i e I d) f o I I ows the next 
header chain of headers and processes them. When it encounters a 
type 2 routing header during this processing it performs the 
fo I lowing checks. If any of these checks fai I the node MUST si lentiy 
discard the packet. 

o The length field in the routing header is exactly 2. 

o The segments left field in the routing header is 1 on the wire. 
(But implementations may process the routing header so that the 
value may become 0 after the routing header has been processed, 
but before the rest of the packet i s processed. ) 

o The Home Address field in the routing header is one of the node's 
home addresses, if the segments left field was 1. Thus, in 
particular the address field is required to be a unicast routable 
address. 

Once the above checks have been performed, the node swaps the IPv6 
destination field with the Home Address field in the routing header, 
decrements segments left by one from the value it had on the wire, 
and resubmits the packet to IP for processing the next header. 
Conceptually this follows the same model as in RFC 2460. However, in 
the case of type 2 routing header this can be simplified since it is 
known that the packet wi 1 1 not be forwarded to a different node. 

The definition of AH requires the sender to calculate the AH 
integrity check value of a routing header in a way as it appears in 
the receiver after it has processed the header. Since IPsec headers 
fol low the routing header, any IPsec processing wi I I operate on the 
packet with the home address in the IP destination field and segments 
left being zero. Thus, the AH calculations at the sender and 
receiver wi 1 1 have an identical view of the packet. 

11.3.4 Routing Multicast Packets 

A mobile node that is connected to its home link functions in the 
same way as any other (stationary) node. Thus, when it is at home, a 
mobile node functions identically to other multicast senders and 
receivers. This section therefore describes the behavior of a mobile 
node that is not on its home link. 

In order to receive packets sent to some multicast group, a mobi le 
node must join that multicast group. One method by which a mobi le 
node MAY join the group is via a (local) multicast router on the 
foreign link being visited. In this case, the mobile node MUST use 
its care-of address and MUST NOT use the Home Address destination 
option when sending MLD packets [17]. 
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Alternatively, a mobile node MAY join multicast groups via a 
bi-directional tunnel to its home agent. The mobile node tunnels its 
multicast group membership control packets (such as those defined in 
[17] or in [37]) to its home agent, and the home agent forwards 
multicast packets down the tunnel to the mobi le node. A mobi le node 
MUST NOT tunnel multicast group membership control packets until (1) 
the mobile node has a binding in place at the home agent, and (2) the 
latter sends at least one such multicast group membership control 
packet via the tunnel. Once this condition is true, the mobile node 
SHOULD assume it does not change as long as the binding does not 
expire. 

A mobi le node that wishes to send packets to a multicast group also 
has two options: 

1 . Send d i rect I y on the fore i gn I i nk be i ng v i s i ted. 

The application is aware of the care-of address and uses it as a 
source address for multicast traffic, just like it would use a 
stationary address. The mobi le node MUST NOT use Home Address 
destination option in such traffic. 

2. Send via a tunnel to its home agent. 

Because multicast routing in general depends upon the Source 
Address used in the IPv6 header of the multicast packet, a mobi le 
node that tunnels a multicast packet to its home agent MUST use 
its home address as the IPv6 Source Address of the inner 
multicast packet. 

Note that d i rect send i ng from the fore i gn I i nk i s on I y app I i cab I e 
while the mobile node is at that foreign link. This is because the 
associated multicast tree is specific to that source location and any 
change of location and source address will invalidate the source 
specific tree or branch and the application context of the other 
multicast group members. 

This specification does not provide mechanisms to enable such local 
multicast session to survive hand-off, and to seamlessly continue 
from a new care-of address on each new foreign link. Any such 
mechanism, developed as an extension to this specification, needs to 
take into account the impact of fast moving mobi le nodes on the 
Internet multicast routing protocols and their ability to maintain 
the integrity of source specific multicast trees and branches. 

While the use of bidirectional tunneling can ensure that multicast 
trees are i ndependent of the mob i I e nodes movement, i n some case such 
tunneling can have adverse affects. The latency of specific types of 
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multicast applications such as multicast based discovery protocols 
will be affected when the round-trip time between the foreign subnet 
and the home agent is significant compared to that of the topology to 
be discovered. In addition, the delivery tree from the home agent in 
such c i rcumstances re I i es on un i cast encapsu I at i on from the agent to 
the mobile node and is therefore bandwidth inefficient compared to 
the native multicast forwarding in the foreign multicast system. 

1 1 . 3. 5 Rece i v i ng I CMP Error Messages 

Any node that does not recognize the Mobi I ity header wi 1 1 return an 
I CMP Parameter Problem, Code 1, message to the sender of the packet. 
If the mobi le node receives such an I CMP error message in response to 
a return routability procedure or Binding Update, it SHOULD record in 
its Binding Update List that future Binding Updates SHOULD NOT be 
sent to this destination. Such Binding Update List entries SHOULD be 
removed after a period of time, in order to a I low for retrying route 
optimization. 

New Binding Update List entries MUST NOT be created as a result of 
receiving I CMP error messages. 

Correspondent nodes that have participated in the return routability 
procedure MUST implement the ability to correctly process received 
packets containing a Home Address destination option. Therefore, 
correctly implemented correspondent nodes should always be able to 
recogn i ze Home Address opt i ons. I f a mob i I e node rece i ves an I CMP 
Parameter Problem, Code 2, message from some node indicating that it 
does not support the Home Address option, the mobi le node SHOULD log 
the error and then discard the I CMP message. 

11.3.6 Receiving Binding Error Messages 

When a mobile node receives a packet containing a Binding Error 
message, it should first check if the mobile node has a Binding 
Update List entry for the source of the Binding Error message. If 
the mobi le node does not have such an entry, it MUST ignore the 
message. Th i s is necessary to prevent a waste of resources on e. g. 
return routab i I i ty procedure due to spoofed B i nd i ng Error messages. 

Otherwise, if the message Status field was 1 (unknown binding for 
Home Address destination option), the mobile node should perform one 
of the f o I I ow i ng two act i ons : 

o I f the mob i I e node has recent upper I ayer progress i nf ormat i on 
that indicates conrnun i cat i ons with the correspondent node are 
progressing, it MAY ignore the message. This can be done in order 
to limit the damage that spoofed Binding Error messages can cause 
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to ongoing communications. 

o If the mobile node has no upper layer progress information, it 
MUST remove the entry and route further comnun i cat i ons through the 
home agent. It MAY also optional ly start a return routabi lity 
procedure (see Section 5.2). 

If the message Status field was 2 (unrecognized MH Type value), the 
mobi le node should perform one of the fo I lowing two actions: 

o If the mobile node is not expecting an acknowledgement or response 
from the correspondent node, the mobi le node SHOULD ignore this 
message. 

o Otherwise, the mobi le node SHOULD cease the use of any extensions 
to this specification. If no extensions had been used, the mobile 
node should cease the attempt to use route optimization. 



11.4 Home Agent and Prefix Management 

11.4.1 Dynamic Home Agent Address Discovery 

Sometimes, when the mobi le node needs to send a Binding Update to its 
home agent to register its new primary care-t)f address, as described 
in Section 11.7.1, the mobi le node may not know the address of any 
router on its home link that can serve as a home agent for it. For 
example, some nodes on its home link may have been reconfigured while 
the mobi le node has been away from home, such that the router that 
was operat i ng as the mob i I e node* s home agent has been rep I aced by a 
different router serving this role. 

In th i s case, the mob i I e node MAY attempt to d i scover the address of 
a suitable home agent on its home link. To do so, the mobi le node 
sends an I CMP Home Agent Address Discovery Request message to the 
Mobi le IPv6 Home-Agents anycast address [16] for its home subnet 
prefix. As described in Section 10.5, the home agent on its home 
I ink that receives this Request message wi I I return an I CMP Home 
Agent Address Discovery Reply message. This message gives the 
addresses for the home agents operat i ng on the home I i nk. 

The mobile node, upon 'rece i v i ng this Home Agent Address Discovery 
Reply message, MAY then send its home registration Binding Update to 
any of the un i cast I P addresses I i sted i n the Home Agent Addresses 
field in the Reply. For example, the mobile node MAY attempt its 
home registration to each of these addresses, in turn, unti I its 
registration is accepted. The mobile node sends a Binding Update to 
an address and waits for the matching Binding Acknowledgement, moving 
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on to the next address if there is no response. The mobi le node 
MUST, however, wait at least I n i t i a I B i ndackT i meoutF i rstReg seconds 
(see Section 13) before sending a Binding Update to the next home 
agent. In trying each of the returned home agent addresses, the 
mob i I e node SHOULD try each i n the order I i sted i n the Home Agent 
Addresses field in the received Home Agent Address Discovery Reply 
message. 

If the mobi le node has a current registration with some home agent 
(the Lifetime for that registration has not yet expired), then the 
mobi le node MUST attempt any new registration first with that home 
agent. If that registration attempt fails (e.g., times out or is 
rejected), the mobile node SHOULD then reattempt this registration 
with another home agent. If the mobi le node knows of no other 
suitable home agent, then it MAY attempt the dynamic home agent 
address discovery mechanism described above. 

If, after a mobi le node transmits a Home Agent Address Discovery 
Request message to the Home Agents Anycast address, it does not 
receive a corresponding Home Agent Address Discovery Reply message 
within I N I T I AL_DHAAD_T I MEOUT (see Section 12) seconds, the mobile 
node MAY retransmit the same Request message to the same anycast 
address. This retransmission MAY be repeated up to a maximum of 
DHAAD_RETRIES (see Section 12) attempts. Each retransmission MUST be 
delayed by twice the time interval of the previous retransmission. 

1 1 . 4. 2 Send i ng Mob i I e Pref i x So I i c i tat i ons 

When a mobi le node has a home address that is about to become 
invalid, it SHOULD send a Mobile Prefix Solicitation to its home 
agent in an attempt to acquire fresh routing prefix information. The 
new information also enables the mobile node to participate in 
renumbering operations affecting the home network, as described in 
Section 10.6. 

The mobi le node MUST use the Home Address destination option to carry 
its home address. The mobi le node MUST support and SHOULD use IPsec 
to protect the solicitation. The mobile node MUST set the Identifier 
field in the I CMP header to a random value. 

As described in Section 11.7.2, Binding Updates sent by the mobile 
node to other nodes MUST use a lifetime no greater than the remaining 
lifetime of its home registration of its primary care-of address. 
The mobile node SHOULD further limit the lifetimes that it sends on 
any Binding Updates to be within the remaining valid lifetime (see 
Section 10.6.2) for the prefix in its home address. 

When the I i f et i me for a changed pref i x decreases, and the change 
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would cause cached bindings at correspondent nodes in the Binding 
Update List to be stored past the newly shortened lifetime, the 
mobi le node MUST issue a Binding Update to a I I such correspondent 
nodes. 

These limits on the binding lifetime serve to prohibit use of a 
mobile node's home address after it becomes invalid. 

11.4.3 Receiving Mobile Prefix Advertisements 

Section 10.6 describes the operation of a home agent to support boot 
time configuration and renumbering a mobile node's home subnet while 
the mob i I e node i s away from home. The home agent sends Mob i I e 
Prefix Advertisements to the mobi le node whi le away from home, giving 
"important" Prefix Information options that describe changes in the 
prefixes in use on the mobile node's home link. 

The Mobile Prefix Solicitation is similar to the Router Solicitation 
used in Neighbor Discovery [12], except it is routed from the mobile 
node on the visited network to the home agent on the home network by 
usual unicast routing rules. 

When a mobi le node receives a Mobi le Prefix Advertisement, it MUST 
validate it according to the following test: 

o The Source Address of the I P packet carry i ng the Mob i I e Pref i x 
Advertisement is the same as the home agent address to which the 
mobile node last sent an accepted home registration Binding Update 
to register its primary care-of address. Otherwise, if no such 
registrations have been made, it SHOULD be the mobi le node's 
stored home agent address, if one exists. Otherwise, if the 
mobile node has not yet discovered its home agent's address, it 
MUST NOT accept Mob i I e Pref i x Advert i sements. 

o The packet MUST have a type 2 routing header and SHOULD be 
protected by an IPsec header as described in Section 5.4 and 
Section 6. 8. 

o If the ICMP Identifier value matches the ICMP Identifier value of 
the most recently sent Mobi le Prefix Sol i citation and no other 
advertisement has yet been received for this value, then the 
advert i sement i s cons i dered to be so I i c i ted and will be processed 
further. 

Otherw i se, the advert i sement i s unso I i c i ted, and MUST be s i I ent I y 
discarded. In this case the mobi le node SHOULD send a Mobi le 
Prefix Sol icitation. . 



Johnson, Perkins, Arkko 



Expires December 29, 2003 



[Page 121] 



I nternet-Draf t 



Mobility Support in IPv6 



June 2003 



Any rece i ved Mob i I e Pref i x Advert i sement not meet i ng these tests MUST 
be silently discarded. 

For an accepted Mobi le Prefix Advertisement, the mobi le node MUST 
process Managed Address Configuration (M), Other Stateful 
Configuration (0), and the Prefix Information Options as if they 
arrived in a Router Advertisement [12] on the mobile node's home 
link. (This specification does not, however, describe how to acquire 
home addresses through stateful protocols.) Such processing may 
result in the mobile node configuring a new home address, although 
due to separation between preferred lifetime and valid lifetime, such 
changes should not affect most communications by the mobile node, in 
the same way as for nodes that are at home. 

This specification assumes that any security associations and 
security policy entries that may be needed for new prefixes have been 
pre-conf igured in the mobi le node. Note that whi le dynamic key 
management avoids the need to create new security associations, it is 
still necessary to add policy entries to protect. the communications 
involving the home address (es). Mechanisms for automatic set-up of 
these entries are outside the scope of this specification. 

11.5 Movement 

11.5.1 Movement Detect i on 

The primary goal of movement detection is to detect L3 handovers. 
This section does not attempt to specify a fast movement detection 
algorithm which wi I I function optimal ly for al I types of 
applications, I ink- layers and deployment scenarios; instead, it 
describes a generic method that uses the facilities of IPv6 Neighbor 
Discovery, including Router Discovery and Neighbor Unreachab i I i ty 
Detection. At the time of this writing, this method is considered 
well enough understood to recommend for standardization, however it 
is expected that future versions of this specification or other 
specifications may contain updated versions of the movement detection 
algorithm that have better performance. 

Generic movement detection uses Neighbor Unreachab i I i ty Detection to 
detect when the default router is no longer bi-directionally 
reachable, in which case the mobi le node must discover a new default 
router (usually on a new link). However, this detection only occurs 
when the mob i I e node has packets to send, and i n the absence of 
frequent Router Advert i sements or i nd i cat i ons from the I i nk- 1 ayer, 
the mobi le node might become unaware of an L3 handover that occurred. 
Therefore, the mobile node should supplement this method with other 
information whenever it is available to the mobile node (e.g., from 
lower protocol layers). 
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When the mobile node detects an L3 handover, it performs Duplicate 
Address Detection [13] on its I ink- 1 oca I address, selects a new 
default router as a consequence of Router Discovery, and then 
performs Prefix Discovery with that new router to form new care-of 
address (es) as described in Section 11.5.2. It then registers its 
new primary care-of address with its home agent as described in 
Section 11.7.1. After updating its home registration, the mobile 
node then updates associated mobility bindings in correspondent nodes 
that it is performing route optimization with as specified in Section 
11.7. 2. 

Due to the temporary packet flow disruption and signaling overhead 
involved in updating mobility bindings, the mobile node should avoid 
performing an L3 handover until it is strictly necessary. 
Specifically, when the mobile node receives a Router Advertisement 
from a new router that contains a different set of on- 1 ink prefixes, 
if the mobile node detects that the currently selected default router 
on the old link is still bi-directionally reachable, it should 
general ly continue to use the old router on the old I ink rather than 
switch away from it to use a new default router. 

Mobile nodes can use the information in received Router 
Advertisements to detect L3 handovers. In doing so the mobile node 
needs to consider the following issues: 

o There might be multiple routers on the same link, thus hearing a 
new router does not necessarily constitute an L3 handover. 

o When there are multiple routers on the same link they might 

advertise different prefixes. Thus even hearing a new router with 
a new prefix might not be a reliable indication of an L3 handover. 

o The I ink- 1 oca I addresses of routers are not globally unique, hence 
after completing an L3 handover the mobi le node might continue to 
receive Router Advertisements with the same I ink- 1 oca I source 
address. This might be common if routers use the same I ink- 1 oca I 
address on multiple interfaces. This issue can be avoided when 
routers use the Router Address (R) bit, since that provides a 
global address of the router. 

In addition, the mobile node should consider the following events as 
indications that an L3 handover may have occurred. Upon receiving 
such indications, the mobile node needs to perform Router Discovery 
to discover routers and prefixes on the new link, as described in 
Section 6.3.7 of RFC 2461 [12]. 

o I f Router Advert i sements that the mob i I e node rece i ves i nc I ude an 
Advertisement Interval option, the mobile node may use its 
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Advertisement Interval field as an indication of the frequency 
with which it should expect to continue to receive future 
Advertisements from that router. This field specifies the minimum 
rate (the maximum amount of time between successive 
Advertisements) that the mobile node should expect. If this 
amount of time elapses without the mobile node receiving any 
Advertisement from this router, the mobi le node can be sure that 
at least one Advertisement sent by the router has been lost. The 
mobile node can then inpiement its own policy to determine how 
many lost Advertisements from its current default router 
constitute an L3 handover indication. 

o Neighbor Unreachab i I i ty Detection determines that the default 
router is no longer reachable. 

o With some types of networks, notification that an L2 handover has 
occurred might be obtained from lower layer protocols or device 
driver software within the mobi le node. Whi le further detai Is 
around handling L2 indications as movement hints is an item for 
further study, at the time of writing this specification the 
following is considered reasonable: 

An L2 handover indication may or may not imply L2 movement and L2 
movement may or may not imply L3 movement; the correlations might 
be a function of the type of L2 but might also be a function of 
actual deployment of the wireless topology. 

Unless it is well-known that an L2 handover indication is likely 
to imply L3 movement, instead of immediately multicasting a router 
solicitation it may be better to attempt to verify whether the 
default router is still bi-directionally reachable. This can be 
accomplished by sending a unicast Neighbor Solicitation and 
waiting for a Neighbor Advertisement with the solicited flag set. 
Note that this is similar to Neighbor Unreachab i I ity detection but 
it does not have the same state machine, such as the STALE state. 

If the default router does not respond to the Neighbor 
Solicitation it makes sense to proceed to multicasting a Router 
So I i c i tat i on. 



11.5.2 Forming New Care-of Addresses 

After detecting that it has moved a mobi le node SHOULD generate a new 
primary care-of address using normal IPv6 mechanisms. This SHOULD 
also be done when the current primary care-of address becomes 
deprecated. A mobi le node MAY form a new primary care-of address at 
any time, but a mobi le node MUST NOT send a Binding Update about a 
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new care-of address to its home agent more than MAX_UPDATE_RATE times 
within a second. 

In addition, a mobi le node MAY form new non-primary care-of addresses 
even when i t has not sw i tched to a new def au 1 1 router, A mob i I e node 
can have only one primary care-of address at a time (which is 
registered with its home agent), but it MAY have an additional 
care-of address for any or a I I of the pref i xes on i ts current I i nk. 
Furthermore, since a wireless network interface may actually allow a 
mobile node to be reachable on more than one link at a time (i.e., 
within wireless transmitter range of routers on more than one 
separate link), a mobile node MAY have care-of addresses on more than 
one I ink at a time. The use of more than one care-of address at a 
time is described in Section 11.5.3. 

As described in Section 4, in order to form a new care-of address, a 
mobile node MAY use either stateless [13] or stateful (e.g., DHCPv6 
[29]) Address Autoconf iguration. If a mobile node needs to use a 
source address (other than the unspecified address) in packets sent 
as a part of address autoconf iguration, it MUST use an IPv6 
I ink- 1 oca I address rather than its own IPv6 home address. 

RFC 2462 [13] specifies that in normal processing for Duplicate 
Address Detection, the node SHOULD delay sending the initial Neighbor 
So I i c i tat i on message by a random de I ay between 0 and 
MAX_RTR_S0L I C I TAT I 0N_DELAY. Since delaying DAD can result in 
significant delays in configuring a new care-of address when the 
Mob i I e Node moves to a new I i nk, the Mob i I e Node pref erab I y SHOULD 
NOT delay DAD when configuring a new care-of address. The Mobi le 
Node SHOULD delay according to the mechanisms specified in RFC 2462 
unless the implementation has a behavior that desynchron i zes the 
steps that happen before the DAD in the case that multiple nodes 
experience handover at the same time. Such desynchron i z i ng behaviors 
might be due to random delays in the L2 protocols or device drivers, 
or due to the movement detection mechanism that is used. 

11.5.3 Us i ng Mu 1 1 i p I e Care-of Addresses 

As described in Section 11.5.2, a mobi le node MAY use more than one 
care-of address at a time. Particularly in the case of many wireless 
networks, a mobile node effectively might be reachable through 
multiple links at the same time (e.g., with overlapping wireless 
cells), on which different on- 1 ink subnet prefixes may exist. The 
mobile node MUST ensure that its primary care-of address always has a 
prefix that is considered on- 1 ink by its current default router, 
i.e., advertised by its current default router in a solicited Router 
Advertisement. After selecting a new primary care-of address, the 
mobile node MUST send a Binding Update containing that care-of 
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address to its home agent. The Binding Update MUST have the Home 
Registration (H) and Acknowledge (A) bits set its home agent, as 
described on Section 11.7.1. 

To assist with smooth handovers, a mobile node SHOULD retain its 
previous primary care-of address as a (non-primary) care-of address, 
and SHOULD sti 1 1 accept packets at this address, even after 
registering its new primary care-of address with its home agent. 
This is reasonable, since the mobi le node could only receive packets 
at its previous primary care-of address if it were indeed still 
connected to that link. If the previous primary care-of address was 
allocated using stateful Address Autoconf iguration [29], the mobile 
node may not wish to release the address immediately upon switching 
to a new primary care-of address. 

Whenever a mobile node determines that it is no longer reachable 
through a given link, it SHOULD invalidate all care-of addresses 
associated with address prefixes that it discovered from routers on 
the unreachable link which are not in the current set of address 
prefixes advertised by the (possibly new) current default router. 

1 1 . 5. 4 Return i ng Home 

A mobile node detects that it has returned to its home link through 
the movement detection algorithm in use (Section 11.5.1), when the 
mob i I e node detects that i ts home subnet pref i x is aga i n on- 1 i nk. 
The mobi le node SHOULD then send a Binding Update to its home agent, 
to instruct its home agent to no longer intercept or tunnel packets 
for it. In this home registration, the mobile node MUST set the 
Acknowledge (A) and Home Registration (H) bits, set the Lifetime 
field to zero, and set the care-of address for the binding to the 
mobi le node's own home address. The mobi le node MUST use its home 
address as the source address in the Binding Update. 

When sending this Binding Update to its home agent, the mobile node 
must be careful in how it uses Neighbor Solicitation [12] (if needed) 
to learn the home agent's link- layer address, since the home agent 
wi I I be currently configured to intercept packets to the mobi le 
node's home address using Duplicate Address Detection (DAD). In 
particular, the mobile node is unable to use its home address as the 
Source Address in the Neighbor Solicitation until the home agent 
stops defending the home address. 

Neighbor Solicitation by the mobile node for the home agent's address 
will normally not be necessary, since the mobile node has already 
I earned the home agent' s I i nk- 1 ayer address from a Source L i nk-Layer 
Address option in a Router Advertisement. However, if there are 
multiple home agents it may sti I I be necessary to send a 



Johnson, Perkins, Arkko Expires December 29, 2003 



[Page 126] 



I nternet-Draf t 



Mobi I ity Support in IPv6 



June 2003 



solicitation. In this special case of the mobile node returning 
home, the mobile node MUST multicast the packet, and in addition set 
the Source Address of this Neighbor Solicitation to the unspecified 
address (0:0:0:0:0:0:0:0). The target of the Neighbor Solicitation 
MUST be set to the mobile node's home address. The destination IP 
address MUST be set to the Sol icited-Node multicast address [3], The 
home agent wi I I send a multicast Neighbor Advertisement back to the 
mobi le node with the Sol icited flag (S) set to zero. In any case, 
the mobile node SHOULD record the information from the Source 
Link-Layer Address option or from the advertisement, and set the 
state of the Neighbor Cache entry for the home agent to REACHABLE. 

The mobi le node then sends its Binding Update to the home agent's 
I ink- layer address, instructing its home agent to no longer serve as 
a home agent for it. By processing this Binding Update, the home 
agent wi I I cease defending the mobi le node* s home address for 
Dupl icate Address Detection and wi I I no longer respond to Neighbor 
Solicitations for the mobile node's home address. The mobile node is 
then the only node on the link receiving packets at the mobile node's 
home address. In addition, when returning home prior to the 
expiration of a current binding for its home address, and configuring 
its home address on its network interface on its home link, the 
mobi le node MUST NOT perform Dupl icate Address Detection on its own 
home address, in order to avoid confusion or conflict with its home 
agent' s use of the same address. Th i s ru I e a I so app I i es to the 
derived I ink- 1 oca I address of the mobi le node, if the Link Local 
Address Compatibi I ity (L) bit was set when the binding was created. 
If the mobi le node returns home after the bindings for all of its 
care-of addresses have expired, then it SHOULD perform DAD. 

After the Mobi le Node sends the Binding Update, it MUST be prepared 
to reply to Neighbor Solicitations for its home address. Such 
rep I ies MUST be sent using a unicast Neighbor Advertisement to the 
sender's I ink- layer address. It is necessary to reply, since sending 
the Binding Acknowledgement from the home agent may require 
performing Neighbor Discovery, and the mobi le node may not be able to 
distinguish Neighbor Solicitations coming from the home agent from 
other Neighbor Solicitations. Note that a race condition exists 
where both the mob i I e node and the home agent respond to the same 
solicitations sent by other nodes; this will be only temporary, 
however, until the Binding Update is accepted. 

After receiving the Binding Acknowledgement for its Binding Update to 
its home agent, the mobile node MUST multicast onto the home link (to 
the all-nodes multicast address) a Neighbor Advertisement [12], to 
advertise the mobi le node's own I ink- layer address for its own home 
address. The Target Address in this Neighbor Advertisement MUST be 
set to the mobi le node's home address, and the Advertisement MUST 
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i nc I ude a Target L i nk- 1 ayer Address opt i on spec i f y i ng the mob i I e 
node's I ink- 1 ayer address. The mobile node MUST multicast such a 
Neighbor Advertisement for each of its home addresses, as defined by 
the current orrlink prefixes, including its I ink- 1 oca I address and 
site- 1 oca I address. The Solicited Flag (S) in these Advertisements 
MUST NOT be set, since they were not solicited by any Neighbor 
Solicitation. The Override Flag (0) in these Advertisements MUST be 
set, indicating that the Advertisements SHOULD override any existing 
Neighbor Cache entries at any node receiving them. 

Since multicasting on the local link (such as Ethernet) is typically 
not guaranteed to be reliable, the mobile node MAY retransmit these 
Neighbor Advertisements [12] up to MAX_NE I GHB0R_ADVERT I SEMENT times 
to increase their reliability. It is still possible that some nodes 
on the home I ink wi I I not receive any of these Neighbor 
Advertisements, but these nodes wi 1 1 eventual ly be able to recover 
through use of Ne i ghbor Unreachab i I i ty Detect i on [1 2] . 

11.6 Return Routabi I ity Procedure 

This section defines the rules that the mobi le node must fol low when 
performing the return routabi I ity procedure. Section 11.7.2 
descr i bes the ru I es when the return routab i I i ty procedure needs to be 
i n i t i ated. 

1 1 . 6. 1 Send i ng Test I n i t Messages 

A mobile node that initiates a return routabi I ity procedure MUST send 
(in parallel) a Home Test Init message and a Care-of Test Init 
messages. However, if the mobile node has recently received (see 
Section 5.2.7) one or both home or care-of keygen tokens, and 
associated nonce indices for the desired addresses, it MAY reuse 
them. Therefore, the return routab i I i ty procedure may i n some cases 
be completed with only one message pair. It may even be completed 
without any messages at a I I, if the mobi le node has a recent home 
keygen token and and has previously visited the same care-of address 
so that it a I so has a recent care-of keygen token. I f the mob i I e 
node intends to send a Binding Update with the Lifetime set to zero 
and the care-of address equal to its home address - such as when 
returning home - sending a Home Test Init message is sufficient. In 
this case, generation of the binding management key depends 
exclusively on the home keygen token (Section 5.2.5). 

A Home Test Init message MUST be created as described in Section 
6.1.3. 

A Care-of Test Init message MUST be created as described in Section 

6.1.4. When sending a Home Test Init or Care-of Test Init message 
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the mobile node MUST record in its Binding Update List the following 
fields from the messages: 

o The IP address of the node to which the message was sent. 

o The home address of the mobi le node. This value wi 1 1 appear in 
the Source Address field of the Home Test I nit message. When 
sending the Care-of Test I nit message, this address does not 
appear in the message, but represents the home address for which 
the binding is desired. 

o The time at which each of these messages was sent. 

o The cookies used in the messages. 

Note that a single Care-of Test I nit message may be sufficient even 
when there are multiple home addresses. In this case the mobile node 
MAY record the same information in multiple Binding Update List 
entr i es. 

11.6.2 Receiving Test Messages 

Upon rece i v i ng a packet carry i ng a Home Test message, a mob i I e node 
MUST validate the packet according to the following tests: 

o The Source Address of the packet belongs to a correspondent node 
for which the mobi le node has a Binding Update List entry with a 
state indicating that return routability procedure is in progress. 
Note that there may be multiple such entries. 

o The Binding Update List indicates that no home keygen token has 
been received yet. 

o The Destination Address of the packet has the home address of the 
mobile node, and the packet has been received in a tunnel from the 
home agent. 

o The Home I nit Cookie field in the message matches the value stored 
in the Binding Update List. 

Any Home Test message not sat i sf y i ng a I I of these tests MUST be 
si lently ignored. Otherwise, the mobi le node MUST record the Home 
Nonce Index and home keygen token in the Binding Update List. If the 
Binding Update List entry does not have a care-of keygen token, the 
mob i I e node SHOULD cont i nue wa i t i ng for the Care-of Test message. 

Upon rece i v i ng a packet carry i ng a Care-of Test message, a mob i I e 
node MUST val idate the packet according to the fol lowing tests: 
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o The Source Address of the packet belongs to a correspondent node 
for which the mobi le node has a Binding Update List entry with a 
state indicating that return routability procedure is in progress. 
Note that there may be multiple such entries. 

o The Binding Update List indicates that no care-of keygen token has 
been received yet. 

o The Destination Address of the packet is the current care-of 
address of the mobi le node. 

0 The Care-of I nit Cookie field in the message matches the value 
stored in the Binding Update List. 

Any Care-of Test message not satisfying a 1 1 of these tests MUST be 
si lently ignored. Otherwise, the mobi le node MUST record the Care-of 
Nonce Index and care-of keygen token in the Binding Update List. If 
the Binding Update List entry does not have a home keygen token, the 
mobi le node SHOULD continue waiting for the Home Test message. 

If after receiving either the Home Test or the Care-of Test message 
and performing the above actions, the Binding Update List entry has 
both the home and the care-of keygen tokens, the return routabi lity 
procedure is complete. The mobi le node SHOULD then proceed with 
sending a Binding Update as described in Section 11.7.2. 

Correspondent nodes from the time before this specification was 

pub I i shed may not support the Mob i I i ty Header protoco I . These nodes 

will respond to Home Test I nit and Care-of Test I nit messages with an 

1 CMP Parameter Problem code 1. The mobi le node SHOULD take such 
messages as an indication that the correspondent node cannot provide 
route optimization, and revert back to the use of bidirectional 
tunne I i ng. 

11.6.3 Protect i ng Return Routab i I i ty Packets 

The mobi le node MUST support the protection of Home Test and Home 
Test I nit messages as described in Section 10.4.6. 

When IPsec is used to protect return routability signaling or pay load 
packets, the mobi le node MUST set the source address it uses for the 
outgoing tunnel packets to the current primary care-of address. The 
mobi le node starts to use a new primary care-of address i mmed i ate I y 
after sending a Binding Update to the home agent to register this new 
address. 

11.7 Processing Bindings 
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11.7.1 Sending Binding Updates to the Home Agent 

After deciding to change its primary care-of address as described in 
Sect i on 11.5.1 and Sect i on 1 1 . 5. 2, a mob i I e node MUST reg i ster th i s 
care-of address with its home agent in order to make this its primary 
care-of address. 

Also, if the mobi le node wants the services of the home agent beyond 
the current registration period, the mobile node should send a new 
Binding Update to it we I I before the expiration of this period, even 
if it is not changing its primary care-of address. However, if the 
home agent returned a Binding Acknowledgement for the current 
registration with Status field set to 1 (accepted but prefix 
discovery necessary), the mobile node should not try to register 
again before it has learned the validity of its home prefixes through 
mobile prefix discovery. This is typically necessary every time this 
Status value is received, because information learned earlier may 
have changed. 

To register a care-of address or to extend the lifetime of an 
existing registration, the mobile node sends a packet to its home 
agent containing a Binding Update, with the packet constructed as 
f o I I ows : 

o The Home Registration (H) bit MUST be set in the Binding Update. 

o The Acknowledge (A) bit MUST be set in the Binding Update. 

o The packet MUST contain a Home Address destination option, giving 
the mob i I e node' s home address for the b i nd i ng. 

o The care-of address for the binding MUST be used as the Source 
Address in the packet's IPv6 header, unless an Alternate Care-of 
Address mobility option is included in the Binding Update. This 
option MUST be included in all home registrations, as the ESP 
protocol will not be able to protect care-of addresses in the IPv6 
header. (Mobile IPv6 implementations that know they are using 
IPsec AH to protect a particular message might avoid this option. 
For brevity the usage of AH is not discussed in this document.) 

o If the mobile node's I ink- 1 oca I address has the same interface 
identifier as the home address for which it is supplying a new 
care-of address, then the mobi le node SHOULD set the Link-Local 
Address Compatibility (L) bit. 

o If the home address was generated using RFC 3041 [18], then the 
link local address is unlikely to have a compatible interface 
identifier. In this case, the mobi le node MUST clear the 
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Link-Local Address Compatibility (L) bit. 

o If the IPsec security associations between the mobi le node and the 
home agent have been establ ished dynamical ly, and the mobi le node 
has the capab i I i ty to update i ts endpo i nt in the used key 
management protocol to the new care-of address every time it 
moves, the mobi le node SHOULD set the Key Management Mobi I ity 
Capability (K) bit in the Binding Update. Otherwise, the mobile 
node MUST clear the bit. 

o The value specified in the Lifetime field SHOULD be less than or 
equal to the remaining valid lifetime of the home address and the 
care-of address specified for the binding. 

Mobile nodes that use dynamic home agent address discovery should 
be careful with long lifetimes. If the mobile node loses the 
knowledge of its binding with a specific home agent, registering a 
new binding with another home agent may be impossible as the 
previous home agent is still defending the existing binding. 
Therefore, mobile nodes that use home agent address discovery 
SHOULD ensure information about their bindings is not lost, 
de-register before losing this information, or use small 
I ifetimes. 

The Acknowledge (A) bit in the Binding Update requests the home agent 
to return a Binding Acknowledgement in response to this Binding 
Update. As described in Section 6.1.8, the mobile node SHOULD 
retransmit this Binding Update to its home agent until it receives a 
matching Binding Acknowledgement. Once reaching a retransmission 
timeout period of MAX_B I NDACK_T I MEOUT, the mobile node SHOULD restart 
the process of delivering the Binding Update, but trying instead the 
next home agent returned during dynamic home agent address discovery 
(see Section 11.4.1). If there was only one home agent, the mobile 
node instead SHOULD continue to periodically retransmit the Binding 
Update at this rate until acknowledged (or until it begins attempting 
to register a different primary care-of address). See Section 11.8 
for information about retransmitting Binding Updates. 

With the Binding Update, the mobi le node requests the home agent to 
serve as the home agent for the g i ven home address. Unt i I the 
lifetime of this registration expires, the home agent considers 
itself the home agent for this home address. 

Each Binding Update MUST be authenticated as coming from the right 
mob i I e node, as def i ned i n Sect i on 5. 1 . The mob i I e node MUST use i ts 
home address - either in the Home Address destination option or in 
the Source Address field of the IPv6 header - in Binding Updates sent 
to the home agent. This is necessary in order to allow the IPsec 
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policies to be matched with the right home address. 

When sending a Binding Update to its home agent, the mobi le node MUST 
also create or update the corresponding Binding Update List entry, as 
specified in Section 11.7.2. 

The last Sequence Number value sent to the home agent in a Binding 
Update is stored by the mobi le node. If the sending mobi le node has 
no knowledge of the right Sequence Number value, it may start at any 
value. If the home agent rejects the value, it sends back a Binding 
Acknowledgement with status code 135, and the last accepted sequence 
number in the Sequence Number field of the Binding Acknowledgement. 
The mobi le node MUST store this information and use the next Sequence 
Number value for the next Binding Update it sends. 

If the mobi le node has additional home addresses, then the mobi le 
node SHOULD send an additional packet containing a Binding Update to 
its home agent to register the care-of address for each such other 
home address. 

The home agent wi I I only perform DAD for the mobi le node' s home 
address when the mobile node has supplied a valid binding between its 
home address and a care-of address. If some time elapses during 
which the mobile node has no binding at the home agent, it might be 
possible for another node to autoconf igure the mobi le node* s home 
address. Therefore, the mobi te node MUST treat creation of a new 
binding with the home agent using an existing home address the same 
as creation of a new home address. In the unlikely event that the 
mobile node's home address is autoconf igured as the IPv6 address of 
another network node on the home network, the home agent wi II reply 
to the mobi le node's subsequent Binding Update with a Binding 
Acknowledgement containing a Status of 134 (Duplicate Address 
Detection fai led). In this case, the mobi le node MUST NOT attempt to 
re-use the same home address. It SHOULD continue to register care-of 
addresses for its other home addresses, if any. (Mechanisms outlined 
in Appendix B. 5 may in the future al low mobi le nodes to acquire new 
home addresses to replace the one for which Status 134 was received.) 

11.7.2 Correspondent Reg i strat i on 

When the mobile node is assured that its home address is valid, it 
can initiate a correspondent registration with the purpose of 
a I lowing the correspondent node to cache the mobi le node's current 
care-of address. Th i s procedure cons i sts of the return routab i I i ty 
procedure followed by a registration. 

This section defines when to initiate the correspondent registration, 
and rules to follow when performing it. 
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After the mobi le node has sent a Binding Update to its home agent to 
register a new primary care-of address (as described in Section 
11.7.1), the mobile node SHOULD initiate a correspondent registration 
for each node that a I ready appears i n the mob i I e node' s B i nd i ng 
Update List. The initiated procedures can be used to either update 
or delete binding information in the correspondent node. 

For nodes that do not appear in the mobi le node's Binding Update 
List, the mobile node MAY initiate a correspondent registration at 
any time after sending the Binding Update to its home agent. 
Considerations regarding when (and if) to initiate the procedure 
depend on the spec i f i c movement and traf f i c patterns of the mob i I e 
node and are outside the scope of this document. 

In addition, the mobile node MAY initiate the procedure in response 
to receiving a packet that meets a I I of the fo I lowing tests: 

o The packet was tunneled using IPv6 encapsulation. 

o The Destination Address in the tunnel (outer) IPv6 header is equal 
to any of the mobi le node' s care-of addresses. 

o The Destination Address in the original (inner) IPv6 header is 
equal to one of the mobi le node's home addresses. 

o The Source Address in the tunnel (outer) IPv6 header differs from 
the Source Address in the original (inner) IPv6 header, 

o The packet does not contain a Home Test, Home Test I nit, Care-of 
Test, or Care-of Test I nit message. 

If a mobile node has multiple home addresses, it becomes important to 
select the right home address to use in the correspondent 
registration. The used home address MUST be the Destination Address 
of the original (inner) packet. 

The peer address used in the procedure MUST be determined as follows: 

o If a Home Address destination option is present in the original 
(inner) packet, the address from this option is used. 

o Otherwise, the Source Address in the original (inner) IPv6 header 
of the packet is used. 

Note that the va I i d i ty of the or i g i na I packet i s checked before 
attempting to initiate a correspondent registration. For instance, 
if a Home Address destination option appeared in the original packet, 
then rules in Section 9.3.1 are followed. 
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A mob i I e node MAY a I so choose to keep i ts topo I og i ca I I ocat i on 
private from certain correspondent nodes, and thus need not initiate 
the correspondent registration. 

Upon successfully completing the return routability procedure, and 
after receiving a successful Binding Acknowledgement from the Home 
Agent, a Binding Update MAY be sent to the correspondent node. 

In any Binding Update sent by a mobi le node, the care-of address 
(either the Source Address in the packet's IPv6 header or the Care-of 
Address in the Alternate Care-of Address mobi I ity option of the 
Binding Update) MUST be set to one of the care-of addresses currently 
in use by the mobi le node or to the mobi le node's home address. A 
mobi le node MAY set the care-of address differently for sending 
Binding Updates to different correspondent nodes. 

A mobi le node MAY also send a Binding Update to such a correspondent 
node to instruct it to delete any existing binding for the mobi le 
node from its Binding Cache, as described in Section 6.1.7. Even in 
this case a successful completion of the return routability procedure 
is required first. 

I f the care-of address i s not set to the mob i I e node' s home address, 
the Binding Update requests the correspondent node to create or 
update an entry for the mob i I e node i n the correspondent node' s 
Binding Cache. This is done in order to record a care-of address for 
use i n send i ng future packets to the mob i I e node. In th i s case, the 
value specified in the Lifetime field sent in the Binding Update 
SHOULD be less than or equal to the remaining lifetime of the home 
registration and the care-of address specified for the binding. The 
care-of address given in the Binding Update MAY differ from the 
mobi le node's primary care-^of address. 

If the Binding Update is sent to request the correspondent node to 
delete any existing Binding Cache entry that it has for the mobi le 
node, the care-of address is set to the mobile node's home address 
and the Lifetime field set to zero. In this case, generation of the 
binding management key depends exclusively on the home keygen token 
(Section 5.2.5). The care-of nonce index SHOULD be set to zero in 
this case. In keeping with the Binding Update creation rules below, 
the care-of address MUST be set to the home address i f the mob i I e 
node is at home, or to the current care-of address if it is away from 
home. 

If the mobi le node wants to ensure that its new care-of address has 
been entered into a correspondent node's Binding Cache, the mobile 
node needs to request an acknowledgement by setting the Acknowledge 
(A) bit in the Binding Update. 
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A B i nd i ng Update i s created as f o I I ows : 

o The current care-of address of the mobi le node MUST be sent either 
in the Source Address of the IPv6 header or in the Alternate 
Care-of Address mob i I i ty opt i on. 

o The Destination Address of the IPv6 header MUST contain the 
address of the correspondent node. 

o The Mob i I i ty Header i s constructed accord i ng to ru I es in Sect i on 
6.1.7 and Section 5.2.6, including the Binding Authorization Data 
(calculated as defined in Section 6.2.7) and possibly the Nonce 
Indices mobility options. 

o The home address of the mobi le node MUST be added to the packet in 
a Home Address destination option, unless the Source Address is 
the home address. 

Each Binding Update MUST have a Sequence Number greater than the 
Sequence Number value sent in the previous Binding Update to the same 
destination address (if any). The sequence numbers are compared 
modulo 2**16, as described in Section 9.5.1. There is no 
requirement, however, that the Sequence Number value strictly 
increase by 1 with each new Binding Update sent or received, as long 
as the value stays within the window. The last Sequence Number value 
sent to a dest i nat ion in a B i nd i ng Update i s stored by the mob i I e 
node in its Binding Update List entry for that destination. If the 
send i ng mob i I e node has no B i nd i ng Update L i st entry, the Sequence 
Number SHOULD start at a random value. The mobi le node MUST NOT use 
the same Sequence Number in two different Binding Updates to the same 
correspondent node, even if the Binding Updates provide different 
care-of addresses. 

The mobile node is responsible for the completion of the 
correspondent registration, as well as any retransmissions that may 
be needed (subject to the rate limiting defined in Section 11.8). 

11.7.3 Rece i v i ng B i nd i ng Acknow I edgements 

Upon receiving a packet carrying a Binding Acknowledgement, a mobi le 
node MUST val idate the packet according to the fo I lowing tests: 

o The packet meets the authentication requirements for Binding 
Acknowledgements, defined in Section 6.1.8 and Section 5. That 
is, if the Binding Update was sent to the home agent, underlying 
IPsec protection is used. If the Binding Update was sent to the 
correspondent node, the Binding Authorization Data mobility option 
MUST be present and have a va I i d va I ue. 
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o The Binding Authorization Data mobility option, if present, MUST 
be the last option and MUST not have trai I ing padding. 

o The Sequence Number field matches the Sequence Number sent by the 
mobile node to this destination address in an outstanding Binding 
Update. 

Any Binding Acknowledgement not satisfying all of these tests MUST be 
s i I ent I y i gnored. 

When a mobile node receives a packet carrying a valid Binding 
Acknowledgement, the mobile node MUST examine the Status field as 
f o I I ows : 

o If the Status field indicates that the Binding Update was accepted 
(the Status field is less than 128), then the mobile node MUST 
update the corresponding entry in its Binding Update List to 
indicate that the Binding Update has been acknowledged; the mobile 
node MUST then stop retransmitting the Binding Update. In 
addition, if the value specified in the Lifetime field in the 
Binding Acknowledgement is less than the Lifetime value sent in 
the Binding Update being acknowledged, then the mobile node MUST 
subtract the difference between these two Lifetime values from the 
remaining lifetime for the binding as maintained in the 
corresponding Binding Update List entry (with a minimum value for 
the Binding Update List entry lifetime of 0). That is, if the 
Lifetime value sent in the Binding Update was L_update, the 
Lifetime value received in the Binding Acknowledgement was L_ack, 
and the current remaining lifetime of the Binding Update List 
entry i s L_rema i n, then the new va I ue for the rema i n i ng I i f et i me 
of the Binding Update List entry should be 

max ( (L_rema i n - (L_update - L_ack)), 0) 

where max(X, Y) is the maximum of X and Y. The effect of this 
step is to correctly manage the mobile node's view of the 
b i nd i ng' s rema i n i ng I i f et i me (as ma i nta i ned i n the correspond i ng 
Binding Update List entry) so that it correctly counts down from 
the Lifetime value given in the Binding Acknowledgement, but with 
the timer countdown beginning at the time that the Binding Update 
was sent. 

Mob i I e nodes SHOULD send a new B i nd i ng Update we I I before the 
expiration of this period in order to extend the lifetime. This 
helps to avoid disruptions in communications, which might 
otherwise be caused by network delays or clock drift. 
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o Additionally, if the Status field value is 1 (Accepted but prefix 
discovery necessary), the mobi le node SHOULD send a Mobi le Prefix 
So I i c i tat i on message to update i ts i nf ormat i on about the ava i I ab I e 
pref i xes. 

o If the Status field indicates that the Binding Update was rejected 
(the Status field is greater than or equal to 128), then the 
mob i I e node can take steps to correct the cause of the error and 
retransmit the Binding Update (with a new Sequence Number value), 
subject to the rate limiting restriction specified in Section 
11.8. If this is not done, or it fails, then the mobile node 
SHOULD record in its Binding Update List that future Binding 
Updates SHOULD NOT be sent to this destination. 

The treatment of a Binding Refresh Advice mobility option within the 
Binding Acknowledgement depends on the where the acknowledgement came 
from. This option MUST be ignored if the acknowledgement came from a 
correspondent node. If it came from the home agent, the mobi le node 
uses Refresh Interval field in the option as a suggestion that it 
SHOULD attempt to refresh its home registration at the indicated 
shorter interval. 

If the acknowledgement came from the home agent, the mobi le node 
examines the value of the Key Management Mobi I ity Capabi I ity (K) bit. 
If this bit is not set, the mobile node SHOULD discard key management 
protocol connections, if any, to the home agent. The mobile node MAY 
also initiate a new key management connection. 

If th i s bit is set, the mob i I e node SHOULD move i ts own endpo i nt in 
the key management protocol connections to the home agent, if any. 
The mobi le node's new endpo int should be the new care-of address. 
For an IKE phase 1 connection, this means packets sent to this 
address with the original ISAKMP cookies are accepted. 

11.7.4 Receiving Binding Refresh Requests 

When a mob i I e node rece i ves a packet conta i n i ng a B i nd i ng Refresh 
Request message, the mobile node has a Binding Update List entry for 
the source of the B i nd i ng Refresh Request, and the mob i I e node wants 
to retain its binding cache entry at the correspondent node, then the 
mobi le node should start a return routabi I ity procedure. If the 
mobi le node wants to have its binding cache entry removed it can 
either ignore the Binding Refresh Request and wait for the binding to 
time out, or it can at any time delete its binding from a 
correspondent node with an explicit binding update with zero lifetime 
and the care-of address set to the home address. If the mobi le node 
does not know if it needs the binding cache entry, it can make the 
decision in an implementation dependent manner, such as based on 



Johnson, Perkins, Arkko Expires December 29, 2003 [Page 138] 



I nternet-Draf t 



Mob i I i ty Support in IPv6 



June 2003 



available resources. 

Note that the mobi le node should be careful to not respond to Binding 
Refresh Requests for addresses not in the Binding Update List to 
avoid being subjected to a denial of service attack. 

I f the return routab i I i ty procedure comp I etes successf u 1 1 y, a B i nd i ng 
Update message SHOULD be sent as descr i bed i n Sect i on 11.7.2. The 
Lifetime field in this Binding Update SHOULD be set to a new 
lifetime, extending any current lifetime remaining from a previous 
Binding Update sent to this node (as indicated in any existing 
Binding Update List entry for this node), and lifetime SHOULD again 
be less than or equal to the remaining lifetime of the home 
registration and the care-of address specified for the binding. When 
sending this Binding Update, the mobile node MUST update its Binding 
Update List in the same way as for any other Binding Update sent by 
the mob i I e node. 

11.8 Retransmissions and Rate Limiting 

The mobile node is responsible for retransmissions and rate limiting 
in the return routability procedure, registrations, and in solicited 
prefix discovery. 

When the mob i I e node sends a Mob i I e Pref i x So I i c i tat i on. Home Test 
I nit, Care-of Test I nit or Binding Update for which it expects a 
response, the mobile node has to determine a value for the initial 
retransmission timer: 

o If the mobile node is sending a Mobile Prefix Solicitation, it 
SHOULD use an initial retransmission interval of 
INITIAL_SOLICIT_TIMER (see Section 12). 

o If the mobile node is sending a Binding Update and it does not 
have an existing binding at the home agent, it SHOULD use 
InitialBindackTimeoutFirstReg (see Section 13) as a value for the 
initial retransmission timer. This long retransmission interval 
wi 1 1 a I low the home agent to complete the Dupl icate Address 
Detection procedure which is mandated in this case, as detailed in 
Section 11. 7. 1. 

o Otherwise, the mobile node should use the specified value of 
I N I T I AL_B I NDACK_T ( MEOUT for the initial retransmission timer. 

If the mobile node fails to receive a valid, matching response within 
the selected initial retransmission interval, the mobile node SHOULD 
retransmit the message, until a response is received. 
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The retransmissions by the mobile node MUST use an exponential 
back-off process, in which the timeout period is doubled upon each 
retransmission until either the node receives a response or the 
timeout period reaches the value MAX_B I NDACK_T I MEOUT. The mobile 
node MAY continue to send these messages at this slower rate 
indefinitely. 

The mobi le node SHOULD start a separate back^off process for 
different message types, different home addresses and different 
care-of addresses. However, in addition an overall rate limitation 
applies for messages sent to a particular correspondent node. This 
ensures that the correspondent node has sufficient amount of time to 
answer when bindings for multiple home addresses are registered, for 
instance. The mobi le node MUST NOT send Mobi I ity Header messages of 
a particular type to a particular correspondent node more than 
MAXJJPDATE_RATE times within a second. 

Retransmitted Binding Updates MUST use a Sequence Number value 
greater than that used for the previous transmission of this Binding 
Update. Retransmitted Home Test I nit and Care-of Test I nit messages 
MUST use new cookie values. 
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12. Protocol Constants 

DHAAD_RETR I ES 

INITI AL_B I NDACK_T I MEOUT 

I N I T I ALDHAADT I MEOUT 

INITIAL_SOLICIT_TIMER 

MAX_B I NDACKJT I MEOUT 

MAX_NONCE_L I FET I ME 

MAX_TOKEN_L I FET I ME 

MAX_RR_B I ND I NG_L I FET I ME 

MAX_UPDATE_RATE 

PREF I X_ADV_RETR I ES 

PREFIX_ADV_TIMEOUT 



4 retransmissions 
1 second 
3 seconds 
3 seconds 
32 seconds 
240 seconds 
210 seconds 
420 seconds 
3 times 

3 retransmissions 
3 seconds 
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13. Protocol Configuration Variables 



MaxMobPf xAdv I nterva I 
M i nDe I ayBetweenRAs 



Default: 86,400 seconds 
Default: 3 seconds, 
Min: 0.03 seconds 
Default: 600 seconds 



M i nMobPf xAdv I nterva I 



I n i t i a I B i ndackT i meoutF i rstReg Def au It: 1.5 seconds 

Home agents MUST a I low the first three variables to be configured by 
system management, and mobi le nodes MUST a I low the last variable to 
be configured by system management. 

The default value for I ni tia I Bi ndackT i meoutF i rstReg has been 
calculated as 1.5 times the default value of RetransTimer [12] times 
the default value of DupAddrDetectTransmits [13]. 

The value Mi nDe I ayBetweenRAs overrides the value of the protocol 
constant M I N_DELAY_BETWEEN_RAS, as specified in RFC 2461 [12]. This 
variable SHOULD be set to M i nRtrAdv I nterva I , if M i nRtrAdv I nterva I is 
less than 3 seconds. 
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14. I ANA Considerations 

This document defines a new IPv6 protocol, the Mobility Header, 
described in Section 6.1. This protocol must be assigned a protocol 
number. 

This document also creates a new name space "Mobi lity Header Type", 
for the MH Type field in the Mobi I ity Header. The current message 
types are described starting from Section 6.1.2, and are the 
fol lowing: 

0 Binding Refresh Request 

1 Home Test I nit 

2 Care-of Test Init 

3 Home Test 

4 Care-of Test 

5 Binding Update 

6 B i nd i ng Acknow I edgement 

7 Binding Error 

Future values of the MH Type can be a I located using standards action 
[10]. 

Furthermore, each mobi I ity message may contain mobi I ity options as 
described in Section 6.2. This document defines a new name space 
"Mobility Option" to identify these options. The current mobility 
opt i ons are def i ned start i ng from Sect i on 6. 2. 2 and are the 
fol lowing: 

0 Pad1 

1 PadN 

2 Binding Refresh Advice 

3 Alternate Care-of Address 

4 Nonce Indices 
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5 Authorization Data 

Future values of the Option Type can be a I located using standards 
action [10]. 

This document also defines a new IPv6 destination option, the Home 
Address option, described in Section 6.3. This option has already 
been assigned the Option Type value 0xC9. 

This document also defines a new IPv6 type 2 routing header, 
described in Section 6.4. The value 2 is to be allocated by IANA 
when this specification becomes an RFC. 

In addition, this document defines four I CMP message types, two used 
as part of the dynamic home agent address discovery mechanism and two 
used in lieu of Router Solicitations and Advertisements when the 
mob i I e node i s away from the home I i nk. These messages must be 
assigned ICMPv6 type numbers from the informational message range: 

o The Home Agent Address Discovery Request message, described in 
Section 6. 5; 

o The Home Agent Address Discovery Reply message, described in 
Section 6. 6; 

o The Mobile Prefix Solicitation, described in Section 6.7; and 

o The Mobile Prefix Advertisement, described in Section 6.8. 

This document also defines two new Neighbor Discovery [12] options, 
which must be assigned Option Type values within the option numbering 
space for Neighbor Discovery messages: 

o The Advertisement Interval option, described in Section 7.3; and 
o The Home Agent Information option, described in Section 7.4. 
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15. Security Considerations 
15. 1 Threats 

Any mobility solution must protect itself against misuses of the 
mobility features and mechanisms. In Mobile IPv6, most of the 
potential threats are concerned with false Bindings, usually 
resulting in Den i a I -of-Serv i ce attacks. Some of the threats also 
pose potential for Man-in-the-Middle, Hijacking, Confidentiality, and 
Impersonation attacks. The main threats this protocol protects 
against are the following: 

o Threats involving Binding Updates sent to home agents and 

correspondent nodes. For instance, an attacker might claim that a 
certain mobile node is currently at a different location than it 
really is. If a home agent accepts such spoofed information sent 
to it, the mobi le node might not get traffic destined to it. 
Similarly, a malicious (mobile) node might use the home address of 
a victim node in a forged Binding Update sent to a correspondent 
node. 

These pose threats against confidentiality, integrity, and 
availability. That is, an attacker might learn the contents of 
packets destined to another node by redirecting the traffic to 
itself. Furthermore, an attacker might use the redirected packets 
in an attempt to set itself as a Man-in-the-Middle between a 
mobi le and a correspondent node. This would a I low the attacker to 
impersonate the mobile node, leading to integrity and availability 
prob I ems. 

A malicious (mobi le) node might also send Binding Updates in which 
the care-of address is set to the address of a victim node. If 
such Binding Updates were accepted, the malicious node could lure 
the correspondent node i nto send i ng potent i a I I y I arge amounts of 
data to the victim; the correspondent node's replies to messages 
sent by the ma I icious mobi le node will be sent to the victim host 
or network. This could be used to cause a Distributed 
Den i a I -of-Serv i ce attack. For example, the correspondent node 
might be a site that wi I I send a high-bandwidth stream of video to 
anyone who asks for it. Note that the use of flow-control 
protocols such as TCP does not necessari ly defend against this 
type of attack, because the attacker can fake the 
acknowledgements. Even keeping TCP initial sequence numbers 
secret does not help, because the attacker can receive the first 
few segments (including the ISN) at its own address, and only then 
redirect the stream to the victim's address. These types of 
attacks may also be directed to networks instead of nodes. 
Further variations of this threat are described elsewhere 
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[27, 34]. 

An attacker might also attempt to disrupt a mobi le node's 
conmuni cat ions by replaying a Binding Update that the node had 
sent earlier. If the old Binding Update was accepted, packets 
destined for the mobi le node would be sent to its old location and 
not its current location. 

In conclusion, there are Den i a I -of-Serv i ce, MarHn-the-Middle, 
Confidentiality, and Impersonation threats against the parties 
involved in sending legitimate Binding Updates, and 
Denial -of-Serv ice threats against any other party. 

o Threats associated with pay load packets: Pay load packets exchanged 
with mobile nodes are exposed to similar threats as regular IPv6 
traffic is. However, Mobile IPv6 introduces the Home Address 
destination option, a new routing header type (type 2), and uses 
tunneling headers in the pay load packets. The protocol must 
protect against potential new threats involving the use of these 
mechanisms. 

Third parties become exposed to a reflection threat via the Home 
Address destination option, unless appropriate security 
precautions are followed. The Home Address destination option 
could be used to direct response traffic toward a node whose IP 
address appears in the option. In this case, ingress filtering 
would not catch the forged "return address" [36, 32]. 

A si mi lar threat exists with the tunnels between the mobi le node 
and the home agent. An attacker might forge tunnel packets 
between the mobi le node and the home agent, making it appear that 
the traffic is coming from the mobi le node when it is not. Note 
that an attacker who is able to forge tunnel packets would 
typically be able forge also packets that appear to come directly 
from the mob i I e node. Th i s is not a new threat as such. However, 
it may make it easier for attackers to escape detection by 
avoiding ingress filtering and packet tracing mechanisms. 
Furthermore, spoofed tunnel packets might be used to gain access 
to the home network. 

Finally, a routing header could also be used in reflection 
attacks, and in attacks designed to bypass firewalls. The 
generality of the regular routing header would allow circumvention 
of IP-address based rules in firewalls. It would also allow 
reflection of traffic to other nodes. These threats exist with 
routing headers in general, even if the usage that Mobile IPv6 
requires is safe. 
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o Threats associated with dynamic home agent and mobi le prefix 
d i scovery. 

o Threats against the Mobile IPv6 security mechanisms themselves: An 
attacker might, for instance, lure the participants into executing 
expensive cryptographic operations or allocating memory for the 
purpose of keeping state. The victim node would have no resources 
left to handle other tasks. 

As a fundamental service in an IPv6 stack, Mobile IPv6 is expected to 
be deployed in most nodes of the IPv6 Internet. The above threats 
should therefore be considered in the light of being applicable to 
the whole Internet. 

It should also be noted that some additional threats result from 
movements as such, even without the involvement of mobi lity 
protocols. Mobile nodes must be capable to defend themselves in the 
networks that they visit, as typical perimeter defenses applied in 
the home network no longer protect them. 

1 5. 2 Features 

This specification provides a series of features designed to mitigate 
the risk introduced by the threats listed above. The main security 
features are the fo I lowing: 

o Reverse Tunneling as a mandatory feature. 

o Protection of Binding Updates sent to home agents. 

o Protection of Binding Updates sent to correspondent nodes. 

o Protection against reflection attacks that use the Home Address 
destination option. 

o Protection of tunnels between the mobi le node and the home agent. 

o Closing routing header vulnerabilities. 

o Mitigating Denial-of-Service threats to the Mobile IPv6 security 
mechanisms themselves. 

The support for encrypted reverse tunne I i ng (see Sect i on 11.3.1) 
allows mobile nodes to defeat certain kinds of traffic analysis. 

Protecting those Binding Updates that are sent to home agents and 
those that are sent to arbitrary correspondent nodes requires very 
different security solutions due to the different situations. Mobi le 
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nodes and home agents are expected to be natural ly subject to the 
network administration of the home domain. 

Thus, they can and are supposed to have a security association that 
can be used to reliably authenticate the exchanged messages. See 
Section 5.1 for the description of the protocol mechanisms, and 
Section 15.3 below for a discussion of the resulting level of 
security. 

It is expected that Mobi le IPv6 route optimization wi I I be used on a 
global basis between nodes belonging to different administrative 
domains. It would be a very demanding task to bui Id an 
authentication infrastructure on this scale. Furthermore, a 
trad i t i ona I authent i cat i on i nf rastructure cannot be eas i I y used to 
authenticate IP addresses, because IP addresses can change often. It 
is not sufficient to just authenticate the mobile nodes. 
Authorization to claim the right to use an address is needed as well. 
Thus, an " i nf rastructure I ess" approach is necessary. The chosen 
i nf rastructure I ess method is described in Section 5.2 and Section 
15.4 discusses the resulting security level and the design rationale 
of this approach. 

Specific rules guide the use of the Home Address destination option, 
the rout i ng header, and the tunne I i ng headers i n the pay I oad packets. 
These rules are necessary to remove the vulnerabilities associated 
with their unrestricted use. The effect of the rules is discussed in 
Section 15.7, Section 15.8, and Section 15.9. 

Den i a I -of -Serv i ce threats aga i nst Mob i I e I Pv6 secur i ty mechan i sms 
themselves concern mainly the Binding Update procedures with 
correspondent nodes. The protocol has been designed to limit the 
effects of such attacks, as wi 1 1 be described in Section 15.4.5. 

15.3 Binding Updates to Home Agent 

Signaling between the mobi le node and the home agent requires message 
integrity. This is necessary to assure the home agent that a Binding 
Update is from a legitimate mobile node. In addition, correct 
ordering and ant i -rep I ay protection are optionally needed. 

IPsec ESP protects the integrity of the Binding Updates and Binding 
Acknowledgements, by securing mobi I ity messages between the mobi le 
node and the home agent. 

IPsec can provide ant i -rep I ay protection only if dynamic keying is 
used (which may not always be the case). IPsec also does not 
guarantee correct ordering of packets, only that they have not been 
replayed. Because of this, sequence numbers within the Mobile IPv6 
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messages are used to ensure correct ordering (see Section 5.1). 
However, if the 16 bit Mobile IPv6 sequence number space is cycled 
through, or the home agent reboots and loses its state regarding the 
sequence numbers, replay and reordering attacks become possible. The 
use of dynamic keying, IPsec ant i -rep I ay protection, and the Mobile 
IPv6 sequence numbers can together prevent such attacks. It is also 
recommended that use of non-volatile storage is considered for home 
agents, to avoid losing their state. 

A sliding window scheme is used for the sequence numbers. The 
protection against replays and reordering attacks without a key 
management mechanism works when the attacker remembers up to a 
maximum of 2**15 Binding Updates. 

The above mechanisms do not show that the care-of address given in 
the Binding Update is correct. This opens the possibility for 
Denial^of-Service attacks against third parties. However, since the 
mobi le node and home agent have a security association, the home 
agent can always identify an ill-behaving mobile node. This allows 
the home agent operator to discontinue the mobile node's service, and 
possibly take further actions based on the business relationship with 
the mob i I e node' s owner. 

Note that the use of a single pair of manual ly keyed security 
associations conflicts with the generation of a new home addresses 
[18] for the mobi le node, or with the adoption of a new home subnet 
prefix. This is because IPsec security associations are bound to the 
used addresses. Wh i I e cert i f i cate-based automat i c key i ng a I I ev i ates 
this problem to an extent, it is sti I I necessary to ensure that a 
given mobile node cannot send Binding Updates for the address of 
another mob i l e node. I n genera I , th i s I eads to the i nc I us i on of home 
addresses in certificates in the Subject AltName field. This again 
limits the introduction of new addresses without either manual or 
automatic procedures to establish new certificates. Therefore, this 
specification restricts the generation of new home addresses (for any 
reason) to those situations where there already exists a security 
association or certificate for the new address. (Appendix B. 4 lists 
the improvement of security for new addresses as one of the future 
developments for Mobile IPv6.) 

Support for IKE has been specified as optional. The following should 
be observed about the use of manual keying: 

o As discussed above, with manually keyed IPsec only a limited form 
of protection exists against replay and reordering attacks. A 
vu I nerab i I i ty ex i sts i f e i ther the sequence number space i s eye I ed 
through, or if the home agent reboots and forgets its sequence 
numbers (and uses volatile memory to store the sequence numbers). 
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Assuming the mobile node moves continuously every 10 minutes, it 
takes roughly 455 days before the sequence number space has been 
cycled through. Typical movement patterns rarely reach this high 
frequency today. 

o A mob i I e node and i ts home agent be I ong to the same doma in. If 
this were not the case, manual keying would not be possible [28], 
but i n Mob i I e I Pv6 on I y these two part i es need to know the 
manually configured keys. Similarly, we note that Mobile IPv6 
employs standard block ciphers in IPsec, and is not vulnerable to 
problems associated with stream ciphers and manual keying. 

o It is expected that the owner of the mobi le node and the 

administrator of the home agent agree on the used keys and other 
parameters with some off- I ine mechanism. 

The use of IKEvI with Mobile IPv6 is documented in more detail in 
[21]. The fo I lowing should be observed from the use of IKEvI: 

o 1 1 i s necessary to prevent a mob i I e node from c I a i m i ng another 
mob i I e node' s home address. The home agent must ver i f y that the 
mobile node trying to negotiate the SA for a particular home 
address is authorized for that home address. This implies that 
even with the use of IKE, a policy entry needs to be configured 
for each home address served by the home agent. 

It may be possible to include home addresses in the Subject 
AltName field of certificate to avoid this. However, 

implementations are not guaranteed to support the use of a 
particular IP address (care^of address) while another address 

(home address) appears in the certificate. In any case, even this 
approach would require user-specific tasks in the certificate 
authority. 

o If preshared secret authentication is used, IKEvI main mode cannot 
be used. Aggressive mode or group preshared secrets need to be 
used instead, with corresponding security implications. 

Note that like many other issues, this is a general IKEvI issue 
related to the ability to use different IP addresses, and not 
specifically related to Mobile IPv6. For further information, see 
Section 4. 4 in [21]. 

o Due to the problems outlined in Section 11.3.2, IKE phase 1 
between the mob i I e node and i ts home agent i s estab I i shed us i ng 
the mobile node's current care-of address. This implies that when 
the mob i I e node moves to a new I ocat i on, it may have to 
re-establ ish phase 1. A Key Management Mobi I ity Capabi I ity (K) 
flag is provided for implementations that can update the IKE phase 
1 endpoints without re-establishing phase 1, but the support for 
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this behavior is optional. 

o When certificates are used, IKE fragmentation can occur as 
discussed in Section 7 in [21]. 

o Nevertheless, even if per-mobile node configuration is required 
even with IKE, an important benefit of IKE is that it automates 
the negotiation of cryptographic parameters, including the SPIs, 
cryptographic algorithms, and so on. Thus less configuration 
information is needed. 

o The frequency of movements i n some I i nk I ayers or dep I oyment 

scenarios may be high enough to make replay and reordering attacks 
possible, if only manual keying is used. IKE SHOULD be used in 
such cases. Potentially vulnerable scenarios involve continuous 
movement through small cells, or uncontrolled alternation between 
available network attachment points. 

o Si mi larly, in some deployment scenarios the number of mobi le nodes 
may be very large. It these cases it can be necessary to use 
automatic mechanisms to reduce the management effort in the 
administration of cryptographic parameters, even if some 
per-mobile node configuration is always needed. IKE SHOULD also c 
be used in such cases. 

0 Other automatic key management mechanisms exist beyond IKEvI, but 
this document does not address the issues related to them. We 
note, however, that most of the above discussion applies to IKEv2 
[30] as well, at least as it is currently specified. 

15.4 Binding Updates to Correspondent Nodes 

The motivation for designing the return routability procedure was to 
have sufficient support for Mobile IPv6, without creating significant 
new security problems. The goal for this procedure was not to 
protect against attacks that were already possible before the 

1 ntroduct i on of Mob i I e I Pv6. 

The next sections will describe the security properties of the used 
method, both from the point of view of possible on-path attackers who 
can see those cryptographic values that have been sent in the clear 
(Section 15.4.2 and Section 15.4.3) or from the point of view of 
other attackers (Section 15.4.6). 

15. 4. 1 Overview 

The chosen i nf rastructure I ess method verifies that the mobi le node is 
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"live" (that is, it responds to probes) at its home and care-of 
addresses. Section 5.2 describes the return routability procedure in 
detail. The procedure uses the following principles: 

o A message exchange verifies that the mobi le node is reachable at 
its addresses i.e. is at least able to transmit and receive 
traffic at both the home and care-of addresses. 

o The eventual Binding Update is cryptograph i ca I I y bound to the 
tokens supp I i ed in the exchanged messages. 

o Symmetric exchanges are employed to avoid the use of this protocol 
in reflection attacks. In a symnetric exchange, the responses are 
always sent to the same address as the request was sent from. 

o The correspondent node operates in a stateless manner until it 
receives a fully authorized Binding Update. 

o Some additional protection is provided by encrypting the tunnels 
between the mob i I e node and home agent w i th I Psec ESP. As the 
tunnel transports also the nonce exchanges, this limits the 
ability of attackers to see these nonces. For instance, this 
prevents attacks launched from the mobile node's current foreign 
link even when no link-layer confidentiality is available. 

The resulting level of security is in theory the same even without 
this additional protection: the return routability tokens are 
still exposed only to one path within the whole Internet. 
However, the mobile nodes are often found on an insecure link, 
such as a public access Wireless LAN. Thus this addition makes a 
practical difference in many cases. 

For further information about the design rationale of the return 
routability procedure, see [27, 34, 33, 32]. The used mechanisms 
have been adopted from these documents. 

15.4.2 Achieved Security Properties 

The return routability procedure protects Binding Updates against all 
attackers who are unable to monitor the path between the home agent 
and the correspondent node. The procedure does not defend against 
attackers who can monitor this path. Note that such attackers are in 
any case able to mount an active attack against the mobi le node when 
it is at its home location. The possibility of such attacks is not 
an impediment to the deployment of Mobi le IPv6, because these attacks 
are poss i b I e regard I ess of whether Mob i I e I Pv6 is in use. 

This procedure also protects against Den i a I -of -Service attacks in 
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which the attacker pretends to be a mobile, but uses the victim's 
address as the care-of address. This would cause the correspondent 
node to send the victim some unexpected traffic. The procedure 
defends against these attacks by requiring at least passive presence 
of the attacker at the care-of address or on the path from the 
correspondent to the care-of address. Normal ly, this wi I I be the 
mobi le node. 

15.4.3 Comparison to Regular IPv6 Communications 

This section discusses the protection offered by the return 
routability method by comparing it to the security of regular IPv6 
conmuni cat ions. We wi 1 1 divide vu Inerabi I ities in three classes: (1) 
those related to attackers on the local network of the mobi le node, 
home agent, or the correspondent node, (2) those related to attackers 
on the path between the home network and the correspondent node, and 
(3) off-path attackers, i.e. the rest of the Internet. 

We wi I I now discuss the vu Inerabi I ities of regular IPv6 
communications. The on-link vulnerabilities of IPv6 comnun i cat i ons 
include Denial-of-Service, Masquerading, Marrin-the-Middle, 
Eavesdropping, and other attacks. These attacks can be launched 
through spoofing Router Discovery, Neighbor Discovery and other IPv6 
mechanisms. Some of these attacks can be prevented with the use of 
cryptographic protection in the packets. 

A similar situation exists with on-pat h attackers. That is, without 
cryptographic protection the traffic is completely vulnerable. 

Assuming that attackers have not penetrated the security of the 
Internet routing protocols, attacks are much harder to launch from 
off-path locations. Attacks that can be launched from these 
locations are mainly Denial-of-Service attacks, such as flooding and/ 
or reflection attacks. It is not possible for an off-path attacker 
to become a Man-in-the-Middle. 

Next, we wi I I consider the vulnerabilities that exist when IPv6 is 
used together with Mobile IPv6 and the return routability procedure. 
On the local link the vulnerabilities are same as those as in IPv6, 
but Masquerade and Man-in-the-Middle attacks can now be launched also 
against future communications, and not just against current 
communications. If a Binding Update was sent whi le the attacker was 
present on the I i nk, i ts effects stay dur i ng the I i f et i me of the 
b i nd i ng. Th i s happens even i f the attacker moves away from the I i nk. 
In contrast, an attacker who uses only plain IPv6 generally has to 
stay on the I i nk in order to cont i nue the attack. Note that i n order 
to launch these new attacks, the IP address of the victim must be 
known. This makes this attack feasible mainly in the context of 
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we i I -known i nterf ace I Ds, such as those a I ready appear i ng in the 
traffic on the link or registered in the DNS. 

On-path attackers can exploit similar vulnerabilities as in regular 
IPv6. There are some minor differences, however. Masquerade, 
Marrin-the-Middle, and Den i a I -of-Serv i ce attacks can be launched with 
just the interception of a few packets, whereas in regular IPv6 it is 
necessary to intercept every packet. The effect of the attacks is 
the same regardless of the method, however. In any case, the most 
difficult task attacker faces in these attacks is getting on the 
right path. 

The vulnerabi lities for off-path attackers are the same as in regular 
IPv6. Those nodes that are not on the path between the home agent 
and the correspondent node wi I I not be able to receive the home 
address probe messages. 

In conclusion, we can state the following main results from this 
comparison: 

o Return routability procedure prevents any off-path attacks beyond 
those that are already possible in regular IPv6. This is the most 
important result, and prevents attackers from the Internet from 
exploiting any vulnerabilities. 

o Vulnerabilities to attackers on the home agent link, the 

correspondent node I i nk, and the path between them are rough I y the 
same as in regular IPv6. 

o However, one difference is that in basic IPv6 an on-path attacker 
must be constantly present on the link or the path, whereas with 
Mob i I e I Pv6 an attacker can I eave a b i nd i ng beh i nd after mov i ng 
away. 

For this reason, this specification limits the creation of 
bindings to at most MAX_T0KEN_L I FET I ME seconds after the last 
routability check has been performed, and limits the duration of a 
binding to at most MAX_RR_B I ND I NG_L I FET I ME seconds. With these 
limitation, attackers cannot take practical advantages of this 
vu I nerab i I i ty. 

o There are some other minor differences, such as an effect to the 
Denial-of-Service vulnerabilities. These can be considered to be 
insignificant. 

o The path between the home agent and a correspondent node is 
typ i ca I I y eas i est to attack on the I i nks at e i ther end, i n 
particular if these links are publicly accessible wireless LANs. 
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Attacks against the routers or switches on the path are typically 
harder to accomplish. The security on layer 2 of the links plays 
then a major role in the resulting overall network security. 
Similarly, security of IPv6 Neighbor and Router Discovery on these 
links has a large impact. If these were secured using some new 
technology in the future, this could change the situation 
regarding the easiest point of attack. 

For a more in-depth discussion of these issues, see [32]. 

15.4.4 Replay Attacks 

The return routability procedure also protects the participants 
against replayed Binding Updates. The attacker is unable replay the 
same message due to the sequence number which is a part of the 
Binding Update. It is also unable to modify the Binding Update since 
the MAC verification would fail after such a modification. 

Care must be taken when removing bindings at the correspondent node, 
however. If a binding is removed while the nonce used in its 
creat i on is st i I I va I i d, an attacker cou I d rep I ay the old B i nd i ng 
Update. Rules outlined in Section 5.2.8 ensure that this cannot 
happen. 

1 5. 4. 5 Den i a I -of-Serv i ce Attacks 

The return routability procedure has protection against resource 
exhaustion Denial-of-Service attacks. The correspondent nodes do not 
retain any state about individual mobile nodes until an authentic 
Binding Update arrives. This is achieved through the construct of 
keygen tokens from the nonces and node keys that are not specific to 
individual mobile nodes. The keygen tokens can be reconstructed by 
the correspondent node, based on the home and care-of address 
information that arrives with the Binding Update. This means that 
the correspondent nodes are safe against memory exhaustion attacks 
except where on-path attackers are concerned. Due to the use of 
symmetric cryptography, the correspondent nodes are relatively safe 
aga i nst CPU resource exhaust i on attacks as we I I . 

Nevertheless, as [27] describes, there are situations in which it is 
impossible for the mobile and correspondent nodes to determine if 
they actual ly need a binding or whether they just have been fooled 
into believing so by an attacker. Therefore, it is necessary to 
consider situations where such attacks are being made. 

Even if route optimization is a very important optimization, it is 
sti I I only an optimization. A mobi le node can communicate with a 
correspondent node even if the correspondent refuses to accept any 
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Binding Updates. However, performance will suffer because packets 
from the correspondent node to the mobi le node wi 1 1 be routed via the 
mobile's home agent rather than a more direct route. A correspondent 
node can protect itself against some of these resource exhaustion 
attacks as fol lows. If the correspondent node is flooded with a 
large number of Binding Updates that fail the cryptographic integrity 
checks, it can stop processing Binding Updates. If a correspondent 
node finds that it is spending more resources on checking bogus 
Binding Updates than it is likely to save by accepting genuine 
Binding Updates, then it may silently discard some or all Binding 
Updates without performing any cryptographic operations. 

Layers above IP can usually provide additional information to decide 
if there is a need to establish a binding with a specific peer. For 
example, TCP knows if the node has a queue of data that it is trying 
to send to a peer. An implementation of this specification is not 
required to make use of information from higher protocol layers, but 
some implementations are likely to be able to manage resources more 
effectively by making use of such information. 

We also require that all implementations be capable of 
administratively disabling route optimization. 

15.4. 6 Key Lengths 

Attackers can try to break the return routabi I ity procedure in many 
ways. Section 15.4.2 discusses the situation where the attacker can 
see the cryptographic values sent in the clear, and Section 15.4.3 
discusses the impact this has on IPv6 conmiun i cat i ons. This section 
discusses whether attackers can guess the right values without seeing 
them. 

While the return routabi I ity procedure is in progress, 64 bit cookies 
are used to protect spoofed responses. Th i s is be I i eved to be 
sufficient, given that to blindly spoof a response a very large 
number of messages would have to be sent before success would be 
probab I e. 

The tokens used in the return routabi I ity procedure provide together 
128 bits of information. This information is used internally as an 
input to a hash function to produce a 160 bit quantity suitable for 
producing the keyed hash in the Binding Update using the HMAC_SHA1 
algorithm. The final keyed hash length is 96 bits. The limiting 
factors in this case are the input token lengths and the final keyed 
hash length. The internal hash function application does not reduce 
the entropy. 

The 96 bit final keyed hash is of typical size and believed to be 
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secure. The 128 bit input from the tokens is broken in two pieces, 
the home keygen token and the care-of keygen token. An attacker can 
try to guess the right cookie value, but again this would require a 
large number of messages, in the average 2**63 messages for one or 
2**127 for two. Furthermore, given that the cookies are valid only 
for a short period of time, the attack has to keep a high constant 
message rate to achieve a lasting effect. This does not appear 
pract i ca I . 

When the mobi le node is returning home, it is a I lowed to use just the 
home keygen token of 64 bits. This is less than 128 bits, but 
attacking it blindly would still require a large number of messages 
to be sent. If the attacker is on the path and capable of seeing the 
Binding Update, it could conceivably break the keyed hash with brute 
force. However, in this case the attacker has to be on path, which 
appears to offer easier ways for denia l-of-service than preventing 
route optimization. 

15.5 Dynamic Home Agent Address Discovery 

The dynamic home agent address discovery function could be used to 
learn the addresses of home agents in the home network. 

The ab i I i ty to I earn addresses of nodes may be usef u I to attackers, 
because brute-force scanning of the address space is not practical 
with IPv6. Thus, they could benefit from any means which make 
mapping the networks easier. For example, if a security threat 
targeted at routers or even home agents is discovered, having a 
simple I CMP mechanism to find out possible targets easily may prove 
to be an additional (though minor) security risk. 

Apart from discovering the address (es) of home agents, attackers wi I I 
not be able to learn much from this information, however, and mobi le 
nodes cannot be tricked into using wrong home agents as a I I other 
communication with the home agents is secure. 

15.6 Mobile Prefix Discovery 

The mobile prefix discovery function may leak interesting information 
about network topology and prefix lifetimes to eavesdroppers, and for 
this reason requests for this information have to be authenticated. 
Responses and unsolicited prefix information needs to be 
authenticated to prevent the mobile nodes from being tricked into 
believing false information about the prefixes, and possibly 
preventing cormiun i cat i ons with the existing addresses. Optionally, 
encrypt i on may be app I i ed to prevent I eakage of the pref i x 
i nf ormat i on. 
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15.7 Tunneling via the Home Agent 

Tunne I s between the mob i I e node and the home agent can be protected 
by ensuring proper use of source addresses, and optional 
cryptographic protection. These procedures are discussed in Section 
5. 5. 

Binding Updates to the home agents are secure. When receiving 
tunneled traffic the home agent verifies the outer IP address 
corresponds to the current location of the mobi le node. This acts as 
a weak form of protection against spoofing packets that appear to 
come from the mobi le node. This is particularly useful, if no 
end-to-end security is being applied between the mobile and 
correspondent nodes. The outer IP address check prevents attacks 
where the attacker is controlled by ingress filtering. It also 
prevents attacks when the attacker does not know the current care-of 
address of the mobile node. Attackers who know the care-of address 
and are not control led by ingress f i Itering could sti I I send traffic 
through the home agent. This includes attackers on the same local 
link as the mobile node is currently on. But such attackers could in 
any case send packets that appear to come from the mob i I e node, 
without attacking the tunnel; the attacker could simply send packets 
with the source address set to the mobi le node's home address. 
However, this attack does not work if the final destination of the 
packet is in the home network, and some form of perimeter defense is 
being applied for packets sent to those destinations. In such cases 
it is recommended that either end-to-end security or additional 
tunnel protection is applied, as is usual in remote access 
s i tuat i ons. 

Home agents and mobi le nodes may use IPsec ESP to protect pay load 
packets tunneled between themselves. This is useful to protect 
communications against attackers on the path of the tunnel. 

When site local home address are used, reverse tunneling can be used 
to send site local traffic from another location. Administrators 
should be aware of this when a I lowing such home addresses. In 
particular, the outer IP address check described above is not 
sufficient against all attackers. The use of encrypted tunnels is 
particularly useful for this kind of home addresses. 

15.8 Home Address Option 

When the mob i I e node sends packets d i rect I y to the correspondent 
node, the Source Address field of the packet's IPv6 header is the 
care-of address. Ingress filtering [26] works therefore in the usual 
manner even for mobile nodes, as the Source Address is topological ly 
correct. The Home Address option is used to inform the correspondent 
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node of the mobi le node' s home address. 

However, the care-of address in the Source Address field does not 
survive in replies sent by the correspondent node unless it has a 
binding for this mobi le node. Also, not a I I attacker tracing 
mechanisms work when packets are being reflected through 
correspondent nodes using the Home Address option. For these 
reasons, this specification restricts the use of the Home Address 
option. It may only used when a binding has already been established 
with the participation of the node at the home address, as described 
in Section 5.5 and Section 6.3. This prevents reflection attacks 
through the use of the Home Address option. It also ensures that the 
correspondent nodes reply to the same address as the mobi le node 
sends traffic from. 

No special authentication of the Home Address option is required 
beyond the above, but note that if the IPv6 header of a packet is 
covered by IPsec Authentication Header, then that authentication 
covers the Home Address option as we I I. Thus, even when 
authentication is used in the IPv6 header, the security of the Source 
Address field in the IPv6 header is not compromised by the presence 
of a Home Address option. Without authentication of the packet, then 
any field in the IPv6 header, including the Source Address field, and 
any other parts of the packet, including the Home Address option, can 
be forged or modified in transit. In this case, the contents of the 
Home Address option is no more suspect than any other part of the 
packet. 

15.9 Type 2 Routing Header 

The definition of the type 2 routing header is described in Section 
6.4. This definition and the associated processing rules have been 
chosen so that the header cannot be used for what is traditional ly 
viewed as source routing. In particular, the Home Address in the 
routing header wi 1 1 always have to be assigned to the home address of 
the receiving node. Otherwise the packet wi 1 1 be dropped. 

Generally, source routing has a number of security concerns. These 
include the automatic reversal of unauthenticated source routes 
(which is an issue for IPv4, but not for IPv6). Another concern is 
the ability to use source routing to "jump" between nodes inside, as 
well as outside a firewall. These security concerns are not issues 
in Mobile IPv6, due to the rules mentioned above. 

In essence the semantics of the type 2 routing header is the same as 
a spec i a I form of lP-irr IP tunne I i ng where the i nner and outer source 
addresses are the same. 
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This implies that a device which implements filtering of packets 
should be able to distinguish between a type 2 routing header and 
other routing headers, as required in Section 8.3. This is necessary 
in order to a I low Mobi le IPv6 traffic whi le sti I I having the option 
to filter out other uses of routing headers. 
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Appendix A. Changes from Previous Version of the Draft 

This appendix briefly lists some of the major changes in this draft 
relative to the previous version of this same draft, 
draft- i etf-mob i I e i p- i pv6-23. txt : 

o A typo in Section 6.8 has been corrected; rules regarding 

reception of Mobile Prefix Advertisements apply to mobile nodes, 
not home agents (tracked issue 317). 

o A sentence has been removed from Section 10.3.1, since it dealt 
with the tracking of router advertisements by other home agents, 
which is a function that was already removed earlier in an IESG 
rev i ew (tracked i ssue 316). 
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Appendix B. Future Extensions 
B. 1 Piggybacking 

This document does not specify how to piggyback pay load packets on 
the binding related messages. However, it is envisioned that this 
can be specified in a separate document when currently discussed 
issues such as the interaction between piggybacking and IPsec are 
fully resolved (see also Appendix B. 3). The return routability 
messages can indicate support for piggybacking with a new mobility 
opt i on. 

B. 2 Tr i angu I ar Rout i ng 

Due to the concerns about opening reflection attacks with the Home 
Address destination option, this specification requires that this 
option must be verified against the Binding Cache, i.e., there must 
be a Binding Cache entry for the Home Address and Care-of Address. 

Future extensions may be specified that allow the use of unverified 
Home Address destination options in ways that do not introduce 
security issues. 

B. 3 New Authorization Methods 

While the return routability procedure provides a good level of 
security, there exists methods that have even higher levels of 
security. Secondly, as discussed in Section 15.4, future 
enhancements of IPv6 security may cause a need to improve also the 
security of the return routability procedure. Using IPsec as the 
sole method for authorizing Binding Updates to correspondent nodes is 
also possible. The protection of the Mobility Header for this 
purpose is easy, though one must ensure that the IPsec SA was created 
with appropriate authorization to use the home address referenced in 
the Binding Update. For instance, a certificate used by IKE to 
create the security association might contain the home address. A 
future specification may specify how this is done. 

B. 4 Dynamically Generated Home Addresses 

A future version of this specification may include functionality that 
allows the generation of new home addresses without requiring 
pre-arranged security associations or certificates even for the new 
addresses. 

B. 5 Remote Home Address Configuration 

The method for initializing a mob i I e node* s home addresses on 
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power-up or after an extended period of being disconnected from the 
network is beyond the scope of this specification. Whatever 
procedure is used should result in the mobile node having the same 
stateless or stateful (e.g., DHCFV6) home address autoconf i gurat i on 
information it would have if it were attached to the home network. 
Due to the poss i b i I i ty that the home network cou I d be renumbered 
whi le the mobi le node Is disconnected, a robust mobi le node would not 
rely solely on storing these addresses locally. 

Such a mobile node could initialize by using the following procedure: 

1. Generate a care-of address. 

2. Query DNS for an anycast address associated with the FQDN of the 
home agent (s). 

3. Perform home agent address discovery, and select a home agent. 

4. Configure one home address based on the selected home agent's 
subnet prefix and the interface identifier of the mobi le node. 

5. Create security associations and security policy database entries 
for protecting the traffic between the selected home address and 
home agent. 

6. Perform a home registration to the selected home agent. 

7. Perform mobi le prefix discovery. 

8. Make a decision if further home addresses need to be configured. 

This procedure is restricted to those situations where the home 
pref i x is 64 b i ts and the mob i I e node knows i ts own i nterf ace 
identifier of also 64 bits. 

B. 6 Neighbor Discovery Extensions 

Future specifications may improve the efficiency of Neighbor 
Discovery tasks, which could be helpful for fast movements. One 
factor which is currently being looked at is the delays caused by the 
Duplicate Address Detection mechanism. Currently, Duplicate Address 
Detection needs to be performed for every new care-of address as the 
mobile node moves, and for the mobile node's I ink- 1 oca I address on 
every new link. In particular, the need and the trade-offs of 
re-performing Duplicate Address Detection for the I ink- 1 oca I address 
every time when the mobi le node moves on to new I inks wi I I need to be 
examined. Improvements in this area are, however, generally 
app I i cab l e and progressed i ndependent I y from Mob i I e I Pv6 
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specification. 

Future f unct i ona I i mprovements may a I so be re I evant for Mob i i e I Pv6 
and other applications. For instance, mechanisms that would allow 
recovery from a Duplicate Address Detection collision would be useful 
for I ink- 1 oca I, care-of, and home addresses. 
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1 . I ntroduct i on 

IP version 6 (IPv6) is a new version of the Internet Protocol, 
designed as the successor to IP version 4 (IPv4) [RFC-791]. The 
changes from IPv4 to IPv6 fall primarily into the following 
categor i es : 

o Expanded Addressing Capabi I ities 

IPv6 increases the IP address size from 32 bits to 128 bits, to 
support more levels of addressing hierarchy, a much greater 
number of addressable nodes, and simpler auto-configuration of 
addresses. The scalability of multicast routing is improved by 
adding a "scope" field to multicast addresses. And a new type 
of address cal led an "anycast address" is defined, used to send 
a packet to any one of a group of nodes. 

p Header Format Simplification 

Some IPv4 header fields have been dropped or made optional, to 
reduce the conmorrcase process i ng cost of packet hand I i ng and 
to limit the bandwidth cost of the IPv6 header. 

o Improved Support for Extensions and Options 

Changes in the way IP header options are encoded allows for 
more efficient forwarding, less stringent limits on the length 
of options, and greater flexibi lity for introducing new options 
in the future. 

o Flow Label ing Capabi I ity 

A new capab i I i ty is added to enab I e the I abe I i ng of packets 
belonging to particular traffic "flows" for which the sender 
requests special handling, such as non-default quality of 
service or "real-time" service. 
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o Authent i cat i on and Pr i vacy Capab i I i t i es 

Extensions to support authentication, data integrity, and 
(optional) data confidentiality are specified for IPv6. 

Th i s document spec i f i es the bas i c I Pv6 header and the initially- 
defined IPv6 extension headers and options. It also discusses packet 
size issues, the semantics of flow labels and traffic classes, and 
the effects of IPv6 on upper- layer protocols. The format and 
semantics of IPv6 addresses are specified separately in [ADDRARCH]. 
The IPv6 version of I CMP, which all IPv6 implementations are required 
to include, is specified in [ICMPv6]. 

2. Terminology 

node - a device that implements IPv6. 

router - a node that forwards IPv6 packets not explicitly 
addressed to itself. [See Note below]. 

host - any node that is not a router. [See Note below]. 

upper layer - a protocol layer immediately above IPv6. Examples are 
transport protocols such as TCP and UDP, control 
protocols such as I CMP, routing protocols such as OSPF, 
and internet or lower- layer protocols being "tunneled" 
over (i.e., encapsu I ated i n) I Pv6 such as I PX, 
AppleTalk, or IPv6 itself. 

a conrnun i cat i on faci I ity or medium over which nodes can 
communicate at the link layer, i.e., the layer 
i nrmed i ate I y below IPv6. Examples are Ethernets (simple 
or bridged); PPP links; X. 25, Frame Relay, or ATM 
networks; and internet (or higher) layer "tunnels", 
such as tunnels over IPv4 or IPv6 itself. 

nodes attached to the same I i nk. 

a node* s attachment to a I i nk. 

an IPv6- layer identifier for an interface or a set of 
interfaces. 

an IPv6 header plus pay load. 

the maximum transmission unit, i.e., maximum packet 
s i ze in octets, that can be conveyed over a I i nk. 



link 

neighbors 
i nterf ace 
address 

packet 
link MTU 
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path MTU - the minimum link MTU of a I I the links in a path between 
a source node and a destination node. 

Note: it is possible, though unusual, for a device with multiple 
interfaces to be configured to forward norrse I f-dest i ned packets 
arriving from some set (fewer than all) of its interfaces, and to 
discard norrse I f-dest i ned packets arriving from its other interfaces. 
Such a device must obey the protocol requirements for routers when 
receiving packets from, and interacting with neighbors over, the 
former (forwarding) interfaces. It must obey the protocol 
requirements for hosts when receiving packets from, and interacting 
with neighbors over, the latter (non-forwarding) interfaces. 

3. IPv6 Header Format 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

|Version| Traffic Class | Flow Label I 

H — I — I — I — I — I — I — I — f — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| Pay load Length | Next Header | Hop Limit | 

h — i — i — i — i — i — i — i — i — hh — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 

i i 

+ + 

i i 

+ Source Address + 

i i 

+ + 

i i 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I- 

I I 

+ + 

I I 

+ Destination Address + 

i i 

+ + 

i i 

H — I — I — I — I — I — I — I — I — I — 1 — I — I — I — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

Version 4-bit Internet Protocol version number = 6. 

Traffic Class 8-bit traffic class field. See section 7. 

Flow Label 20-bit flow label. See section 6. 

Pay load Length 16-bit unsigned integer. Length of the IPv6 

pay load, i.e., the rest of the packet following 
this IPv6 header, in octets. (Note that any 
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extension headers [section 4] present are 
cons i dered part of the pay I oad, i.e., i nc I uded 
i n the I ength count. ) 



Next Header 8~bit selector. Identifies the type of header 

i mmed i ate I y f o 1 1 ow i ng the I FV6 header. Uses the 
same values as the IPv4 Protocol field [RFC-1700 
et seq. ] . 



Hop Limit 8-bit unsigned integer. Decremented by 1 by 

each node that forwards the packet. The packet 
is discarded if Hop Limit is decremented to 
zero. 



Source Address 128-bit address of the originator of the packet. 

See [ADDRARCH]. 



Destination Address 128-bit address of the intended recipient of the 
packet (possibly not the ultimate recipient, if 
a Routing header is present). See [ADDRARCH] 
and section 4. 4. 
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4. IPv6 Extension Headers 

In IPv6, optional i nter net- I ayer information is encoded in separate 
headers that may be placed between the IPv6 header and the upper- 
layer header in a packet. There are a smal I number of such extension 
headers, each identified by a distinct Next Header value. As 
illustrated in these examples, an IPv6 packet may carry zero, one, or 
more extension headers, each identified by the Next Header field of 
the preceding header: 



IPv6 header | TCP header + data 
I 

Next Header = | 
TCP 



| IPv6 header 


\ 1 

Routing header | TCP header + data 


I Next Header = 


i i 

Next Header = | 


| Rout i ng 

H 


TCP | 

i 1 



H H 

| IPv6 header | 


Routing header 


Fragment header 


fragment of TCP 


I I 






header + data 


| Next Header = | 


Next Header = 


Next Header = 




| Rout i ng | 

•i H 


Fragment 


TCP 





With one exception, extension headers are not examined or processed 
by any node along a packet's delivery path, until the packet reaches 
the node (or each of the set of nodes, in the case of multicast) 
identified in the Destination Address field of the IPv6 header. 
There, normal demultiplexing on the Next Header field of the IPv6 
header invokes the module to process the first extension header, or 
the upper- layer header if no extension header is present. The 
contents and semantics of each extension header determine whether or 
not to proceed to the next header. Therefore, extension headers must 
be processed strictly in the order they appear in the packet; a 
receiver must not, for example, scan through a packet looking for a 
particular kind of extension header and process that header prior to 
processing all preceding ones. 
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The exception referred to in the preceding paragraph is the Hop-by- 
Hop Options header, which carries information that must be examined 
and processed by every node along a packet's delivery path, including 
the source and destination nodes. The Hop-by-Hop Options header, 
when present, must immediately follow the IPv6 header. Its presence 
is indicated by the value zero in the Next Header field of the IPv6 
header. 

If, as a result of processing a header, a node is required to proceed 
to the next header but the Next Header value in the current header is 
unrecognized by the node, it should discard the packet and send an 
I CMP Parameter Problem message to the source of the packet, with an 
I CMP Code value of 1 ("unrecognized Next Header type encountered") 
and the I CMP Pointer field containing the offset of the unrecognized 
value within the original packet. The same action should be taken if 
a node encounters a Next Header value of zero in any header other 
than an IPv6 header. 

Each extension header is an integer multiple of 8 octets long, in 
order to retain 8-octet alignment for subsequent headers. Multi- 
octet fields within each extension header are aligned on their 
natural boundaries, i.e., fields of width n octets are placed at an 
integer multiple of n octets from the start of the header, for n = 1, 
2, 4, or 8. 

A f u 1 1 i mp I ementat i on of I Pv6 i nc I udes i mp I ementat i on of the 
following extension headers: 

Hop-by-Hop Options 
Routing (Type 0) 
Fragment 

Destination Options 
Authentication 

Encapsulating Security Pay load 

The first four are specified in this document; the last two are 
specified in [RFC-2402] and [RFC-2406], respectively. 

4. 1 Extens i on Header Order 

When more than one extension header is used in the same packet, it is 
recommended that those headers appear in the following order: 

IPv6 header 

Hop-by-Hop Options header 
Destination Options header (note 1) 
Routing header 
Fragment header 
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Authentication header (note 2) 
Encapsulating Security Pay load header (note 2) 
Destination Options header (note 3) 
upper- layer header 

note 1 : for opt i ons to be processed by the f i rst dest i nat i on 
that appears in the IPv6 Destination Address field 
plus subsequent destinations listed in the Routing 
header. 

note 2: additional recommendations regarding the relative 
order of the Authentication and Encapsulating 
Security Pay load headers are given in [RFC-2406]. 

note 3: for options to be processed only by the final 
destination of the packet. 

Each extension header should occur at most once, except for the 
Destination Options header which should occur at most twice (once 
before a Routing header and once before the upper- layer header). 

If the upper- layer header is another IPv6 header (in the case of IPv6 
being tunneled over or encapsulated in IPv6), it may be followed by 
its own extension headers, which are separately subject to the same 
ordering recommendations. 

If and when other extension headers are defined, their ordering 
constra i nts re I at i ve to the above I i sted headers must be spec i f i ed. 

IPv6 nodes must accept and attempt to process extension headers in 
any order and occurring any number of times in the same packet, 
except for the Hop-by-Hop Options header which is restricted to 
appear immediately after an IPv6 header only. Nonetheless, it is 
strongly advised that sources of IPv6 packets adhere to the above 
recommended order until and unless subsequent specifications revise 
that recommendation. 
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4. 2 Opt i ons 

Two of the currently-defined extension headers — the Hop-by-Hop 
Options header and the Destination Options header — carry b variable 
number of type- I ength-va I ue (TLV) encoded "options", of the following 
format : 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I 

[ Option Type ! Opt Data Len | Option Data 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I 

Option Type 8-bit identifier of the type of option. 

Opt Data Len 8~bit unsigned integer. Length of the Option 

Data field of this option, in octets. 

Option Data Var i ab I e- I ength field. Opt i on-Type-spec i f i c 

data. 

The sequence of options within a header must be processed strictly in 
the order they appear in the header; a receiver must not, for 
example, scan through the header looking for a particular kind of 
option and process that option prior to processing all preceding 
ones. 

The Option Type identifiers are internally encoded such that their 
highest-order two bits specify the action that must be taken if the 
processing IPv6 node does not recognize the Option Type: 

00 - skip over this option and continue processing the header. 

01 - discard the packet. 

10 - discard the packet and, regardless of whether or not the 

packet's Destination Address was a multicast address, send an 
I CMP Parameter Prob I em, Code 2, message to the packet* s 
Source Address, pointing to the unrecognized Option Type. 

1 1 - d i scard the piacket and, on I y if the packet' s Dest i nat i on 

Address was not a multicast address, send an I CMP Parameter 
Prob I em, Code 2, message to the packet' s Source Address, 
pointing to the unrecognized Option Type. 

The third-highest-order bit of the Option Type specifies whether or 
not the Option Data of that option can change en-route to the 
packet's final destination. When an Authentication header is present 
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in the packet, for any option whose data may change en-route, its 
entire Option Data field must be treated as zero-valued octets when 
computing or verifying the packet's authenticating value. 

0 - Option Data does not change en-route 

1 - Option Data may change en-route 

The three high-order bits described above are to be treated as part 
of the Option Type, not independent of the Option Type. That is, a 
particular option is identified by a full 8-bit Option Type, not just 
the low-order 5 bits of an Option Type. 

The same Option Type numbering space is used for both the Hop-by-Hop 
Options header and the Destination Options header. However, the 
specification of a particular option may restrict its use to only one 
of those two headers. 

Individual options may have specific alignment requirements, to 
ensure that multi-octet values within Option Data fields fall on 
natural boundaries. The alignment requirement of an option is 
specified using the notation xn+y, meaning the Option Type must 
appear at an integer multiple of x octets from the start of the 
header, plus y octets. For example: 

2n means any 2-octet offset from the start of the header. 
8n+2 means any 8-octet offset from the start of the header, 
plus 2 octets. 

There are two padding options which are used when necessary to align 
subsequent options and to pad out the containing header to a multiple 
of 8 octets in length. These padding options must be recognized by 
all IPv6 implementations: 

Pad1 option (alignment requirement: none) 

H — I — I — I — I — I — I — I — H 

I o I 

H — I — I — I — I — HH — I — h 

NOTE! the format of the Pad1 option is a special case — it does 
not have length and value fields. 

The Pad1 option is used to insert one octet of padding into the 
Options area of a header. If more than one octet of padding is 
required, the PadN option, described next, should be used, rather 
than multiple Padl options. 
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PadN option (alignment requirement: none) 



h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i 

| 1 I Opt Data Len | Option Data 
-f — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i 



The PadN option is used to insert two or more octets of padding 
into the Options area of a header. For N octets of padding, the 
Opt Data Len field contains the value N-2, and the Option Data 
consists of N-2 zero-valued octets. 

Appendix B contains formatting guidelines for designing new options. 

4.3 Hop-by-Hop Options Header 

The Hop-by-Hop Options header is used to carry optional information 
that must be examined by every node along a packet's delivery path. 
The Hop-by-Hop Options header is identified by a Next Header value of 
0 in the IPv6 header, and has the following format: 

i i i i i i i i i i — i — i — i — i i i i i i — i i i i i i i i i 

| Next Header | Hdr Ext Len | | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h + 



Opt i ons 

i i 

H — I — I — 1 — I — I — I — I — I — I — I — I — I — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

Next Header 8~bit selector. Identifies the type of header 

inrmed lately following the Hop-by-Hop Options 
header. Uses the same values as the IPv4 
Protocol field [RFC-1700 et seq. ]. 

Hdr Ext Len 8-bit unsigned integer. Length of the Hop-by- 

Hop Options header in 8-octet units, not 
including the first 8 octets. 

Options Variable- length field, of length such that the 

complete Hop-by-Hop Options header is an integer 
multiple of 8 octets long. Contains one or more 
TLV-encoded options, as described in section 
4. 2. 

The only hop-by-hop options defined in this document are the Pad1 and 
PadN options specified in section 4.2. 
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4. 4 Routing Header 

The Rout i ng header i s used by an I Pv6 source to I ist one or more 
intermediate nodes to be "visited" on the way to a packet's 
destination. This function is very similar to IPv4' s Loose Source 
and Record Route option. The Routing header is identified by a Next 
Header value of 43 in the immediately preceding header, and has the 
fol lowing format: 



H — I — h- 



H — I — I — I — I — I — I — I — I — I — H 



H — I — I — I — I — I — I — I — I — I — I — I — I — I — h 



! Next Header | Hdr Ext Len | Routing Type | Segments Left | 



H — I — I — I — I — I — I — I — I — H 



H — I — 1 — I — I — I — I — I — I — I — I — H 



H — H 



H — I — I — I — H 



type-specific data 

i i 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 



Next Header 



8-bit selector. Identifies the type of header 
immediately following the Routing header, 
the same values as the IPv4 Protocol field 
[RFC-1700 et seq. ]. 



Hdr Ext Len 



Routing Type 



8-bit unsigned integer. Length of the Routing 
header in 8-octet units, not including the first 
8 octets. 

8-bit identifier of a particular Routing header 
var i ant. 



Segments Left 



8-bit unsigned integer. Number of route 
segments remaining, i.e., number of explicitly 
I i sted i ntenmed i ate nodes st i I I to be v i s i ted 
before reaching the final destination. 



type-specific data 



Var i ab I e- I ength field, of format determined by 
the Routing Type, and of length such that the 
complete Routing header is an integer multiple 
of 8 octets long. 



If, while processing a received packet, a node encounters a Routing 
header with an unrecognized Routing Type value, the required behavior 
of the node depends on the value of the Segments Left field, as 
f o I I ows : 
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If Segments Left is zero, the node must ignore the Routing header 
and proceed to process the next header in the packet, whose type 
is identified by the Next Header field in the Routing header. 

If Segments Left is norrzero, the node must discard the packet and 
send an I CMP Parameter Prob I em, Code 0, message to the packet' s 
Source Address, pointing to the unrecognized Routing Type. 

If, after processing a Routing header of a received packet, an 
intermediate node determines that the packet is to be forwarded onto 
a I i nk whose I i nk MTU i s I ess than the s i ze of the packet, the node 
must discard the packet and send an I CMP Packet Too Big message to 
the packet' s Source Address. 
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The Type 0 Routing header has the fol lowing format: 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — I — I — H 
| Next Header | Hdr Ext Len | Routing Type=0| Segments Left | 

H — I — 1 I I I — I I 1 I — I — I — i — I — I — I — I — I — I — I I I I — I I i I — I I I I — I — H 

1 Reserved | 

h — i — i — \ — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 

i i 

+ + 

i i 

+ Address [1] + 

I I 

+ + 

I I 

H — i — i — i — i — i — i — i — i — h— l — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 

l l 

+ + 

I I 

+ Address [2] + 



I 



+ + 

I I 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 



H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — ! — I — I — I — I — I — I — I — I — h 

I I 

+ + 

I I 

+ Address [n] + 

i i 

+ + 

i i 

i i i i i — i i i i — i i i i i i — i — i — i — i — i i i i i i i i i i — i — i — i — i 

Next Header 8~bit selector. Identifies the type of header 

immediately following the Routing header. Uses 
the same values as the IPv4 Protocol field 
[RFC-1700 et seq.]. 

Hdr Ext Len 8-bit unsigned integer. Length of the Routing 

header in 8-octet units, not including the first 
8 octets. For the Type 0 Routing header, Hdr 
Ext Len is equal to two times the number of 
addresses in the header. 

Routing Type 0. 
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Segments Left 



8-bit unsigned integer. Number of route 
segments remaining, i.e., number of explicitly 
listed intermediate nodes still to be visited 
before reaching the final destination. 



Reserved 



32-bit reserved field. Initialized to zero for 
transmission; ignored on reception. 



Address [1 . . n] 



Vector of 128-bit addresses, numbered 1 to n. 



Multicast addresses must not appear in a Routing header of Type 0, or 
in the IPv6 Destination Address field of a packet carrying a Routing 
header of Type 0. 

A Routing header is not examined or processed unti I it reaches the 
node identified in the Destination Address field of the IPv6 header. 
In that node, dispatching on the Next Header field of the immediately 
preceding header causes the Routing header module to be invoked, 
which, in the case of Routing Type 0, performs the fo I lowing 
algorithm: 
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if Segments Left = 0 { 

proceed to process the next header in the packet, whose type is 
identified by the Next Header field in the Routing header 

} 

else if Hdr Ext Len is odd { 

send an I CMP Parameter Problem, Code 0, message to the Source 
Address, pointing to the Hdr Ext Len field, and discard the 
packet 

} 

else { 

compute n, the number of addresses in the Routing header, by 
dividing Hdr Ext Len by 2 

if Segments Left is greater than n { 

send an I CMP Parameter Problem, Code 0, message to the Source 
Address, pointing to the Segments Left field, and discard the 
packet 

} 

else { 

decrement Segments Left by 1 ; 

compute i, the index of the next address to be visited in 
the address vector, by subtracting Segments Left from n 

if Address [i] or the IPv6 Destination Address is multicast { 
discard the packet 

} 

else { 

swap the IPv6 Destination Address and Address [i] 

if the IPv6 Hop Limit is less than or equal to 1 { 
send an I CMP Time Exceeded — Hop Limit Exceeded in 
Transit message to the Source Address and discard the 
packet 

i 

else { 

decrement the Hop Limit by 1 

resubmit the packet to the IPv6 module for transmission 
to the new destination 

i 

} 

} 

i 
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As an example of the effects of the above algorithm, consider the 
case of a source node S sending a packet to destination node D, using 
a Routing header to cause the packet to be routed via intermediate 
nodes 11, 1 2, and 1 3. The values of the relevant IPv6 header and 
Routing header fields on each segment of the delivery path would be 
as fol lows: 

As the packet trave I s from S to 11: 



Source Address = S 
Destination Address = 11 



Hdr Ext Len = 6 
Segments Left = 3 
Address [1] = 1 2 
Address [2] = 1 3 
Address [3] = D 



As the packet travels from 11 to 12: 



Source Address = S 
Destination Address = 1 2 



Hdr Ext Len = 6 
Segments Left = 2 
Address [1] = 11 
Address [2] = 1 3 
Address [3] = D 



As the packet travels from 1 2 to 1 3: 



Source Address = S 
Destination Address = 1 3 



Hdr Ext Len = 6 
Segments Left = 1 
Address [1] = 11 
Address [2] = 1 2 
Address [3] = D 



As the packet travels from 1 3 to D: 



Source Address = S 
Destination Address = D 



Hdr Ext Len = 6 
Segments Left = 0 
Address [1] = 11 
Address [2] = 1 2 
Address [3] = I 3 
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4. 5 Fragment Header 

The Fragment header is used by an IPv6 source to send a packet larger 
than would fit in the path MTU to its destination. (Note: unlike 
IPv4, fragmentation in IPv6 is performed only by source nodes, not by 
routers along a packet's delivery path — see section 5.) The 
Fragment header is identified by a Next Header value of 44 in the 
immediately preceding header, and has the following format: 



h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — j — i — i — i — i — i — i — i — i — i — i — i — i — i — 
| Next Header | Reserved | Fragment Offset |Res|M 

i i i i i i i i i i i i i i i i i i i i i i i i i — i i i i i i i 
I I dent i f i cat i on 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — i — I — I — I — I — I — I — I — I — I — 



Next Header 



8-bit selector. Identifies the initial header 
type of the Fragmentab I e Part of the original 
packet (defined below). Uses the same values as 
the IPv4 Protocol field [RFC-1700 et seq.]. 



Reserved 



8-bit reserved field. Initialized to zero for 
transmission; ignored on reception. 



Fragment Offset 



13-bit unsigned integer. The offset, in 8-octet 
units, of the data fo I lowing this header, 
relative to the start of the Fragmentab I e Part 
of the original packet. 



Res 



2-bit reserved field. Initialized to zero for 
transmission; ignored on reception. 



M f lag 1 = more fragments; 0 - last fragment. 

Identification 32 bits. See description below. 

In order to send a packet that is too large to fit in the MTU of the 
path to its destination, a source node may divide the packet into 
fragments and send each fragment as a separate packet, to be 
reassembled at the receiver. 

For every packet that is to be fragmented, the source node generates 
an Identification value. The Identification must be different than 
that of any other fragmented packet sent recently* with the same 
Source Address and Destination Address. If a Routing header is 
present, the Destination Address of concern is that of the final 
destination. 



Deering & Hinden 



Standards Track 



[Page 18] 



RFC 2460 



IPv6 Specification 



December 1998 



* "recently" means within the maximum likely lifetime of a packet, 
including transit time from source to destination and time spent 
awaiting reassembly with other fragments of the same packet. 
However, it is not required that a source node know the maximum 
packet lifetime. Rather, it is assumed that the requirement can 
be met by maintaining the Identification value as a simple, 32- 
bit, "wrap-around" counter, incremented each time a packet must 
be fragmented. It is an implementation choice whether to 
maintain a single counter for the node or multiple counters, 
e.g., one for each of the node's possible source addresses, or 
one for each active (source address, destination address) 
combination. 

The initial, large, unfragmented packet is referred to as the 
"original packet", and it is considered to consist of two parts, as 
i 1 1 ustrated : 

original packet: 



The Unf ragmentab I e Part consists of the IPv6 header plus any 
extension headers that must be processed by nodes en route to the 
destination, that is, all headers up to and including the Routing 
header if present, else the Hop-by-Hop Options header if present, 
else no extension headers. 

The Fragmentable Part consists of the rest of the packet, that is, 
any extension headers that need be processed only by the final 
destination node(s), plus the upper- layer header and data. 

The Fragmentable Part of the original packet is divided into 
fragments, each, except possibly the last ("rightmost") one, being an 
integer multiple of 8 octets long. The fragments are transmitted in 
separate "fragment packets" as i 1 1 ustrated : 

original packet: 



| Unf ragmentab I e | 
| Part | 



// 

Fragmentab I e 
Part 



//- 



| Unf ragmentab I e | 
I Part | 



h = . i / / ' 1- 

| first | second | | last | 

| fragment | fragment | | fragment | 

H 1 *—//—* * 
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fragment packets: 



| Unf ragmentab I e 


| Fragment | 


first | 


| Part 


| Header | 


fragment i 




| Unf ragmentab I e 


| Fragment | 


second | 


I Part 


| Header | 


fragment | 




o 






o 






o 




i 

Unf ragmentab I e 


— i h 

| Fragment | 


h 

last | 


I Part 


| Header | 


fragment | 



Each fragment packet is composed of: 

(1) The Unf ragmentab I e Part of the original packet, with the 

Pay load Length of the original IPv6 header changed to contain 
the length of this fragment packet only (excluding the length 
of the IPv6 header itself), and the Next Header field of the 
last header of the Unf ragmentab I e Part changed to 44. 

(2) A Fragment header containing: 

The Next Header value that identifies the first header of 
the Fragmentable Part of the original packet. 

A Fragment Offset containing the offset of the fragment, 
in 8-octet units, relative to the start of the 
Fragmentable Part of the original packet. The Fragment 
Offset of the first (" leftmost") fragment is 0. 

An M flag value of 0 if the fragment is the last 
("rightmost") one, else an M flag value of 1. 

The Identification value generated for the original 
packet. 

(3) The fragment itself. 

The lengths of the fragments must be chosen such that the resulting 
fragment packets fit within the MTU of the path to the packets' 
dest i nat i on (s) . 
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At the destination, fragment packets are reassembled into their 
original, unf ragmented form, as illustrated: 

reassembled original packet: 



The following rules govern reassembly: 

An original packet is reassemb I ed only from fragment packets that 
have the same Source Address, Destination Address, and Fragment 
Identification. 

The Unf ragmentable Part of the reassembled packet consists of a I I 
headers up to, but not including, the Fragment header of the first 
fragment packet (that is, the packet whose Fragment Offset is 
zero), with the fo I lowing two changes: 

The Next Header field of the last header of the Unf ragmentab I e 
Part is obtained from the Next Header field of the first 
fragment' s Fragment header. 

The Pay load Length of the reassembled packet is computed from 
the length of the Unf ragmentab I e Part and the length and offset 
of the last fragment. For example, a formula for computing the 
Pay load Length of the reassembled original packet is: 

PL. orig = PL first - FL first - 8 + (8 * FO. last) + FL last 

where 

PL. orig = Pay load Length field of reassembled packet. 
PL. first = Pay load Length field of first fragment packet. 
FL. first = length of fragment following Fragment header of 

first fragment packet. 
FO. last = Fragment Offset field of Fragment header of 

last fragment packet. 
FL. last = length of fragment fo I lowing Fragment header of 

last fragment packet. 

The Fragmentable Part of the reassembled packet is constructed 
from the fragments fo I lowing the Fragment headers in each of the 
fragment packets. The length of each fragment is computed by 
subtracting from the packet's Pay load Length the length of the 



I Unf ragmentab I e | 
| Part | 



// 

Fragmentable 
Part 



-//- 
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headers between the IPv6 header and fragment itself; its relative 
position in Fragmentable Part is computed from its Fragment Offset 
value. 

The Fragment header is not present in the final, reassembled 
packet. 

The following error conditions may arise when reassert I i ng fragmented 
packets : 

If insufficient fragments are received to complete reassembly of a 
packet within 60 seconds of the reception of the first-arriving 
fragment of that packet, reassembly of that packet must be 
abandoned and a I I the fragments that have been rece i ved for that 
packet must be discarded. If the first fragment (i.e., the one 
with a Fragment Offset of zero) has been received, an I CMP Time 
Exceeded — Fragment Reassembly Time Exceeded message should be 
sent to the source of that fragment. 

If the length of a fragment, as derived from the fragment packet's 
Payload Length field, is not a multiple of 8 octets and the M flag 
of that fragment is 1, then that fragment must be discarded and an 
I CMP Parameter Problem, Code 0, message should be sent to the 
source of the fragment, pointing to the Payload Length field of 
the fragment packet. 

If the length and offset of a fragment are such that the Payload 
Length of the packet reassembled from that fragment would exceed 
65,535 octets, then that fragment must be discarded and an I CMP 
Parameter Problem, Code 0, message should be sent to the source of 
the fragment, pointing to the Fragment Offset field of the 
fragment packet. 

The fo I lowing conditions are not expected to occur, but are not 
considered errors if they do: 

The number and content of the headers preceding the Fragment 
header of different fragments of the same original packet may 
differ. Whatever headers are present, preceding the Fragment 
header in each fragment packet, are processed when the packets 
arrive, prior to queue ing the fragments for reassembly. Only 
those headers in the Offset zero fragment packet are retained in 
the reassembled packet. 

The Next Header values in the Fragment headers of different 
fragments of the same original packet may differ. Only the value 
from the Offset zero fragment packet is used for reassembly. 
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4. 6 Dest i nat i on Opt i ons Header 



The Destination Options header is used to carry optional information 
that need be examined only by a packet's destination node(s). The 
Destination Options header is identified by a Next Header value of 60 
in the immediately preceding header, and has the following format: 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| Next Header | Hdr Ext Len | | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h + 



Opt i ons 



H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — \ — H 



Next Header 8-bit selector. Identifies the type of header 

immediately following the Destination Options 
header. Uses the same values as the IPv4 
Protocol field [RFC-1700 et seq.]. 



Hdr Ext Len 8-bit unsigned integer. Length of the 

Destination Options header in 8-octet units, not 
including the first 8 octets. 

Options Variable- length field, of length such that the 

complete Destination Options header is an 
integer multiple of 8 octets long. Contains one 
or more TLV-encoded options, as described in 
sect i on 4. 2. 



The only destination options defined in this document are the Pad1 
and PadN options specified in section 4.2. 

Note that there are two possible ways to encode optional destination 
information in an IPv6 packet: either as an option in the Destination 
Options header, or as a separate extension header. The Fragment 
header and the Authentication header are examples of the latter 
approach. Which approach can be used depends on what action is 
desired of a destination node that does not understand the optional 
i nf ormat i on : 



o If the desired action is for the destination node to discard 
the packet and, only if the packet's Destination Address is not 
a multicast address, send an I CMP Unrecognized Type message to 
the packet's Source Address, then the information may be 
encoded either as a separate header or as an option in the 
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Destination Options header whose Option Type has the value 11 
in its highest-order two bits. The choice may depend on such 
factors as which takes fewer octets, or which yields better 
alignment or more efficient parsing. 

o If any other action is desired, the information must be encoded 
as an option in the Destination Options header whose Option 
Type has the value 00, 01, or 10 in its highest-order two bits, 
spec i f y i ng the des i red act i on (see sect i on 4. 2) . 

4. 7 No Next Header 

The value 59 in the Next Header field of an IPv6 header or any 
extension header indicates that there is nothing following that 
header. If the Pay load Length field of the IPv6 header indicates the 
presence of octets past the end of a header whose Next Header field 
contains 59, those octets must be ignored, and passed on unchanged if 
the packet is forwarded. 

5. Packet Size Issues 

I Pv6 requ i res that every I i nk in the i nternet have an MTU of 1 280 
octets or greater. On any I i nk that cannot convey a 1 280-^octet 
packet in one piece, link-specific fragmentation and reassembly must 
be provided at a layer below IPv6. 

Links that have a configurable MTU (for example, PPP links [RFC- 
1661]) must be configured to have an MTU of at least 1280 octets; it 
is recommended that they be configured with an MTU of 1500 octets or 
greater, to accommodate poss i b I e encapsu I at i ons (i.e., tunne I i ng) 
without incurring IPv6- layer fragmentation. 

From each link to which a node is directly attached, the node must be 
able to accept packets as large as that link's MTU. 

It is strongly recommended that IPv6 nodes implement Path MTU 
Discovery [RFC-1981], in order to discover and take advantage of path 
MTUs greater than 1280 octets. However, a minimal IPv6 
implementation (e.g., in a boot ROM) may simply restrict itself to 
sending packets no larger than 1280 octets, and omit implementation 
of Path MTU Discovery. 

In order to send a packet larger than a path's MTU, a node may use 
the IPv6 Fragment header to fragment the packet at the source and 
have it reassembled at the dest i nat i on (s) . However, the use of such 
fragmentation is discouraged in any application that is able to 
adjust its packets to fit the measured path MTU (i.e., down to 1280 
octets) . 
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A node must be able to accept a fragmented packet that, after 
reassembly, is as large as 1500 octets. A node is permitted to 
accept fragmented packets that reassemble to more than 1500 octets. 
An upper- layer protocol or application that depends on IPv6 
fragmentation to send packets larger than the MTU of a path should 
not send packets larger than 1500 octets unless it has assurance that 
the destination is capable of reassembling packets of that larger 
size. 

In response to an IPv6 packet that is sent to an IPv4 destination 
(i.e., a packet that undergoes translation from IPv6 to IPv4), the 
originating IPv6 node may receive an I CMP Packet Too Big message 
reporting a Next-Hop MTU less than 1280. In that case, the IPv6 node 
is not required to reduce the size of subsequent packets to less than 
1280, but must include a Fragment header in those packets so that the 
IPv6-to-IPv4 translating router can obtain a suitable Identification 
value to use in resulting IPv4 fragments. Note that this means the 
pay load may have to be reduced to 1232 octets (1280 minus 40 for the 
IPv6 header and 8 for the Fragment header), and smal ler sti 1 1 if 
additional extension headers are used. 

6. Flow Labels 

The 20~bit Flow Label field in the IPv6 header may be used by a 
source to label sequences of packets for which it requests special 
handling by the IPv6 routers, such as norrdefault quality of service 
or "real -time" service. This aspect of IPv6 is, at the time of 
writing, still experimental and subject to change as the requirements 
for flow support in the Internet become clearer. Hosts or routers 
that do not support the functions of the Flow Label field are 
required to set the field to zero when originating a packet, pass the 
field on unchanged when forwarding a packet, and ignore the field 
when receiving a packet. 

Appendix A describes the current intended semantics and usage of the 
Flow Label field. 

7. Traffic Classes 

The 8-bit Traffic Class field in the IPv6 header is available for use 
by originating nodes and/or forwarding routers to identify and 
distinguish between different classes or priorities of IPv6 packets. 
At the point in time at which this specification is being written, 
there are a number of experiments underway in the use of the IPv4 
Type of Service and/or Precedence bits to provide various forms of 
"differentiated service" for IP packets, other than through the use 
of explicit flow set-up. The Traffic Class field in the IPv6 header 
is intended to allow similar functionality to be supported in IPv6. 
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It is hoped that those experiments wi I I eventual ly lead to agreement 
on what sorts of traffic classifications are most useful for IP 
packets. Detailed definitions of the syntax and semantics of all or 
some of the IPv6 Traffic Class bits, whether experimental or intended 
for eventual standardization, are to be provided in separate 
documents. 

The following general requirements apply to the Traffic Class field: 

o The service interface to the IPv6 service within a node must 
provide a means for an upper- layer protocol to supply the value 
of the Traffic Class bits in packets originated by that upper- 
layer protocol. The default value must be zero for all 8 bits. 

o Nodes that support a specific (experimental or eventual 
standard) use of some or a 1 1 of the Traffic Class bits are 
permitted to change the value of those bits in packets that 
they originate, forward, or receive, as required for that 
specific use. Nodes should ignore and leave unchanged any bits 
of the Traffic Class field for which they do not support a 
specific use. 

o An upper- layer protocol must not assume that the value of the 
Traffic Class bits in a received packet are the same as the 
va I ue sent by the packet' s source. 
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8. Upper-Layer Protocol Issues 



8. 1 Upper-Layer Checksums 



Any transport or other upper- layer protocol that includes the 
addresses from the IP header in its checksum computation must be 
modified for use over IPv6, to include the 128-bit IPv6 addresses 
nstead of 32-bit IPv4 addresses. In particular, the following 
I lustration shows the TCP and UDP "pseudo-header" for IPv6: 



H — I — I — I — I — I — I — I — I — I — I — I — I — \ — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

I 

+ 

I 

Source Address + 

i 

+ 

i 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — 1 — I — I — I — I — I — h 



I 

+ 



Destination Address + 

i 

+ 

i 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 



Upper-Layer Packet Length | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 



zero | Next Header | 

i i i i i i i i i i i i i i i i i i i i i i i i i i i — i i i i i 



o If the IPv6 packet contains a Routing header, the Destination 
Address used in the pseudo-header is that of the final 
destination. At the originating node, that address will be in 
the last element of the Routing header; at the rec i p i ent (s) , 
that address will be in the Destination Address field of the 
IPv6 header. 

o The Next Header value in the pseudo-header identifies the 

upper- layer protocol (e.g., 6 for TCP, or 17 for UDP). It will 
differ from the Next Header value in the IPv6 header if there 
are extension headers between the IPv6 header and the upper- 
layer header. 

o The Upper-Layer Packet Length in the pseudo-header is the 
length of the upper- layer header and data (e.g., TCP header 
plus TCP data). Some upper- layer protocols carry their own 
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length information (e.g., the Length field in the UDP header); 
for such protocols, that is the length used in the pseudo- 
header. Other protocols (such as TCP) do not carry their own 
length information, in which case the length used in the 
pseudo-header is the Pay load Length from the IPv6 header, minus 
the length of any extension headers present between the IPv6 
header and the upper- layer header. 

o Unlike IPv4, when UDP packets are originated by an IPv6 node, 
the UDP checksum is not optional. That is, whenever 
originating a UDP packet, an IPv6 node must compute a UDP 
checksum over the packet and the pseudo-header, and, if that 
computation yields a result of zero, it must be changed to hex 
FFFF for placement in the UDP header. IPv6 receivers must 
discard UDP packets containing a zero checksum, and should log 
the error. 

The IPv6 version of I CMP [ICMPv6] includes the above pseudo-header in 
its checksum computation; this is a change from the IPv4 version of 
I CMP, which does not include a pseudo-header in its checksum. The 
reason for the change is to protect I CMP from misdelivery or 
corruption of those fields of the IPv6 header on which it depends, 
wh i ch, un I i ke I Pv4, are not covered by an i nternet- 1 ayer checksum. 
The Next Header field in the pseudo-header for I CMP contains the 
value 58, which identifies the IPv6 version of ICMP. 

8.2 Maximum Packet Lifetime 

Unlike IPv4, IPv6 nodes are not required to enforce maximum packet 
lifetime. That is the reason the IPv4 "Time to Live" field was 
renamed "Hop Limit" in IPv6. In practice, very few, if any, IPv4 
implementations conform to the requirement that they limit packet 
lifetime, so this is not a change in practice. Any upper- I ayer 
protoco I that re I i es on the i nternet I ayer (whether I Pv4 or I Pv6) to 
limit packet lifetime ought to be upgraded to provide its own 
mechanisms for detecting and discarding obsolete packets. 

8.3 Maximum Upper-Layer Pay load Size 

When computing the maximum pay load size available for upper- 1 ayer 
data, an upper- I ayer protocol must take into account the larger size 
of the IPv6 header relative to the IPv4 header. For example, in 
I Pv4, TCP' s MSS opt i on is computed as the max i mum packet s i ze (a 
default value or a value learned through Path MTU Discovery) minus 40 
octets (20 octets for the minimum- length IPv4 header and 20 octets 
for the mini mum- length TCP header). When using TCP over IPv6, the 
MSS must be computed as the maximum packet size minus 60 octets, 
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because the minimum- length IPv6 header (i.e., an IPv6 header with no 
extension headers) is 20 octets longer than a minimum- length IPv4 
header. 

8.4 Responding to Packets Carrying Routing Headers 

When an upper- layer protocol sends one or more packets in response to 
a received packet that included a Routing header, the response 
packet (s) must not i nc I ude a Rout i ng header that was automat i ca I I y 
derived by "reversing" the received Routing header UNLESS the 
integrity and authenticity of the received Source Address and Routing 
header have been verified (e.g., via the use of an Authentication 
header in the received packet). In other words, only the following 
kinds of packets are permitted in response to a received packet 
bearing a Routing header: 

o Response packets that do not carry Routing headers. 

o Response packets that carry Routing headers that were NOT 

derived by reversing the Routing header of the received packet 
(for example, a Routing header supplied by local 
configuration). 

o Response packets that carry Routing headers that were derived 
by reversing the Routing header of the received packet IF AND 
ONLY IF the integrity and authenticity of the Source Address 
and Routing header from the received packet have been verified 
by the responder. 
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Appendix A. Semantics and Usage of the Flow Label Field 

A flow is a sequence of packets sent from a particular source to a 
particular (unicast or multicast) destination for which the source 
des i res spec i a I hand I i ng by the i nterven i ng routers. The nature of 
that special handling might be conveyed to the routers by a control 
protocol, such as a resource reservation protocol, or by information 
within the flow's packets themselves, e.g., in a hop-by-hop option. 
The detai Is of such control protocols or options are beyond the scope 
of this document. 

There may be multiple active flows from a source to a destination, as 
well as traffic that is not associated with any flow. A flow is 
uniquely identified by the combination of a source address and a 
non-zero flow label. Packets that do not belong to a flow carry a 
flow label of zero. 

A flow label is assigned to a flow by the flow's source node. New 
flow labels must be chosen (pseudo-) randomly and uniformly from the 
range 1 to FFFFF hex. The purpose of the random a 1 1 ocat i on i s to 
make any set of bits within the Flow Label field suitable for use as 
a hash key by routers, for looking up the state associated with the 
flow. 

All packets belonging to the same flow must be sent with the same 
source address, destination address, and flow label. If any of those 
packets includes a Hop-by-Hop Options header, then they all must be 
originated with the same Hop-by-Hop Options header contents 
(excluding the Next Header field of the Hop-by-Hop Options header). 
I f any of those packets i nc I udes a Rout i ng header, then they a 1 1 must 
be originated with the same contents in all extension headers up to 
and including the Routing header (excluding the Next Header field in 
the Routing header). The routers or destinations are permitted, but 
not required, to verify that these conditions are satisfied. If a 
violation is detected, it should be reported to the source by an I CMP 
Parameter Problem message. Code 0, pointing to the high-order octet 
of the Flow Label field (i.e., offset 1 within the IPv6 packet). 

The maximum lifetime of any f lowHiandl ing state established along a 
flow's path must be specified as part of the description of the 
state-estab I i shment mechan i sm, e. g. , the resource reservat i on 
protocol or the f low^setup hop-by-hop option. A source must not re- 
use a flow label for a new flow within the maximum I ifetime of any 
flow-handling state that might have been established for the prior 
use of that flow label. 
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• » 

When a node stops and restarts (e.g., as a result of a "crash"), it 
must be careful not to use a flow label that it might have used for 
an earlier flow whose lifetime may not have expired yet. This may be 
accomplished by recording flow label usage on stable storage so that 
it can be remembered across crashes, or by refraining from using any 
flow labels until the maximum lifetime of any possible previously 
established flows has expired. If the minimum time for rebooting the 
node is known, that time can be deducted from the necessary waiting 
period before starting to allocate flow labels. 

There i s no requ i rement that all, or even most, packets be I ong to 
flows, i.e., carry norrzero flow labels. This observation is placed 
here to remind protocol designers and implementors not to assume 
otherwise. For example, it would be unwise to design a router whose 
performance would be adequate only if most packets belonged to flows, 
or to design a header compression scheme that only worked on packets 
that belonged to flows. 
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Appendix B. Formatting Guidelines for Options 

This appendix gives some advice on how to lay out the fields when 
designing new options to be used in the Hop-by-Hop Options header or 
the Dest i nat i on Opt i ons header, as descr i bed i n sect i on 4. 2. These 
guidelines are based on the following assumptions: 

o One desirable feature is that any multi^octet fields within the 
Opt i on Data area of an opt i on be a I i gned on the i r natura I 
boundaries, i.e., fields of width n octets should be placed at 
an integer multiple of n octets from the start of the Hop-by- 
Hop or Destination Options header, for n = 1, 2, 4, or 8. 

o Another desirable feature is that the Hop-by-Hop or Destination 
Options header take up as little space as possible, subject to 
the requirement that the header be an integer multiple of 8 
octets long. 

o It may be assumed that, when either of the option-bearing 

headers are present, they carry a very sma I I number of opt i ons, 
usua My on I y one. 

These assumptions suggest the following approach to laying out the 
fields of an option: order the fields from smallest to largest, with 
no interior padding, then derive the alignment requirement for the 
entire option based on the alignment requirement of the largest field 
(up to a maximum alignment of 8 octets). This approach is 
illustrated in the following examples: 

Example 1 

If an option X required two data fields, one of length 8 octets and 
one of length 4 octets, it would be laid out as follows: 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| Option Type=X |0pt Data Len=12| 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — i — I — I — I — I — I — I — I — I — I — I — I — I — h 

| 4-octet field | 

H — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I- 

I I 
+ 8-octet field + 

I I 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 
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Its alignment requirement is 8n+2, to ensure that the 8-octet field 
starts at a multiple-of-8 offset from the start of the enclosing 
header. A complete Hop-by-Hop or Destination Options header 
containing this one option would look as follows: 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — I — I — I — I — I — h 
| Next Header | Hdr Ext Len=1 | Option Type=X |0pt Data Len=12| 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| 4-octet field I 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

I I 

+ 8-octet field + 

I I 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

Example 2 

If an option Y required three data fields, one of length 4 octets, 
one of length 2 octets, and one of length 1 octet, it would be laid 
out as f o I I ows : 

h — i — i — i — i — i — i — i — h 
| Option Type=Y | 

h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 
|0pt Data Len=7 | 1-octet field | 2-octet field | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| 4-octet field | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — ! — I — I — I — I — I — I — I — I — I — I — I — h 

Its alignment requirement is 4n+3 f to ensure that the 4-octet field 
starts at a multiple-of-4 offset from the start of the enclosing 
header. A complete Hop-by-Hop or Destination Options header 
containing this one option would look as follows: 

h — i — i — i — i — i — i — i — h — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — h 
| Next Header | Hdr Ext Len=1 | Pad1 0ption=0 | Option Type=Y | 

H — I — I — I — I — I — I — I — I — I — J — I — I — I — I — I — I — I — I — I — I — I — I — t — I — I — I — I — I — I — I — I — h 

|0pt Data Len=7 | 1-octet field | 2-octet field | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

! 4-octet field | 

H — I — I — l — I — I — I — I — I — I — I — I — I— I — I — ! — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| PadN Optional |0pt Data Len=2 | 0 | 0 | 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 
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Example 3 

A Hop-by-Hop or Destination Options header containing both options X 
and Y from Examples 1 and 2 would have one of the two fol lowing 
formats, depending on which option appeared first: 



H — f — I — I — 1 — 1 — 1 — h- 

| Next Header 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — h 

| Hdr Ext Len=3 | Option Type=X |0pt Data Len=12| 


I 4--octet field | 


+ 

H — 1 — 1 — 1 — 1 — 1 — 1 — 1— 


8-t)ctet field + 


I PadN 0ption=1 

H — I — 1 — 1 — 1 — 1 — 1 — h- 


H — I — I — I — I — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1- 

|0pt Data Len=1 j 0 | Option Type=Y | 


|0pt Data LerF7 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — f- 

| 1-octet field | 2^octet field | 


I 4-^octet field [ 


| PadN 0ption=1 


| Opt Data Len=2 | 0 | 0 | 




1 1 1 1 1 1 1 T 

| Next Header 

H — 1 — 1 — 1 — 1 — 1 — 1 — h- 


| Hdr Ext Len=3 | Pad1 0ption=0 | Option Type=Y | 


|0pt Data Len=7 


i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — i — < — i — i — \ 
| l^octet field | 2-octet field | 


I 4--octet field 1 


| PadN Optional 


|0pt Data Len=4 | 0 | 0 | 


H — 1 — 1 — 1 — 1 — 1 — 1 — }— 

1 o 


H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — I — 1 — 1 — 1 — 1 — 1 — 1 — h 

| 0 | Option Type=X |0pt Data Len=12| 


1 4-octet field j 


II 1 1 1 ■ 1 T 
+ 

H — 1 — 1 — 1 — 1 — 1 — 1 — h- 


1 • 1 1 ■ 1 1 ■ I r 1 r 1 T 1 1 1 T 1 T 1 T ¥ ~ T 

8-octet field + 

H — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — 1 — h 



Deering & Hinden 



Standards Track 



[Page 34] 



RFC 2460 



IPv6 Specification 



December 1998 



Security Considerations 

The security features of IPv6 are described in the Security 
Architecture for the Internet Protocol [RFC-2401]. 
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CHANGES SINCE RFC-1883 



This memo has the fo I lowing changes from RFC-1883. Numbers identify 
the Internet-Draft version in which the change was made. 

02) Removed all references to jumbograms and the Jumbo Pay load 
option (moved to a separate document). 

02) Moved most of Flow Label description from section 6 to (new) 
Appendix A. 

02) In Flow Label description, now in Appendix A, corrected maximum 
Flow Label value from FFFFFF to FFFFF (i.e., one less "F") due 
to reduction of size of Flow Label field from 24 bits to 20 
bits. 

02) Renumbered (re lettered?) the previous Appendix A to be Appendix 
B. 

02) Changed the wording of the Security Considerations section to 
avoid dependency loop between this spec and the IPsec specs. 

02) Updated R. Hinden' s email address and company affiliation. 



01) In section 3, changed field name "Class" to "Traffic Class" and 
increased its size from 4 to 8 bits. Decreased size of Flow 
Label field from 24 to 20 bits to compensate for increase in 
Traffic Class field. 
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01) In section 4. 1 ? restored the order of the Authentication Header 
and the ESP header, which were mistakenly swapped in the 00 
version of this memo. 

01) In section 4.4, deleted the Strict/Loose Bit Map field and the 
strict routing functionality from the Type 0 Routing header, and 
removed the restriction on number of addresses that may be 
carried in the Type 0 Routing header (was limited to 23 
addresses, because of the size of the strict/ loose bit map). 

01) |n section 5, changed the minimum IPv6 MTU from 576 to 1280 

octets, and added a recontnendation that links with configurable 
MTU (e.g., PPP links) be configured to have an MTU of at least 
1500 octets. 

01) In section 5, deleted the requirement that a node must not send 
fragmented packets that reassemble to more than 1500 octets 
without knowledge of the destination reassembly buffer size, and 
replaced it with a recommendation that upper- layer protocols or 
applications should not do that. 

01) Replaced reference to the IPv4 Path MTU Discovery spec (RFC- 
1191) with reference to the IPv6 Path MTU Discovery spec (RFC- 
1981), and deleted the Notes at the end of section 5 regarding 
Path MTU Discovery, since those detai Is are now covered by RFC- 
1981. 

01) In section 6, deleted specification of "opportunistic" flow 
set-up, and removed a 1 1 references to the 6-second maximum 
I i f et i me for opportun i st i ca 1 1 y estab I i shed f I ow state. 

01) In section 7, deleted the provisional description of the 

internal structure and semantics of the Traffic Class field, and 
specified that such descriptions be provided in separate 
documents. 



00) In section 4, corrected the Code value to indicate "unrecognized 
Next Header type encountered" in an I CMP Parameter Problem 
message (changed from 2 to 1). 

00) In the description of the Pay load Length field in section 3, and 
of the Jumbo Pay load Length field in section 4.3, made it 
clearer that extension headers are included in the pay load 
length count. 
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00) In section 4. 1, swapped the order of the Authentication header 
and the ESP header. (NOTE: this was a mistake, and the change 
was undone i n vers i on 01 . ) 

00) In section 4.2, made it clearer that options are identified by 
the full 8-bit Option Type, not by the low^order 5 bits of an 
Option Type. Also specified that the same Option Type numbering 
space is used for both Hop-by-Hop Options and Destination 
Options headers. 

00) In section 4.4, added a sentence requiring that nodes processing 
a Routing header must send an I CMP Packet Too Big message in 
response to a packet that is too big to fit in the next hop I ink 
(rather than, say, performing fragmentation). 

00) Changed the name of the IPv6 Priority field to "Class", and 
replaced the previous description of Priority in section 7 with 
a description of the Class field. Also, excluded this field 
from the set of fields that must remain the same for a 1 1 packets 
in the same flow, as specified in section 6. 

00) In the pseudo-header in section 8.1, changed the name of the 
"Pay load Length" field to "Upper-Layer Packet Length". Also 
clarified that, in the case of protocols that carry their own 
length info (like non-jumbogram UDP), it is the upper- layer- 
derived length, not the I P- I ayer-der i ved length, that is used in 
the pseudo-header. 

00) Added section 8.4, specifying that upper- layer protocols, when 
responding to a received packet that carried a Routing header, 
must not include the reverse of the Routing header in the 
response packet (s) unless the received Routing header was 
authenticated. 

00) Fixed some typos and gramnat i ca I errors. 

00) Authors' contact info updated. 
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Full Copyright Statement 

Copyright (C) The Internet Society (1998). All Rights Reserved. 

This document and translations of it may be copied and furnished to 
others, and derivative works that comnent on or otherwise explain it 
or assist in its implementation may be prepared, copied, published 
and distributed, in whole or in part, without restriction of any 
kind, provided that the above copyright notice and this paragraph are 
included on all such copies and derivative works. However, this 
document itself may not be modified in any way, such as by removing 
the copyright notice or references to the Internet Society or other 
Internet organizations, except as needed for the purpose of 
developing Internet standards in which case the procedures for 
copyrights defined in the Internet Standards process must be 
followed, or as required to translate it into languages other than 
Eng I i sh. 

The limited permissions granted above are perpetual and will not be 
revoked by the Internet Society or its successors or assigns. 

This document and the information contained herein is provided on an 
"AS IS" basis and THE INTERNET SOCIETY AND THE INTERNET ENGINEERING 
TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING 
BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION 
HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF 
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. 
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IP in IP Tunnel ing 

Status of this Memo 

This memo provides information for the Internet community. It does 
not specify an Internet standard. Distribution of this memo is 
unl imited. 

IESG Note: 

Note that this memo is an individual effort of the author. This 
document reflects a current informal practice in the internet. There 
is an effort underway within the IETF Mobi le— IP Working Group to 
provide an appropriate proposed standard to address this issue. 

Abstract 

This document discusses implementation techniques for using IP 
Protocol /Pay load number 4 Encapsulation for tunneling with IP 
Security and other protocols. 
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1 . I ntroduct i on 

The IP in IP encapsulation Protocol /Pay load number 4 [RFC-1700] has 
long been used to bridge portions of the Internet which have disjoint 
capabilities or policies. This document describes implementation 
techniques used for many years by the Amateur Packet Radio network 
for joining a large mobile network, and also by early implementations 
of IP Security protocols. 

Use of IP in IP encapsulation differs from later tunneling techniques 
(for example, protocol numbers 98 [RFC-1241], 94 [I DM91 a], 53 
[swIPe], and 47 [RFC-1701]) in that it does not insert its own 
special glue header between IP headers. Instead, the original 
unadorned IP Header is retained, and simply wrapped in another 
standard IP header. 

This information applies principally to encapsulation of IP version 
4. Other IP versions will be described in separate documents. 
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2. Encapsu I at i on 

The encapsulation technique is fairly simple. An outer IP header is 
added before the original IP header. Between them are any other 
headers for the path, such as security headers specific to the tunnel 
conf i gurat i on. 

The outer IP header Source and Destination identify the "endpoints" 
of the tunnel. The inner IP header Source and Destination identify 
the original sender and recipient of the datagram. 

Each header chains to the next using IP Protocol values [RFC-1700]. 



I Outer IP Header 



I Tunnel Headers 



[ Inner IP Header 

> H 

I 

| IP Payload 

I 



The format of IP headers is described in [RFC-791]. 

Type Of Service copied from the inner IP header. Optionally, 

another TOS may be used between cooperating peers. 

This is in keeping with the transparency principle 
that if the user was expecting a given level of 
service, then the tunnel should provide the same 
service. However, some tunnels may be constructed 
specifically to provide a different level of service 
as a matter of pol icy. 

Identification A new number is generated for each outer IP header. 

The encapsulated datagram may have already been 
fragmented, and another level of fragmentation may 
occur due to the tunnel encapsulation. These tunnel 
fragments will be reassembled by the decapsu I ator, 
rather than the final destination. 

Reserved 

ignored (set to zero). 



IP Header 



IP Payload 



Simpson 



I nf ormat i ona I 



[Page 3] 



RFC 1853 IP Tunnel I ing October 1995 



This unofficial flag has seen experimental use, and 
wh i I e it rema i ns in the i nner I P header, does not 
affect the tunnel. 



Don't Fragment copied from the inner IP header. This allows the 
originator to control the level of performance 
tradeoffs. See "Tunnel MTU Discovery". 



More Fragments set as required when fragmenting. 



The flag is not copied for the same reason that a 
separate Identification is used. 



Time To Live the default value specified in the most recent 

"Assigned Numbers" [RFC-1700]. This ensures that 
long unanticipated tunnels do not interrupt the flow 
of datagrams between endpoints. 



The inner TTL is decremented once before 
encapsulation, and is not affected by decapsulation. 



Protoco I 



the next header; 4 for the inner IP header, when no 
intervening tunnel headers are in use. 



Source 



an IP address associated with the interface used to 
send the datagram. 



Destination an IP address of the tunnel decapsu I ator. 

Options not copied from the inner IP header. However, new 

options particular to the path MAY be added. 



Timestamp, Loose Source Route, Strict Source Route, 
and Record Route are deliberately hidden within the 
tunnel. Often, tunnels are constructed to overcome 
the inadequacies of these options. 



Any supported flavors of security options of the 
inner IP header MAY affect the choice of security 
options for the tunnel. It is not expected that 
there be a one-to-one mapping of such options to the 
options or security headers selected for the tunnel. 
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3. Tunnel Management 

It is possible that one of the routers along the tunnel interior 
might encounter an error whi le processing the datagram, causing it to 
return an I CMP [RFC-792] error message to the encapsulator at the IP 
Source of the tunnel. Unfortunately, I CMP only requires IP routers 
to return 8 bytes (64 bits) of the datagram beyond the IP header. 
This is not enough to include the entire encapsulated header. Thus, 
it is not generally possible for an encapsulating router to 
imnediately reflect an I CMP message from the interior of a tunnel 
back to the originating host. 

However, by carefully maintaining "soft state" about its tunnels, the 
encapsulator can return accurate I CMP messages in most cases. The 
router SHOULD maintain at least the following soft state information 
about each tunne I : 

- Reachabi I ity of the end of the tunnel. 

- Congestion of the tunnel. 

- MTU of the tunnel. 

The router uses the I CMP messages it receives from the interior of a 
tunnel to update the soft state information for that tunnel. When 
subsequent datagrams arrive that would transit the tunnel, the router 
checks the soft state for the tunnel. If the datagram would violate 
the state of the tunnel (such as the MTU is greater than the tunnel 
MTU when Don't Fragment is set), the router sends an appropriate I CMP 
error message back to the originator, but also forwards the datagram 
into the tunnel. Forwarding the datagram despite returning the error 
message ensures that changes in tunnel state will be learned. 

Using this technique, the I CMP error messages from encapsulating 
routers wi I I not always match one-tcr-one with errors encountered 
within the tunnel, but they wi 1 1 accurately reflect the state of the 
network. 



3.1. Tunnel MTU Discovery 

When the Don't Fragment bit is set by the originator and copied into 
the outer IP header, the proper MTU of the tunnel wi I I be learned 
from I CMP (Type 3 Code 4) "Datagram Too Big" errors reported to the 
encapsulator. To support originating hosts which use this 
capability, all implementations MUST support Path MTU Discovery 
[RFC-1191. RFC-1435] within their tunnels. 
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As a benefit of Tunnel MTU Discovery, any fragmentation which occurs 
because of the size of the encapsulation header is done only once 
after encapsulation. This prevents more than one fragmentation of a 
single datagram, which improves processing efficiency of the path 
routers and tunnel decapsu I ator. 



3.2. Congestion 

Tunnel soft state will collect indications of congestion, such as an 
I CMP (Type 4) Source Quench in datagrams from the decapsu I ator 
(tunnel peer). When forwarding another datagram into the tunnel, 
it is appropriate to send Source Quench messages to the originator. 



3. 3. Rout i ng Fa i I ures 

Because the TTL is reset each time that a datagram is encapsulated, 
routing loops within a tunnel are particularly dangerous when they 
arrive again at the encapsu I ator. If the IP Source matches any of 
its interfaces, an implementation MUST NOT further encapsulate. 
Instead, the datagram is forwarded normally. 

I CMP (Type 11) Time Exceeded messages report routing loops within the 
tunnel itself. I CMP (Type 3) Destination Unreachable messages report 
de I i very fa i I ures to the decapsu I ator. Th i s soft state MUST be 
reported to the originator as (Type 3 Code 0) Network Unreachable. 



3.4. Other I CMP Messages 

Most I CMP error messages are not relevant to the use of the tunnel. 
In particular, parameter problems are likely to be a result of 
misconf iguration of the encapsu I ator, and MUST NOT be reported to the 
or i g i nator. 
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Security Considerations 

Security issues are briefly discussed in this memo. The use of 
tunneling may obviate some older IP security options (labelling), but 
will better support newer IP Security headers. 
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This document defines the model and generic mechanisms for IPv6 
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1. Introduction 

This document specifies a method and generic mechanisms by which a 
packet is encapsulated and carried as pay load within an IPv6 packet. 
The resulting packet is called an IPv6 tunnel packet. The forwarding 
path between the source and destination of the tunnel packet is 
ca I I ed an I Pv6 tunne I . The techn i que is ca I I ed I Pv6 tunne I i ng. 

A typ i ca I scenar i o for I Pv6 tunne I i ng is the case in wh i ch an 
intermediate node exerts explicit routing control by specifying 
particular forwarding paths for selected packets. This control is 
achieved by prepending IPv6 headers to each of the selected original 
packets. These prepended headers identify the forwarding paths. 

In addition to the description of generic IPv6 tunneling mechanisms, 
which is the focus of this document, specific mechanisms for 
tunneling IPv6 and IPv4 packets are also described herein. 

The keywords MUST, MUST NOT, MAY, OPTIONAL, REQUIRED, RECOMMENDED, 
SHALL, SHALL NOT, SHOULD, SHOULD NOT are to be interpreted as defined 
in RFC 2119. 

2. Terminology 
original packet 

a packet that undergoes encapsulation. 
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original header 

the header of an original packet, 
tunne I 

a forwarding path between two nodes on which the pay loads of 
packets are original packets. 

tunnel end-node 

a node where a tunnel begins or ends. 

tunnel header 

the header prepended to the original packet during 
encapsulation. It specifies the tunnel end-points as source and 
destination. 

tunnel packet 

a packet that encapsulates an original packet, 
tunnel entry-point 

the tunnel end-node where an original packet is encapsulated, 
tunnel exit-point 

the tunnel end-node where a tunnel packet is decapsu I ated. 
IPv6 tunnel 

a tunne I conf i gured as a v i rtua I I i nk between two I Pv6 nodes, on 
which the encapsulating protocol is IPv6. 

tunnel MTU 

the maximum size of a tunnel packet pay load without requiring 
fragmentation, that is, the Path MTU between the tunnel entry- 
point and the tunnel exit-point nodes minus the size of the 
tunnel header. 

tunnel hop I imit 

the maximum number of hops that a tunnel packet can travel from 
the tunnel entry-point to the tunnel exit-point. 
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inner tunnel 

a tunnel that is a hop (virtual link) of another tunnel, 
outer tunnel 

a tunnel containing one or more inner tunnels, 
nested tunnel packet 

a tunnel packet that has as pay load a tunnel packet, 
nested tunnel header 

the tunnel header of a nested tunnel packet, 
nested encapsulation 

encapsulation of an encapsulated packet. 

recursive encapsulation 

encapsulation of a packet that reenters a tunnel before exiting 
it. 

tunnel encapsulation limit 

the maximum number of nested encapsulations of a packet. 

3. I Pv6 Tunne I i ng 

IPv6 tunneling is a technique for establishing a "virtual link" 
between two IPv6 nodes for transmitting data packets as pay loads of 
IPv6 packets (see Fig. 1). From the point of view of the two nodes, 
this "virtual link", called an IPv6 tunnel, appears as a point to 
point link on which IPv6 acts like a link-layer protocol. The two 
IPv6 nodes play specific roles. One node encapsulates original 
packets received from other nodes or from itself and forwards the 
resulting tunnel packets through the tunnel. The other node 
decapsulates the received tunnel packets and forwards the resulting 
original packets towards their destinations, possibly itself. The 
encapsulator node is called the tunnel entry-point node, and it is 
the source of the tunnel packets. The decapsulator node is called the 
tunnel exit-point, and it is the destination of the tunnel packets. 
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Note: 

This document refers in particular to tunnels between two nodes 
identified by unicast addresses - such tunnels look like "virtual 
point to point links". The mechanisms described herein apply also to 
tunnels in which the exit-point nodes are identified by other types 
of addresses, such as anycast or multicast. These tunnels may look 
like "virtual point to multipoint links". At the time of writing this 
document, IPv6 anycast addresses are a subject of ongoing 
specification and experimental work. 
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An IPv6 tunnel is a unidirectional mechanism - tunnel packet flow 
takes place in one direction between the IPv6 tunnel entry-point and 
exit-point nodes (see Fig. 1). 
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Bi-directional tunneling is achieved by merging two unidirectional 
mechanisms, that is f configuring two tunnels, each in opposite 
direction to the other - the entry-point node of one tunnel is the 
exit-point node of the other tunnel (see Fig. 2). 

3. 1 I Pv6 Encapsu I at i on 

IPv6 encapsulation consists of prepending to the original packet an 
IPv6 header and, optionally, a set of IPv6 extension headers (see 
Fig. 3), which are collectively called tunnel IPv6 headers. The 
encapsulation takes place in an IPv6 tunnel entry-point node, as the 
result of an original packet being forwarded onto the virtual link 
represented by the tunnel. The original packet is processed during 
forwarding according to the forwarding rules of the protocol of that 
packet. For instance if the original packet is an: 

(a) IPv6 packet, the IPv6 original header hop limit is decremented 
by one. 

(b) IPv4 packet, the IPv4 original header time to live field (TTL) 
is decremented by one. 

At encapsulation, the source field of the tunnel IPv6 header is 
filled with an IPv6 address of the tunnel entry-point node, and the 
destination field with an IPv6 address of the tunnel exit-point. 
Subsequently, the tunnel packet resulting from encapsulation is sent 
towards the tunnel exit-point node. 
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Fig. 3 Encapsulating a Packet 
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Tunnel extension headers should appear in the order recommended by 
the specifications that define the extension headers, such as [IPv6- 
Spec]. 

A source of original packets and a tunnel entry-point that 
encapsulates those packets can be the same node. 

3. 2 Packet Process i ng in Tunne I s 

The intermediate nodes in the tunnel process the IPv6 tunnel packets 
according to the IPv6 protocol. For example, a tunnel Hop by Hop 
Options extension header is processed by each receiving node in the 
tunnel; a tunnel Routing extension header identifies the intermediate 
processing nodes, and controls at a finer granularity the forwarding 
path of the tunne I packet through the tunne I ; a tunne I Dest i nat i on 
Options extension header is processed at the tunnel exit-point node. 

3.3 IPv6 Decapsulation 

Decapsulation is graphically shown in Fig. 4: 
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Fig. 4 Decapsulating a Packet 

Upon receiving an IPv6 packet destined to an IPv6 address of a tunnel 
exit-point node, its IPv6 protocol layer processes the tunnel 
headers. The strict left-to-right processing rules for extension 
headers is applied. When processing is complete, control is handed to 
the next protocol engine, which is identified by the Next Header 
field value in the last header processed. If this is set to a tunnel 
protocol value, the tunnel protocol engine discards the tunnel 
headers and passes the resulting original packet to the Internet or 
lower layer protocol identified by that value for further processing. 
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For example, in the case the Next Header field has the IPv6 Tunnel 
Protocol value, the resulting original packet is passed to the IPv6 
protoco I I ayer. 

The tunnel exit-point node, which decapsulates the tunnel packets, 
and the destination node, which receives the resulting original 
packets can be the same node. 

3.4 IPv6 Tunnel Protocol Engine 

Packet flow (paths #1-7) through the IPv6 Tunnel Protocol Engine on a 
node is graphically shown in Fig. 5: 

Note: 

In Fig. 5, the Upper-Layer Protocols box represents transport 
protocols such as TCP, UDP, control protocols such as I CMP, routing 
protocols such as OSPF, and internet or lower- I ayer protocol being 
"tunneled" over IPv6, such as IPv4, IPX, etc. The Link-Layer 
Protocols box represents Ethernet, Token Ring, FDD I, PPP, X. 25, Frame 
Relay, ATM, etc..., as well as internet layer "tunnels" such as IPv4 
tunne I s. 

The IPv6 tunnel protocol engine acts as both an "upper- I ayer" and a 
"I ink- layer", each with a specific input and output as follows: 

(u. i) "tunnel upper- I ayer input" - consists of tunnel IPv6 packets 
that are going to be decapsu I ated. The tunnel packets are 
incoming through the IPv6 layer from: 

(u. i.1) a I ink- 1 ayer - (path #1, Fig. 5) 

These are tunnel packets destined to this node and wi I I 
undergo decapsulation. 

(u. i.2) a tunnel I ink- 1 ayer - (path #7, Fig. 5) 

These are tunnel packets that underwent one or more 
decapsulations on this node, that is, the packets had 
one or more nested tunnel headers and one nested tunnel 
header was just discarded. This node is the exit-point 
of both an outer tunnel and one or more of its inner 
tunne I s. 

For both above cases the resulting original packets are passed 
back to the I Pv6 I ayer as "tunne I I i nk- 1 ayer" output for 
further process i ng (see b. 2) . 
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Fig. 5 Packet Flow in the IPv6 Tunneling Protocol Engine on a Node 

(u. o) "tunnel upper- layer output" - consists of tunnel IPv6 packets 
that are passed through the IPv6 layer down to: 

(u. o. 1) a link-layer - (path #2, Fig. 5) 

These packets underwent encapsulation and are sent 
towards the tunnel exit-point 

(u. o. 2) a tunnel I ink- layer - (path #8, Fig. 5) 



These tunnel packets undergo nested encapsulation. 
This node is the entry-point node of both an outer 
tunnel and one or more of its inner tunnel. 
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Implementation Note: 

The tunnel upper- layer input and output can be implemented similar 
to the input and output of the other upper- layer protocols. 

The tunnel I ink- layer input and output are as follows: 

(LI) "tunnel I ink- layer input" - consists of original IPv6 packets 
that are going to be encapsulated. 

The original packets are incoming through the IPv6 layer from: 

(I. i.1) an upper-layer - (path #4, Fig. 5) 

These are original packets originating on this node 
that undergo encapsulation. The original packet source 
and tunnel entry-point are the same node. 

(I. i.2) a link-layer - (path #6, Fig. 5) 

These are original packets incoming from a different 
node that undergo encapsulation on this tunnel entry- 
point node. 

(I. i.3) a tunnel upper- layer - (path #8, Fig. 5) 

These packets are tunnel packets that undergo nested 
encapsulation. This node is the entry-point node of 
both an outer tunnel and one or more of its inner 
tunne I s. 

The resulting tunnel packets are passed as tunnel upper- layer 
output packets through the IPv6 layer (see u. o) down to: 

( I . o) "tunne I I i nk- 1 ayer output" - cons i sts of or i g i na I I Pv6 packets 
resulting from decapsulation. These packets are passed through the 
IPv6 layer to: 

(l.o. 1) an upper- 1 ayer - (path #3, Fig. 5) 

These original packets are destined to this node. 

(l.o. 2) a link-layer - (path #5, Fig. 5) 

These original packets are destined to another node; 
they are transmitted on a link towards their 
dest i nat i on. 
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(Lo.3) a tunnel upper- layer - (path #7, Fig. 5) 

These packets undergo another decapsulation; they were 
nested tunnel packets. This node is both the exit- 
point node of an outer tunnel and one or more inner 
tunne I s. 

Implementation Note: 

The tunnel I ink- layer input and output can be implemented similar 
to the input and output of other I ink- layer protocols, for 
instance, associating an interface or pseudo- i nterf ace with the 
IPv6 tunnel. 

The selection of the "IPv6 tunnel link" over other links results 
from the packet forwarding decision taken based on the content of 
the node' s rout i ng tab I e. 

4. Nested Encapsulation 

Nested IPv6 encapsulation is the encapsulation of a tunnel packet. 
It takes place when a hop of an IPv6 tunnel is a tunnel. The tunnel 
containing a tunnel is called an outer tunnel. The tunnel contained 
in the outer tunnel is called an inner tunnel - see Fig. 6. Inner 
tunnels and their outer tunnels are nested tunnels. 

The entry-point node of an "inner IPv6 tunnel" receives tunnel IPv6 
packets encapsulated by the "outer IPv6 tunnel" entry-point node. The 
"inner tunnel entry-point node" treats the receiving tunnel packets 
as original packets and performs encapsulation. The resulting 
packets are "tunnel packets" for the "inner IPv6 tunnel", and "nested 
tunnel packets" for the "outer IPv6 tunnel". 
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F i g. 6. Nested Encapsu I at i on 



4.1 Limiting Nested Encapsulation 

A tunnel IPv6 packet is limited to the maximum IPv6 packet size 
[IPv6-Spec]. Each encapsulation adds to the size of an encapsulated 
packet the size of the tunnel IPv6 headers. Consequently, the number 
of tunnel headers, and therefore, the number of nested encapsulations 
is limited by the maximum packet size. However this limit is so 
large (more than 1600 encapsulations for an original packet of 
minimum size) that it is not an effective limit in most cases. 

The increase in the size of a tunnel IPv6 packet due to nested 
encapsulations may require fragmentation [lPv6-Spec] at a tunnel 
entry point - see section 7. Furthermore, each fragmentation, due to 
nested encapsulation, of an already fragmented tunnel packet results 
in a doubling of the number of fragments. Moreover, it is probable 
that once this fragmentation begins, each new nested encapsulation 
results in yet additional fragmentation. Therefore limiting nested 
encapsulation is reconmended. 

The proposed mechanism for limiting excessive nested encapsulation is 
a "Tunnel Encapsulation Limit" option, which is carried in an IPv6 
Destination Options extension header accompanying an encapsulating 
IPv6 header. 
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4.1.1 Tunnel Encapsulation Limit Option 

A tunnel entry-point node may be configured to include a Tunnel 
Encapsulation Limit option as part of the information prepended to 
all packets entering a tunnel at that node.. The Tunnel Encapsulaton 
Limit option is carried in a Destination Options extension header 
[IPv6-Spec] placed between the encapsulating IPv6 header and the IPv6 
header of the original packet. (Other IPv6 extension headers may 
also be present preceding or following the Destination Options 
extension header, depending on configuration information at the 
tunnel entry-point node.) 

The Tunnel Encapsulation Limit option specifies how many additional 
levels of encapsulation are permitted to be prepended to the packet 
— or, in other words, how many further levels of nesting the packet 
is permitted to undergo — not counting the encapsulation in which 
the option itself is contained. For example, a Tunnel Encapsulation 
Limit option containing a limit value of zero means that a packet 
carrying that option may not enter another tunnel before exiting the 
current tunnel. 

The Tunnel Encapsulation Limit option has the fol lowing format: 

Option Type Opt Data Len Opt Data Len 
0 1 2 3 4 5 6 7 

h — i — i — i — i — i — i — i — i — i — i — i — \ — i — i — i — i — i — i — i — i — i — i — i — i- 

|0 0 0 0 0 1 0 0| 1 | Tun Encap Lim | 

H — 1 — I — I — I — I — I — I — I — I — 1 — I — I — I — I — I — I — I — 1 — I — I — I — I — I — h 



Option Type decimal value 4 

- the highest-order two bits - set to 00 - 
indicate "skip over this option if the option is 
not recognized". 

- the third-highest-order bit - set to 0 - 
indicates that the option data in this option 
does not change en route to the packet' s 
dest i nat i on [I Pv6-Spec] . 

Opt Data Len value 1 - the data portion of the Option is one octet 
long. 

Opt Data Value the Tunnel Encapsulation Limit value - 8-bit 

unsigned integer specifying how many further 
levels of encapsulation are permitted for the 
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Tunnel Encapsulation Limit options are of interest only to tunnel 
entry points. A tunnel entry-point node is required to execute the 
fo I lowing procedure for every packet entering a tunnel at that node: 

(a) Examine the packet to see if a Tunnel Encapsulation Limit 
option is present following its IPv6 header. The headers 
following the IPv6 header must be examined in strict 
"left-to-right" order, with the examination stopping as 
soon as any one of the following headers is encountered: 

(i) a Destination Options extension header containing a 
Tunnel Encapsulation Limit, (ii) another IPv6 header, (Mi) 
a non-extension header, such as TCP, UDP f or I CMP, or (iv) 
a header that cannot be parsed because it is encrypted or 
its type is unknown. (Note that this requirment is an 
exception to the general IPv6 rule that a Destination 
Options extension header need only be examined by a 
packet's destination node. An alternative and "cleaner" 
approach would have been to use a Hop-by-Hop extension 
header for this purpose, but that would have imposed an 
undesirable extra processing burden, and possible 
consequent extra delay, at every IPv6 node along the path 
of a tunne I . ) 

(b) If a Tunnel Encapsulation Limit option is found in the 
packet entering the tunnel and its limit value is zero, the 
packet is discarded and an I CMP Parameter Problem message 
[ICMP-Spec] is sent to the source of the packet, which is 
the previous tunnel entry-point node. The Code field of 
the Parameter Problem message is set to zero ("erroneous 
header field encountered") and the Pointer field is set to 
point to the third octet of the Tunnel Encapsulation Limit 
option (i.e., the octet containing the limit value of 
zero) . 

(c) If a Tunnel Encapsulation Limit option is found in the 

packet entering the tunnel and its limit value is non-zero, 
an additional Tunnel Encapsulation Limit option must be 
included as part of the encapsulating headers being added 
at this entry point. The limit value in the encapsulating 
option is set to one less than the limit value found in the 
packet being encapsulated. 

(d) If a Tunnel Encapsulation Limit option is not found in the 
packet entering the tunnel and if an encapsulation limit 
has been configured for this tunnel, a Tunnel Encapsulation 
Limit option must be included as part of the encapsulating 
headers being added at this entry point. The limit value 
in the option is set to the configured limit. 
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(e) If a Tunnel Encapsulation Limit option is not found in the 
packet entering the tunnel and if no encapsulation limit 
has been configured for this tunnel, then no Tunnel 
Encapsulation Limit option is included as part of the 
encapsulating headers being added at this entry point. 

A Tunnel Encapsulation Limit option added at a tunnel entry-point 
node is removed as part of the decapsulation process at that tunnel's 
exit-point node. 

Two cases of encapsulation that should be avoided are described 
below: 

4. 1 . 2 Loopback Encapsu I at i on 

A particular case of encapsulation which must be avoided is the 
loopback encapsulation. Loopback encapsulation takes place when a 
tunnel IPv6 entry-point node encapsulates tunnel IPv6 packets 
originated from itself, and destined to itself. This can generate an 
infinite processing loop in the entry-point node. 

To avoid such a case, it is recomnended that an implementation have a 
mechanism that checks and rejects the configuration of a tunnel in 
which both the entry-point and exit-point node addresses belong to 
the same node. It is also recoimiended that the encapsulating engine 
check for and reject the encapsulation of a packet that has the pair 
of tunnel entry-point and exit-point addresses identical with the 
pair of original packet source and final destination addresses. 

4. 1 . 3 Rout i ng-Loop Nested Encapsu I at i on 

In the case of a forwarding path with multiple- level nested tunnels, 
a rout ing- I oop from an inner tunnel to an outer tunnel is 
particularly dangerous when packets from the inner tunnels reenter an 
outer tunnel from which they have not yet exited. In such a case, the 
nested encapsulation becomes a recursive encapsulation with the 
negative effects described in 4.1. Because each nested encapsulation 
adds a tunnel header with a new hop limit value, the IPv6 hop limit 
mechanism cannot control the number of times the packet reaches the 
outer tunnel entry-point node, and thus cannot control the number of 
recurs i ve encapsu I at i ons. 

When the path of a packet from source to final destination includes 
tunnels, the maximum number of hops that the packet can traverse 
should be control led by two mechanisms used together to avoid the 
negative effects of recursive encapsulation in routing loops: 
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(a) the original packet hop limit. 

It is decremented at each forwarding operation performed on 
an original packet. This includes each encapsulation of the 
original packet. It does not include nested encapsulations 
of the original packet 

(b) the tunnel IPv6 packet encapsulation limit. 

It is decremented at each nested encapsulation of the 
packet. 

For a discussion of the excessive encapsulation risk factors in 
nested encapsulation see Appendix A. 

5. Tunnel IPv6 Header 

The tunne I entry-po i nt node fills out a tunne I I Pv6 ma i n header 
[IPv6-Spec] as follows: 

Version: 

value 6 

Traffic Class: 

Depending on the entry-point node tunnel configuration, the 
traffic class can be set to that of either the original 
packet or a pre^conf igured value - see section 6.4. 

Flow Label : 

Depending on the entry-point node tunnel configuration, the 
flow label can be set to a pre-conf igured value. The typical 
value is zero - see section 6.5. 

Pay load Length: 

The original packet length, plus the length of the 
encapsulating (prepended) IPv6 extension headers, if any. 

Next Header: 

The next header value according to [IPv6-Spec] from the 
Assigned Numbers RFC [RFC-1700 or its successors]. 

For example, if the original packet is an IPv6 packet, this 
is set to: 
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- decimal value 41 (Assigned Next Header number for 
IPv6) - if there are no tunnel extension headers. 

- value 0 (Assigned Next Header number for IPv6 Hop by 
Hop Options extension header) - if a hop by hop options 
extension header i rimed i ate I y follows the tunnel IPv6 
header. 

- decimal value 60 (Assigned Next Header number for 
IPv6 Destination Options extension header) - if a 
destination options extension header immediately 

f o 1 1 ows the tunne I I Pv6 header. 

Hop Limit: 

The tunnel IPv6 header hop limit is set to a pre-conf i gured 
value - see section 6.3. 

The default value for hosts is the Neighbor Discovery 
advertised hop limit [ND-Spec]. The default value for 
routers is the default IPv6 Hop Limit value from the 
Assigned Numbers RFC (64 at the time of writing this 
document) . 

Source Address: 

An IPv6 address of the outgoing interface of the tunnel 
entry-point node. This address is configured as the tunnel 
entry-point node address - see section 6.1. 

Destination Address: 

An IPv6 address of the tunnel exit-point node. This address 
is configured as the tunnel exit-point node address - see 
section 6. 2. 

5.1 Tunnel IPv6 Extension Headers 

Depending on IPv6 node configuration parameters, a tunnel entry-point 
node may append to the tunnel IPv6 main header one or more IPv6 
extension headers, such as a Hop-by-Hop Options header, a Routing 
header, or others. 
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To I imit the number of nested encapsulations of a packet, if it was 
configured to do so - see section 6. 6 - a tunnel entry-point includes 
a Destination Options extension header containing a Tunnel 
Encapsulation Limit option. If that option is the only option present 
in the Destination Options header, the header has the following 
format: 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| Next Header |Hdr Ext Len = 0| Opt Type = 4 |Opt Data Len=1 | 

H — I — I — I — I — I — I 1 — I — I — I — I 1 — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — h 

| Tun Encap Lim |PadN Opt Type=1 |Opt Data Len=1 | 0 | 

H — I — I I I I I I I I I I I I I I — I — I — I — I — I I I I I I I — h 

Next Header: 

Identifies the type of the original packet header. For 
example, if the original packet is an IPv6 packet, the next 
header protocol value is set to decimal value 41 (Assigned 
pay load type number for IPv6). 

Hdr Ext Len: 

Length of the Destination Options extension header in 8- 
octet units, not including the first 8 octets. Set to value 
0, if no other options are present in this destination 
options header. 

Option Type: 

va I ue 4 - see sect i on 4. 1 . 1 . 
Opt Data Len: 

value 1 - see section 4.1.1. 
Tun Encap Lim: 

8 bit unsigned integer - see section 4.1.1. 
Option Type: 

value 1 - PadN option, to align the header following 
this header. 

Opt Data Len: 

value 1 - one octet of option data. 
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Option Data: 

value 0 - one zero-valued octet. 

6. IPv6 Tunnel State Variables 

The IPv6 tunnel state variables, some of which are or may be 
configured on the tunnel entry-point node, are: 

6.1 IPv6 Tunnel Entry-Point Node Address 

The tunnel entry-point node address is one of the valid IPv6 unicast 
addresses of the entry-point node - the validation of the address at 
tunnel configuration time is recommended. 

The tunnel entry-point node address is copied to the source address 
field in the tunnel IPv6 header during packet encapsulation. 

6.2 IPv6 Tunnel Exit-Point Node Address 

The tunnel exit-point node address is used as IPv6 destination 
address for the tunne I I Pv6 header. A tunne I acts I i ke a v i rtua I 
point to point link between the entry-point node and exit-point node. 

The tunnel exit-point node address is copied to the destination 
address field in the tunnel IPv6 header during packet encapsulation. 

The configuration of the tunnel entry-point and exit-point addresses 
is not subject to IPv6 Autoconf igurat ion or IPv6 Neighbor Discovery. 

6.3 IPv6 Tunnel Hop Limit 

An IPv6 tunnel is modeled as a "single-hop virtual link" tunnel, in 
which the passing of the original packet through the tunnel is like 
the passing of the original packet over a one hop link, regardless of 
the number of hops in the IPv6 tunnel. 

The "single-hop" mechanism should be implemented by having the tunnel 
entry point node set a tunnel IPv6 header hop limit independently of 
the hop limit of the original header. 

The "single-hop" mechanism hides from the original IPv6 packets the 
number of IPv6 hops of the tunnel. 

It is recommended that the tunnel hop limit be configured with a 
value that ensures: 
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(a) that tunnel IPv6 packets can reach the tunnel exit-point 
node 

(b) a quick expiration of the tunnel packet if a routing loop 
occurs within the IPv6 tunnel. 

The tunnel hop limit default value for hosts is the IPv6 Neighbor 
Discovery advertised hop limit [ND-Spec]. The tunnel hop limit 
default value for routers is the default IPv6 Hop Limit value from 
the Assigned Numbers RFC (64 at the time of writing this document). 

The tunnel hop limit is copied into the hop limit field of the tunnel 
IPv6 header of each packet encapsulated by the tunnel entry-point 
node. 

6.4 IPv6 Tunnel Packet Traffic Class 

The IPv6 Tunnel Packet Traffic Class indicates the value that a 
tunnel entry-point node sets in the Traffic Class field of a tunnel 
header. The default value is zero. The configured Packet Traffic 
Class can also indicate whether the value of the Traffic Class field 
in the tunnel header is copied from the original header, or it is set 
to the pre-conf igured value. 

6.5 IPv6 Tunnel Flow Label 

The IPv6 Tunnel Flow Label indicates the value that a tunnel entry- 
point node sets in the flow label of a tunnel header. The default 
value is zero. 

6.6 IPv6 Tunnel Encapsulation Limit 

The Tunnel Encapsulation Limit value can indicate whether the entry- 
point node is configured to limit the number of encapsulations of 
tunnel packets originating on that node. The IPv6 Tunnel 
Encapsulation Limit is the maximum number of additional 
encapsulations permitted for packets undergoing encapsulation at that 
entry-point node. Recommended default value is 4. An entry-point node 
configured to limit the number of nested encapsulations prepends a 
Destination Options extension header containing a Tunnel 
Encapsulation Limit option to an original packet undergoing 
encapsulation - see sections 4. 1 and 4. 1. 1. 

6.7 IPv6 Tunnel MTU 

The tunnel MTU is set dynamically to the Path MTU between the tunnel 
entry-point and the tunnel exit-point nodes, minus the size of the 
tunnel headers: the maximum size of a tunnel packet pay load that can 
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be sent through the tunnel without fragmentation [IPv6-Spec]. The 
tunnel entry-point node performs Path MTU discovery on the path 
between the tunnel entry-point and exit-point nodes [PMTLhSpec], 
[ICMP-Spec]. The tunnel MTU of a nested tunnel is the tunnel MTU of 
the outer tunnel minus the size of the nested tunnel headers. 

7. IPv6 Tunnel Packet Size Issues 

Prepending a tunnel header increases the size of a packet, therefore 
a tunnel packet resulting from the encapsulation of an IPv6 original 
packet may require fragmentation. 

A tunnel IPv6 packet resulting from the encapsulation of an original 
packet is considered an IPv6 packet originating from the tunnel 
entry-point node. Therefore, like any source of an IPv6 packet, a 
tunnel entry-point node must support fragmentation of tunnel IPv6 
packets. 

A tunnel intermediate node that forwards a tunnel packet to another 
node in the tunnel follows the general IPv6 rule that it must not 
fragment a packet undergoing forwarding. 

A tunnel exit-point node receiving tunnel packets at the end of the 
tunnel for decapsulation applies the strict I ef t-to-r i ght processing 
rules for extension headers. In the case of a fragmented tunnel 
packet, the fragments are reassembled into a complete tunnel packet 
before determining that an embedded packet is present. 

Note: 

A particular problem arises when the destination of a fragmented 
tunnel packet is an exit-point node identified by an anycast address. 
The problem, which is similar to that of original fragmented IPv6 
packets destined to nodes identified by an anycast address, is that 
ail the fragments of a packet must arrive at the same destination 
node for that node to be able to perform a successful reassembly, a 
requirement that is not necessarily satisfied by packets sent to an 
anycast address. 

7.1 IPv6 Tunnel Packet Fragmentation 

When an IPv6 original packet enters a tunnel, if the original packet 
s i ze exceeds the tunne I MTU (i.e., the Path MTU between the tunne I 
entry-point and the tunnel exit-point, minus the size of the tunnel 
header (s) ) , i t i s hand I ed as f o 1 1 ows : 
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(a) if the original IPv6 packet size is larger than the IPv6 
minimum link MTU [IPv6-Spec], the entry-point node discards 
the packet and sends an ICMPv6 "Packet Too Big" message to 
the source address of the original packet with the 
recommended MTU size field set to the tunnel MTU or the 
IPv6 minimum link MTU, whichever is larger, i.e. max 
(tunnel MTU, IPv6 minimum link MTU). Also see sections 6.7 
and 8. 2. 

(b) if the original IPv6 packet is equal or smaller than the 
IPv6 minimum link MTU, the tunnel entry-point node 
encapsulates the original packet, and subsequently 
fragments the resulting IPv6 tunnel packet into IPv6 
fragments that do not exceed the Path MTU to the tunnel 

ex i t-po i nt. 

7.2 IPv4 Tunnel Packet Fragmentation 

When an IPv4 original packet enters a tunne i, if the original packet 
size exceeds the tunnel MTU (i.e., the Path MTU between the tunnel 
entry-point and the tunnel exit-point, minus the size of the tunnel 
header(s)), it is handled as follows: 

(a) if in the original IPv4 packet header the Don't Fragment - 
DF - bit flag is SET, the entry-point node discards the 
packet and returns an I CMP message. The I CMP message has 
the type = "unreachable", the code = "packet too big", and 
the recommended MTU size field set to the size of the 
tunne I MTU - see sect i ons 6. 7 and 8. 3. 

(b) if in the original packet header the Don't Fragment - DF - 
bit flag is CLEAR, the tunnel entry-point node encapsulates 
the original packet, and subsequently fragments the 
resulting IPv6 tunnel packet into IPv6 fragments that do 
not exceed the Path MTU to the tunnel exit-point. 

8. IPv6 Tunnel Error Processing and Reporting 

IPv6 Tunneling fol lows the general rule that an error detected during 
the processing of an IPv6 packet is reported through an I CMP message 
to the source of the packet. 

On a forwarding path that includes IPv6 tunnels, an error detected by 
a node that is not in any tunnel is directly reported to the source 
of the original IPv6 packet. 
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An error detected by a node inside a tunnel is reported to the source 
of the tunnel packet, that is, the tunnel entry-point node. The I CMP 
message sent to the tunnel entry-point node has as I CMP pay load the 
tunnel IPv6 packet that has the original packet as its pay load. 

The cause of a packet error encountered inside a tunnel can be a 
problem with: 

(a) the tunnel header, or 

(b) the tunnel packet. 

Both tunnel header and tunnel packet problems are reported to the 
tunnel entry-point node. 

If a tunnel packet problem is a consequence of a problem with the 
original packet, which is the pay load of the tunnel packet, then the 
problem is also reported to the source of the original packet. 

To report a problem detected inside the tunnel to the source of an 
original packet, the tunnel entry point node must relay the I CMP 
message received from inside the tunnel to the source of that 
original IPv6 packet. 

An example of the processing that can take place in the error 
reporting mechanism of a node is illustrated in Fig. 7 f and Fig. 8: 

Fig. 7 path #0 and Fig. 8 (a) - The IPv6 tunnel entry-point receives an 
I CMP packet from inside the tunnel, marked Tunnel ICMFV6 Message in 
Fig. 7. The tunnel entry-point node IPv6 layer passes the received 
I CMP message to the ICMPv6 Input. The ICMFV6 Input, based on the I CMP 
type and code [ICMP-Spec] generates an internal "error code". 

Fig. 7 path #1 - The internal error code, is passed with the "ICMFV6 
message pay load" to the upper- layer protocol - in this case the IPv6 
tunnel upper- layer error input. 
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Fig. 7 Error Reporting Flow in a Node (IPv6 Tunneling Protocol Engine) 



Fig. 7 path #2 and Fig. 8 (b) - The IPv6 tunnel error input 
decapsu I ates the tunnel IPv6 packet, which is the ICMPv6 message 
pay I oad, obtaining the original packet, and thus the original headers 
and dispatches the "internal error code", the source address from the 
original packet header, and the original packet, down to the error 
report block of the protocol identified by the Next Header field in 
the tunnel header immediately preceding the original packet in the 
ICMP message pay I oad. 

From here the processing depends on the protocol of the original 
packet: 
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(a) - for an IPv6 original packet 

Fig. 7 path #3 and Fig. 8 (c. 1)- for an IPv6 original packet, the 
ICMPv6 error report bui Ids an I CMP message of a type and code 
according to the "internal error code", containing the "original 
packet" as I CMP pay load. 

Fig. 7 path #4 and Fig. 8 (d. 1)- The I CMP message has the tunnel 
entry-point node address as source address, and the original packet 
source node address as destination address. The tunnel entry-point 
node sends the I CMP message to the source node of the original 
packet. 

(b) - for an IPv4 original packet 

Fig. 7 path #5 and Fig. 8 (c. 2) - for an IPv4 original packet, the 
ICMPv4 error report bui Ids an I CMP message of a type and code 
derived from the the "internal error code", containing the 
"original packet" as I CMP pay load. 

Fig. 7 path #6 and Fig. 8 (d. 2) - The I CMP message has the tunnel 
entry-point node IPv4 address as source address, and the original 
packet IPv4 source node address as destination address. The tunnel 
entry-point node sends the I CMP message to the source node of the 
original packet. 

A graphical description of the header processing taking place is the 
fol lowing: 



Conta & Deering 



Standards Track 



[Page 25] 



RFC 2473 Generic Packet Tunneling in IPv6 December 1998 



Tunnel Packet 



H 1 

| IPv6 | IPv6 
(a) | | Extension 

| Header | Headers 

H 1 

< Tunnel Headers > < 




Tunnel I CMP Message > 
< ICMPv6 Message Pay load > 

I 



(b) 




Tunne I | 
IPv6 | + 
Headers | 



Tunnel I CMP Message 

Tunnel IPv6 Packet in Error 

— ' //" 

Original | Original 

| Packet 
Headers | Pay load 
' //- 



> 
> 



<0riginal Packet in Error > 
I 



(c.D 



I 

V 



New I 
IPv6 | + 
Headers | 





(d.D 



H ! 

I New 


I r— 

I CMP | 


> 

Original 


| IPv6 


I 




| Headers 

H 1 


Header | 

i 1— 


Packet in Error 



■//- 



•//- 



New I CMP Message 



Conta & Deering 



Standards Track 



[Page 26] 



RFC 2473 



Generic Packet Tunneling in IPv6 



December 1998 



or for an IPv4 original packet 



-//' 



(c. 2) 



| New | 
| IPv4 | 
| Header | 



Header | 



I CMP | 



I Orig. Packet in Error 



-//- 



v 



■//■ 



(d. 2) 



| New 
| IPv4 
| Header 



Header | Packet in Error 



ICMP | Original 



-//- 



< 



New I CMP Message 



Fig. 8 I CMP Error Reporting and Processing 



8.1 Tunnel I CMP Messages 

The tunnel I CMP messages that are reported to the source of the 
original packet are: 

hop I imit exceeded 



The tunnel has a misconf igured hop limit, or contains a 
routing loop, and packets do not reach the tunnel exit- 
point node. This problem is reported to the tunnel entry- 
point node, where the tunnel hop limit can be reconfigured 
to a higher value. The problem is further reported to the 
source of the original packet as described in section 8.2, 
or 8.3. 

unreachable node 

One of the nodes in the tunnel is not or is no longer 
reachable. This problem is reported to the tunnel entry- 
point node, which should be reconfigured with a valid and 
active path between the entry and exit-point of the tunnel. 

The problem is further reported to the source of the 
or i g i na I packet as descr i bed i n sect i on 8. 2, or 8. 3. 

parameter problem 

A Parameter Prob I em I CMP message po i nt i ng to a va I i d Tunne I 
Encapsulation Limit Destination header with a Tun Encap Lim 
field value set to one is an indication that the tunnel 
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packet exceeded the maximum number of encapsulations 

a I lowed. The problem is further reported to the source of 

the original packet as described in section 8.2, or 8.3. 

The above three problems detected inside the tunnel, which are a 
tunnel configuration and a tunnel topology problem, are reported to 
the source of the original IPv6 packet, as a tunnel generic 
"unreachable" problem caused by a "link problem" - see section 8.2 
and 8.3. 

packet too big 

The tunnel packet exceeds the tunnel Path MTU. 

The information carried by this type of I CMP message is 
used as fol lows: 

- by a receiving tunnef entry-point node to set or adjust 
the tunnel MTU 

- by a sending tunnel entry-point node to indicate to the 
source of an original packet the MTU size that should be 
used in sending IPv6 packets towards the tunnel entry-point 
node. 

8.2 I CMP Messages for IPv6 Original Packets 

The tunnel entry-point node builds the I CMP and IPv6 headers of the 
I CMP message that is sent to the source of the original packet as 
f o I I ows : 

IPv6 Fields: 

Source Address 

A valid unicast IPv6 address of the outgoing 
i nterf ace. 

Destination Address 

Copied from the Source Address field of the Original 
IPv6 header. 

ICMP Fields: 

For any of the fol lowing tunnel ICMP error messages: 
"hop limit exceeded" 



Conta & Deering 



Standards Track 



[Page 28] 



RFC 2473 



Generic Packet Tunneling in IPv6 



December 1998 



"unreachable node" 

"parameter problem" - pointing to a valid Tunnel Encapsulation 
Limit destination header with the Tun Encap Lim field set to a 
value zero: 



Type 1 - unreachable node 

Code 3 - address unreachable 

For tunnel I CMP error message "packet too big": 

Type 2 - packet too big 

Code 0 

MTU The MTU field from the tunnel I CMP message minus 
the length of the tunnel headers. 



According to the general rules described in 7.1, an I CMP "packet too 
big" message is sent to the source of the original packet only if the 
original packet size is larger than the minimum link MTU size 
required for IPv6 [!Pv6-Spec]. 

8.3 I CMP Messages for IPv4 Original Packets 

The tunnel entry-point node builds the I CMP and IPv4 header of the 
I CMP message that is sent to the source of the original packet as 
fol lows: 

IPv4 Fields: 

Source Address 

A valid unicast IPv4 address of the outgoing 
i nterf ace. 

Destination Address 

Copied from the Source Address field of the Original 
IPv4 header. 

ICMP Fields: 

For any of the fol lowing tunnel ICMP error messages: 
"hop I imit exceeded" 
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unreachable node' 



parameter problem" - pointing to a valid Tunnel Enacpsu I at i on 
Limit destination header with the Tun Encap Lim field set to a 
value zero: 



Type 



3 - 



dest i nat i on unreachab I e 



Code 



1 - host unreachable 



For a tunnel I CMP error message "packet too big": 



Type 



3 - 



dest i nat i on unreachab I e 



Code 



4 - packet too big 



MTU 



The MTU field from the tunnel I CMP message minus 
the length of the tunnel headers. 



According to the general rules described in section 7.2, an I CMP 
"packet too big" message is sent to the original IPv4 packet source 
node if the the original IPv4 header has the DF - don't fragment - 
bit flag SET. 

8. 4 I CMP Messages for Nested Tunne I Packets 

In case of an error uncovered with a nested tunnel packet, the inner 
tunnel entry-point, which receives the I CMP error message from the 

inner tunnel reporting node, relays the I CMP message to the outer 
tunnel entry-point following the mechanisms described in sections 
8. ,8.1, 8.2, and 8.3. Further, the outer tunnel entry-point relays 
the I CMP message to the source of the original packet, fo I lowing the 
same mechanisms. 

9. Security Considerations 

An IPv6 tunnel can be secured by securing the IPv6 path between the 
tunnel entry-point and exit-point node. The security architecture, 
mechanisms, and services are described in [RFC2401], [RFC2402], and 
[RFC2406]. A secure IPv6 tunnel may act as a gateway-to-gateway 
secure path as described in [RFC2401]. 

For a secure IPv6 tunnel, in addition to the mechanisms described 
earlier in this document, the entry-point node of the tunnel performs 
security algorithms on the packet and prepends as part of the tunnel 
headers one or more security headers in conformance with [lPv6-Spec], 
[RFC2401], and [RFC2402], or [RFC2406]. 
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The exit-point node of a secure IPv6 tunnel performs security 
algorithms and processes the tunnel security header [s] as part of the 
tunnel headers processing described earlier, and in conformance with 
[RFC2401], and [RFC2402], or [RFC2406]. The exit-point node discards 
the tunnel security header [s] with the rest of the tunnel headers 
after tunnel headers processing completion. 

The degree of integrity, authentication, and confidentiality and the 
security processing performed on a tunnel packet at the entry-point 
and exit-point node of a secure IPv6 tunnel depend on the type of 
security header - authentication (AH) or encryption (ESP) - and 
parameters configured in the Security Association for the tunnel. 
There is no dependency or interaction between the security level and 
mechanisms applied to the tunnel packets and the security applied to 
the original packets which are the pay loads of the tunnel packets. 
In case of nested tunnels, each inner tunnel may have its own set of 
security services, independently from those of the outer tunnels, or 
of those between the source and destination of the original packet. 
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Appendix A 

A. 1 Risk Factors in Nested Encapsulation 

Nested encapsulations of a packet become a recursive encapsulation if 
the packet reenters an outer tunnel before exiting it. The cases 
which present a high risk of recursive encapsulation are those in 
which a tunnel entry-point node cannot determine whether a packet 
that undergoes encapsulation reenters the tunnel before exiting it. 
Routing loops that cause tunnel packets to reenter a tunnel before 
" exiting it are certainly the major cause of the problem. But since 
routing loops exist, and happen, it is important to understand and 
describe, the cases in which the risk for recursive encapsulation is 
h i gher. 

There are two significant elements that determine the risk factor of 
routing loop recursive encapsulation: 

(a) the type of tunnel, 

(b) the type of route to the tunnel exit-point, which 

determines the packet forwarding through the tunnel, that 
is, over the tunnel virtual- 1 ink. 

A. 1.1 Risk Factor in Nested Encapsulation - type of tunnel. 

The type of tunnels which were identified as a high risk factor for 
recursive encapsulation in routing loops are: 

"inner tunnels with identical exit-points". 

Since the source and destination of an original packet is the main 
information used to decide whether to forward a packet through a 
tunnel or not, a recursive encapsulation can be avoided in case of a 
single tunnel (non- inner), by checking that the packet to be 
encapsulated is not originated on the entry-point node. This 
mechanism is suggested in [RFC-1853]. 

However, this type of protection does not seem to work we 1 1 in case 
of inner tunnels with different entry-points, and identical exit- 
po i nts. 

Inner tunnels with different entry-points and identical exit-points 
introduce ambiguity in deciding whether to encapsulate a packet, when 
a packet encapsulated in an inner tunnel reaches the entry-point node 
of an outer tunnel by means of a routing loop. Because the source of 
the tunnel packet is the inner tunnel entry-point node which is 
different than the entry-point node of the outer tunnel, the source 



Conta & Deering 



Standards Track 



[Page 33] 



RFC 2473 



Generic Packet Tunneling in IPv6 December 1998 



address checking (mentioned above) fails to detect an invalid 
encapsulation, and as a consequence the tunnel packet gets 
encapsulated at the outer tunnel each time it reaches it through the 
routing loop. 

A. 1.2 Risk Factor in Nested Encapsulation - type of route. 

The type of route to a tunnel exit-point node has been also 
identified as a high risk factor of recursive encapsulation in 
routing loops. 

One type of route to a tunnel exit-point node is a route to a 
specified destination node, that is, the destination is a valid 
specified IPv6 address (route to node). Such a route can be selected 
based on the longest match of an original packet destination address 
with the destination address stored in the tunnel entry-point node 
routing table entry for that route. The packet forwarded on such a 
route is first encapsulated and then forwarded towards the tunnel 
exit-point node. 

Another type of route to a tunnel exit-point node is a route to a 
specified prefix-net, that is, the destination is a valid specified 
IPv6 prefix (route to net). Such a route can be selected based on the 
longest path match of an original packet destination address with the 
prefix destination stored in the tunnel entry-point node routing 
table entry for that route. The packet forwarded on such a route is 
first encapsulated and then forwarded towards the tunnel exit-point 
node. 

And final ly another type of route to a tunnel exit-point is a default 
route, or a route to an unspecified destination. This route is 
selected when no-^other match for the destination of the original 
packet has been found in the routing table. A tunnel that is the 
first hop of a default route is a "default tunnel". 

If the route to a tunnel exit-point is a route to node, the risk 
factor for recursive encapsulation is minimum. 

If the route to a tunnel exit-point is a route to net, the risk 
factor for recursive encapsulation is medium. There is a range of 
destination addresses that will match the prefix the route is 
associated with. If one or more inner tunnels with different tunnel 
entry-points have exit-point node addresses that match the route to 
net of an outer tunnel exit-point, then a recursive encapsulation may 
occur if a tunnel packet gets diverted from inside such an inner 
tunnel to the entry-point of the outer tunnel that has a route to its 
exit-point that matches the exit-point of an inner tunnel. 
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If the route to a tunnel exit-point is a default route, the risk 
factor for recursive encapsulation is maximum. Packets are forwarded 
through a default tunnel for lack of a better route. In many 
situations, forwarding through a default tunnel can happen for a wide 
range of destination addresses which at the maximum extent is the 
entire Internet minus the node's link. As consequence, it is likely 
that in a routing loop case, if a tunnel packet gets diverted from an 
inner tunnel to an outer tunnel entry-point in which the tunnel is a 
default tunnel, the packet will be once more encapsulated, because 
the default routing mechanism wi 1 1 not be able to discern 
differently, based on the destination. 
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Fu 1 1 Copyr i ght Statement 
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or assist in its implementation may be prepared, copied, published 
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included on all such copies and derivative works. However, this 
document itself may not be modified in any way, such as by removing 
the copyright notice or references to the Internet Society or other 
Internet organizations, except as needed for the purpose of 
developing Internet standards in which case the procedures for 
copyrights defined in the Internet Standards process must be 
followed, or as required to translate it into languages other than 
Engl ish. 

The limited permissions granted above are perpetual and will not be 
revoked by the Internet Society or its successors or assigns. 

This document and the information contained herein is provided on an 
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Status of This Memo 

This document is an Internet-Draft and is subject to all provisions 
of Section 10 of RFC2026. 

Internet-Drafts are working documents of the Internet Engineering 
Task Force (IETF), its areas, and its working groups. Note that 
other groups may also distribute working documents as Internet- 
Drafts. 

I nternet-Draf ts are draft documents va I i d for a max i mum of s i x months 
and may be updated, replaced, or obsoleted by other documents at 
any time. It is inappropriate to use Internet- Drafts as reference 
material or to cite them other than as "work in progress." 

The I i st of current I nternet-Draf ts can be accessed at : 

http://www. ietf. org/ietf/1 id-abstracts, txt 
The list of Internet-Draft Shadow Directories can be accessed at: 



This document describes the Nemo Basic Support protocol to support 
network mobi I ity as the mobi le network attaches to different points 
i n the I nternet. The protoco I i s based on extens i ons to Mob i I e 
IPv6 and a I lows for session continuity for every node in the mobi le 
network as the network moves. It also allows every node in the 
mobi le network to be reachable whi le moving around. The Mobi le 
Router, which connects the network to the Internet, runs the NEMO 
Basic Support protocol with its Home Agent. The protocol is designed 
in such a way that network mobi I ity is transparent to the nodes 
i ns i de the mob i I e network. 
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1 . I ntroduct i on 

This document describes protocol extensions to Mobile IPv6 (MIPv6) 
[1] to enable support for network mobility. The extensions provide 
backward compatibility with Mobile IPv6, and in particular, a Nemo 
comp I i ant Home Agent can operate as a M I Pv6 Home Agent as we 1 1 . 

The Nemo Basic Support works in such a way that session continuity is 
ensured for a 1 1 the nodes in the mobi le network even as the Mobi le 
Router changes its point of attachment to the Internet. It also 
provides connectivity and reachability for all nodes in the mobile 
network as the network moves. The solution supports both Local Fixed 
Nodes [8] and Mobi le Nodes in the Mobi le Network. 

Within the context of this document, the definition of a Mobi le 
Router extends that of a Mobi le IPv6 [1] Mobi le Node, by adding 
the capability of routing between its point of attachment (Care-t)f 
Address) and a subnet which moves with the Mobi le Router. 

The solution described in this document requires setting up a 
bi-directional tunnel between the Mobile Router and its Home Agent. 
This tunnel is set up when the Mobile Router sends a successful 
Binding Update to its Home Agent, informing the Home Agent of its 
current point of attachment. 

A I I traf f i c between the nodes i n the Mob i I e Network and Correspondent 
Nodes passes through the Home Agent. This document does not describe 
how to route optimize this traffic. 

The terminology document [8] describes Nested Mobility as a scenario 
where a Mobi le Router a I lows another Mobi le Router to attach to its 
mobi le network. There could be arbitrary levels of nested mobi I ity. 
The operation of each Mobi le Router remains the same whether the 
Mobi le Router attaches to another Mobi le Router or to a fixed Access 
Router on the Internet. The solution described here does not place 
any restriction on the number of levels for nested mobility. But it 
should be noted that this might introduce significant overhead on 
the data packets as each level of nestedness introduces another IPv6 
header encapsulation. 
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2. Terminology 

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", 
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this 
document are to be interpreted as described in RFC 2119 [2]. 

There is a separate NEMO terminology document [8], which defines the 
terms related to Network Mobi I ity used in the document. 

Prefix Table 

It i s a I i st of a Mob i I e Network Pref i xes i ndexed 

by the Home Address of a Mobi le Router. The prefix table 

is managed by the Home Agent and is used by the Home Agent 

to determine which Mobi le Network Prefixes are owned 

a part i cu I ar Mob i I e Router. Th i s is an opt i ona I data 

structure. 
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3. Overview of the Nemo Protocol 

A Mobi le Network is a network segment or subnet which can move 
and attach to arb i trary po i nts i n the I nternet. A Mob i I e Network 
does not a I low any transit traffic and can only be accessed via 
specific gateways cal led Mobi le Routers that manage its movement. 
A Mobi le Router does not distribute the Mobi le Network routes to 
the infrastructure at its point of attachment (i.e. in the visited 
network). Instead, it maintains a bidirectional tunnel to a Home 
Agent that advertises an aggregation of Mobile Networks to the 
i nf rasructure. The Mobile Router is also the default gateway for the 
Mobi le Network. 

A Mobi le Network can also consist of multiple and nested subnets. A 
router with no support for mobi I ity may be permanently attached to 
a Mobile Network for local distribution. Also, Mobile Routers may 
be attached to Mob i I e Networks owned by d i f f erent Mob i I e Routers and 
form a graph. In particular, with Basic Nemo Support, each Mobile 
Router i s attached to another Mob i I e Network by a s i ng I e i nterf ace, 
and if loops are avoided, the graph is a tree. 

A Mobi le Router has an unique Home Address through which it is always 
reachable. The Home Address is configured from a prefix that is 
aggregated and advertised by its Home Agent. The prefix could either 
be the prefix advertised on the home link or the prefix delegated to 
the Mobi le Router. The Mobi le Router can have more than one Home 
Address if there are multiple prefixes in the home link. The Mobile 
Router also advertises one or more prefixes in the mobi le network 
attached to it. The actual mechanism for allocating these Mobi le 
Network Prefixes is outside the scope of this specification. 

When the Mob i I e Router moves away from the home I i nk and attaches 
to a new access router, it acquires a Care-of Address from the 
visited I ink. The Mobi le Router at any time can appear and behave 
as a Mobi le Host or a Mobi le Router. If the Mobi le Router wants 
connectivity, reachability and session continuity for nodes in the 
Mobi le Network, it acts as a Mobi le Router. In either case, as soon 
as the Mobile Router acquires a Care-of Address, it immediately sends 
a Binding Update to its Home Agent as described in [1]. When the 
Home Agent receives this Binding Update it creates a binding cache 
entry binding the Mobile Router's Home Address to its Care-of address 
at the current point of attachment. 

If the Mobi le Router wishes to act as a Mobi le Router and provide 
connectivity to nodes in the Mobile Network, it indicates this to 
the Home Agent by sett i ng a f I ag ' R' in the B i nd i ng Update. 1 1 MAY 
also include information about the Mobile Network Prefix in the 
Binding Update using one of the modes described in section 5.2, so 
that the Home Agent can forward packets meant for nodes i n the mob i I e 
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network to the Mobi le Router. Two new Mobi I ity Header Options are 
described in this document to carry prefix information. These new 
options are described in section 4.3 and section 4.4. If the Mobile 
Network has more than one IPv6 prefix and wants the Home Agent to 
setup forwarding for all these prefixes, it includes multiple prefix 
information options in a single Binding Update. The Home Agent sets 
up forwarding for each of these prefixes to the Mobi le Router's 
Care-of Address. In some scenarios the Home Agent already knows 
which prefixes are owned by a Mobile Router. In these scenarios, the 
Mobile Router does not include any prefix information in the Binding 
Update. The Home Agent sets up forwarding for a I I prefixes owned by 
the Mobi le Router, when it receives a Binding Update from the mobi le 
router with the router flag ' R' set. 

The Home Agent acknowledges the Binding Update by sending a Binding 
Acknowledgement to the Mobile Router. A positive acknowledgement 
means that the HA has set up forwarding for the Mobi le Network. 
Once the binding process completes, a bi-directional tunnel is 
estab I i shed between the Home Agent and the Mob i I e Router. The tunne I 
end points are Mobile Router's Care-of Address and the Home Agent's 
address. If a packet with a source address belonging to the Mobile 
Network Prefix is received from the Mobi le Network, the Mobi le Router 
reverse-tunnels the packet to the Home Agent through this tunnel. 
This reverse-tunneling is done by using IP- in- IP encapsulation [3]. 
The Home Agent decapsulates this packet and forwards it to the 
Correspondent Node. The Mobi le Router is however free to use route 
optimization as described in [1] for packet originated by the Mobile 
Router itself. 

When a data packet is sent by a Correspondent Node to a node in the 
Mobi le Network, it gets routed to the Home Agent which currently 
has the binding for the Mobi le Router. It is expected that the 
Mobi le Router's network prefix would be aggregated at the Home Agent, 
which advertises the resulting aggregation. Alternatively, the Home 
Agent may rece i ve the data packets meant for the Mob i I e Network 
by advertising routes to the Mobi le Network prefix. The actual 
mechan i sm by wh i ch these routes are advert i sed i s outs i de the scope 
of this document. When the Home Agent receives a data packet meant 
for a node in the mobi le network, it tunnels the packet to Mobi le 
Router's current Care-of address. The Mobile Router decapsulates 
the packet and forwards it onto the interface where the Mobile 
Network is connected. The Mobile Router before decapsu I at i ng the 
tunneled packet, has to check if the Source address on the outer IPv6 
header is the Home Agent's address. It also has to make sure the 
destination address on the inner IPv6 header belongs to one of its 
Mobi le Network Prefixes before forwarding the packet to the Mobi le 
Network. 



Devarapa Mi, et a I . 



[Page 7] 



Internet Draft 



Nemo Basic Support 



September 2003 



The Mobile Network could consist of nodes which are Local Fixed 
Nodes, Local Mobile Nodes and Visiting Mobile Nodes [8]. The 
protocol described here ensures complete transparency of network 
mobi I ity to the Local Fixed Nodes. Visiting Mobi le Nodes are those 
nodes which are Mobi le Nodes as described in Mobi le IPv6. Visiting 
Mobi le Nodes treat the Mobi le Network as just a normal IPv6 access 
network and run the Mob i I e I Pv6 protoco I . 

It is also possible for the Mobi le Router and the Home Agent to run 
a routing protocol through the bi-directional tunnel. In that case, 
the Mob i I e Router need not i nc I ude pref i x i nf ormat i on in the B i nd i ng 
Update. Instead the Home Agent uses the routing protocol updates to 
setup forward i ng for the Mob i I e Network. When runn i ng the rout i ng 
protocol it is required that the bi-directional tunnel be treated as 
a tunne I i nterf ace. The tunne I i nterf ace is i nc I uded as the I i st of 
interfaces on which routing protocol is active. The Mobile Router 
should be configured not to run the routing protocol on its egress 
i nterf ace when it is away from the home I i nk. 

Final I y, the Home Agent may be configured with static routes to the 
Mobi le Network Prefix via the Mobi le Router's Home Address. In that 
case, the routes are set independently of the binding flows and the 
returning Home of a Mobi le Router. The benefit is that such movement 
does not induce any additional signalling In the form of routing 
updates in the Home Network. The drawback of that model is that the 
routes are present even i f the re I ated Mob i I e Routers that are not 
reachable (at Home or bound) at a given point of time. 
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4. Message Formats 

4. 1. Binding Update 

A new flag X R' is included in the Binding Update to indicate to the 
Home Agent if the Binding Update is coming from a Mobi le Router 
and not from a mobi le node. The rest of the Binding Update format 
remains the same as defined in [1], 



0 12 3 

0123456 7 890123456789012345678901 
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Mobi I ity options 

i i 
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Mobi le Router Flag (R) 

The Mobile Router Flag is set to indicate to the Home Agent 
that the Binding Update is from a Mobi le Router. If the flag 
is set to 0, the Home Agent assumes that the Mobi le Router is 
just behaving as a Mobi le Node, and MUST NOT forward packets 
destined for the mobi le network to the Mobi le Router. 

Mobi I ity Options 

Variable length field which can include zero or more mobility 
options. This document defines two new mobi I ity options in 
addition to what is defined in [1]. The receiver MUST skip and 
ignore any options which it does not understand. 

4. 2. B i nd i ng Acknow I edgement 

There is no change in the Binding Acknowledgement format from what 
is used in Mobile IPv6 [1], However, this document introduces the 
following new status values for the binding acknowledgement. 

Status 
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2 Mobi le Router Binding Update accepted 

140 Mobile Router Operation not permitted 

141 Inval id Prefix 

142 Not Authorized for Prefix 

143 Forwarding Setup failed 

Status values less than 128 indicate that the Binding Update was 
processed successfully by the receiving nodes. Values greater than 
128 indicate that the Binding Update was rejected by the receiving 
node. 



4.3. Mobile Network Prefix Option 

The Mobile Network Prefix Option is included in the Binding Update 
to indicate to the Home Agent the prefix information for the mobi le 
network. There cou Id be mu 1 1 i p I e Mob i I e Network Pref i x Opt i ons 
i f the Mob i I e Router has more than one I Pv6 pref i x in the Mob i I e 
Network and wants the Home Agent to forward packets for each of these 
prefixes to the Mobile Router's current location. 

The Mob i I e Network Pref i x Opt i on has an a I i gnment requ i rement of 
8n+4. I ts format is as f o I I ows. 

0 12 3 

01234567890123456789012345678901 

H — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — I — ^ — I — I — I — I — I — I — I — h 

| Type | Length | Reserved | Prefix Length | 

i i i — i i i i — i i i i i i i i i i i i i i i i i i i i i i i i i i 

i i 

+ + 

i i 

+ Mobile Network Prefix + 

I I 

+ + 

I I 

H — I — I 1 1 1 1 1 — I — I 1 — I — I 1 1 — I — I 1 1 1 1 1 1 1 — I 1 — I 1 1 1 1 — I r 

Type 
TBA 
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Length 

8 bit unsigned integer indicating the length in octets of the 
option excluding the type and length fields. Set to 18. 

Reserved 

This field is unused for now. The value MUST be initialized to 
zero by the sender, and MUST be ignored by the receiver. 

Prefix Length 

8 bit unsigned integer indicating the prefix length of the IPv6 
prefix contained in the option. 

Mobile Network Prefix 

A 1 6 byte field conta i ns the Mob i I e Network Pref i x. 



4.4. Mobile Network Prefix Length Option 

The Mobi le Network Prefix Length Option can be used by the Mobi le 
Router if the Mobi le Network Prefix can be deduced from the Home 
Address of the Mobi le Router. If there is only one Mobi le Network 
Pref i x owned by the Mob i I e Router, us i ng th i s opt i on he I ps in 
saving 16 bytes in the Binding Update by not including the prefix 
i nf ormat i on. 

There can only be one instance of this option in a Binding Update. 
The Mobile Network Prefix Option cannot be present in the Binding 
Update if this option is present. 



0 12 3 

01 2345678901 2345678901 2345678901 
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I Type | Length | Reserved | Prefix Length | 
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Type 

TBA 
Length 

8 bit unsigned integer indicating the length in octets of the 
option excluding the type and length field. Set to 2. 
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Reserved 

This field is unused for now. The value MUST be initialized to 
zero by the sender, and MUST be ignored by the receiver. 

Prefix Length 

8 bit unsigned integer indicating the prefix length of the IPv6 
prefix from which the Home Address included in the Binding 
Update was configured. 
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5. Mobi le Router Operation 

Mobile Router operation is derived largely from the combined 
behaviors of a Host, of a Router [6], and of a Mobile Node [1] (also 
please see definition of a Mobile Host in [8]). 

A Mobi le Node can act in two different ways: (1) as a Mobi le Host 
(in which case the Mobi le IPv6 Home Agent doesn't maintain any prefix 
information related to the Mobi le Host's Home Address, but does 
maintain a binding cache entry related to the Mobile Host's Home 
Address) and (2) as a Mobile Router (in which case, in addition to 
maintaining the binding cache entry corresponding to the Mobi le 
Router Home Address, the Mobile IPv6 Home Agent also maintains 
forwarding information related to prefixes assigned to the mobile 
network). The distinction between the the two modes is represented 
by the value of the Mobi le Router flag ' R' . 



5. 1 . Data Structures 

Like a Mobile Host, a Mobile Router also maintains a Binding Update 
List, described in section 11.1 of Mobile IPv6 specif ication[l]. The 
Binding Update list is a conceptual data structure which records 
information that is sent in the Binding Updates. There is one entry 
per each destination that the Mobile Router is currently sending 
Binding Updates to. 

This document introduces a new Prefix Information field in the 
Binding Update list structure. This field is used to store any 
prefix information that the Mobile Router includes in the Binding 
Update. If the Mobi le Router sets the Mobi le Router f lag ' R' in the 
Binding Update, but does not include any prefix information in it 
(implicit mode), this field is set to null. 

Si mi lar to a Mobi le Host, a Mobi le Router stores the information 
regarding status of flags of the Binding Update, in the corresponding 
Binding Update List entry. This document introduces a new mobi le 
router flag ' R' for this entry. The status of this flag is stored in 
the Binding Update list whenever a Binding Update is sent. 

A Mobi le Router also maintains a Home Agent list populated according 
to the same procedure as a Mob i I e Host. 



5.2. Sending Binding Updates 

A Mobi le Router sends Binding Updates to its Home Agent according to 
the same procedures that a Mobi le Host uses. The Mobi le Router uses 
one of the fo! lowing modes to instruct the Home Agent to determine 
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the prefixes owned by the Mobi le Router. In a I I three modes, the 
Mobi le Router sets the Mobi le Router flag ' R' . 

Imp I icit: 

In this mode, the Mobile Router does not include either a 
Mobi le Network Prefix Option or a Mobi le Network Prefix Length 
Option in the Binding Update (but it does include the Home 
Address Option in the Destination Options header, as all Mobile 
Hosts do). The Home Agent can use any mechanism (not defined 
in this document) to determine the Mobile Network Prefix(es) 
owned by the Mobi le Router and setup forwarding for the Mobi le 
Network. One example would be manual configuration at the 
Home Agent mapping the Mobi le Router's Home Address to the 
information required for setting up forwarding for the Mobi le 
Network. 

Exp licit Network : 

In th i s mode, the Mob i I e Router i nc I udes one or more Mob i I e 
Network Prefix Options in the Binding Update. These options 
contain information about the Mobile Network Prefix(es) 
configured on the mobi le network. 

Explicit Prefix Length: 

In this mode, the Mobi le Router instructs the Home Agent to 
derive the Mobile Network Prefix by using: (1) the Home 
Address in the Home Address Option carried in the Destination 
Opt i ons header of the same packet that carr i es the Mob i I i ty 
Header containing this Binding Update and (2) the prefix length 
carried in the Mobile Network Prefix Length Option. In this 
case, Mobile Router includes one and only one Mobile Network 
Prefix Length Option. It MUST NOT include a Mobile Network 
Prefix Option if this method is used. 

If the Mobile Router flag is set. Home Registration flag 'H' MUST be 
set. 



5. 3. Rece i v i ng B i nd i ng Acknow I edgements 

The Mobile Router receives Binding Acknowledgements from the 
Home Agent, corresponding to the Binding Updates it sent. If the 
Binding Acknowledgement status is set to ' 2' (Mobile Router Binding 
Update accepted) , the Mob i I e Router assumes that the Home Agent has 
successfully processed the Binding Update and has set up forwarding 
for the Mobi le Network. The Mobi le Router can then start using the 
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bi-directional tunnel for reverse tunneling traffic from the mobile 
network. 



5. 4. Error Process i ng 

If the Binding Acknowledgement status is set to a value between 128 
and 140, the Mobile Router takes necessary actions as described in 
the Mobile IPv6 specification [1]. 

If the Binding Acknow I egement status is set to '0' (Binding Update 
accepted), the Mobi le Router concludes that the Home Agent which 
processed the Binding Update is a MIPv6 Home Agent that has not 
implemented support for Mobi le Routers. It should send a si mi lar 
Binding Update to another Home Agent on the link. If no Home Agent 
replies positively then the Mobile Router MUST refrain from sending 
any Binding Update with the Mobi le Router flag set to any home agent 
on the home I i nk and I og the i nf ormat i on. 

If the Mobi le Router sent a Binding Update to the Home Agent in 
implicit mode (i.e. the prefix field in the Binding Update list 
entry is null) then the Mobile Router interprets only the error 
status '140' (Mobile Router Operation not permitted) and '143' 
(Forwarding Setup failed) For this Binding Update, the Mobile Router 
MUST discard Binding Acknowledgements with codes ' 14V and '142'. 

For the same Binding Update, if the status is '140', then the Mobile 
Router should send a similar Binding Update (implicit mode) to 
another Home Agent on the same home I i nk. I f no Home Agent rep I i es 
positively then the Mobi le Router MUST refrain from sending any 
Binding Update with the Mobi le Router flag set to any Home Agent on 
the home link, and log the information. 

For the same Binding Update, if the status is '143', then the Mobile 
Router should send a similar Binding Update (implicit mode) to 
another Home Agent on the same home I ink. If no Home Agent rep I ies 
positively then Mobile Router SHOULD refrain from sending this 
Binding Update to any Home Agent on the home link, and MAY send 
Binding Updates in another mode (e.g. explicitly include a prefix) 
to a Home Agent on the same home I i nk. 

If the Mobi le Router sent a Binding Update to Home Agent in any other 
mode than implicit mode (i.e. the prefix field in the Binding Update 
list entry is not null) then the Mobile Router interprets only the 
error status '141' (Invalid Prefix) and '142' (Not Authorized for 
Prefix). For this Binding Update, the Mobile Router MUST discard 
Binding Acknowledgements with codes '140' and '143'. 
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For the same Binding Update, if the status is set to ' 14V , then the 
Mobile Router should send a similar Binding Update (same explicit 
pref ix(es) or prefix lengths) to another Home Agent on the same home 
link. If no Home Agent replies positively then Mobile Router SHOULD 
refrain from sending this Binding Updates to any Home Agent on the 
home link. At this point, Mobi le Router MAY try to obtain and own a 
prefix by the same means that it initially got attributed the Invalid 
Prefix in question. Alternatively, Mobile Router MAY send Binding 
Updates in another mode (e.g. implicit mode) to a Home Agent on the 
same home I i nk. 

For the same Binding Update, if the status is set to ' 142* , then the 
Mobile Router should send a similar Binding Update (same explicit 
pref ix(es) or prefix lens) to another Home Agent on the same home 
link. If no Home Agent replies positively then Mobile Router SHOULD 
refrain from sending this Binding Updates to any Home Agent on the 
home link. Additionally, the Home Agent MUST stop advertising 
the respective prefix(es) in the mobile network with associated 
Router Advertisements, and modify its own forwarding information 
accordingly. Fol lowing this, the Mobi le Router MAY send Binding 
Updates in another mode (e.g. implicit) to a Home Agent on the same 
home I i nk. 

If at the end of this Error Processing procedure the Mobile Router 
has tried every avai I able modes of sending Binding Updates and sti I I 
has not received a positive Binding Acknowledgement (status value 
between 0 and 127) for this Home Address from any Home Agent on its 
home link, then the Mobi le Router MUST stop sending Binding Updates 
with the Mobi le Router flag set for this Home Address and log the 
i nf ormat i on. 

In a I I the above cases, the Mobi le Router MUST conclude that the Home 
Agent did not create a binding cache entry for the Mobi le Router's 
Home Address. 



5.5. Establishment of Bi-directional Tunnel 

When a successful Binding Acknowledgement with status set to '2' 
(Mobile Router Binding Update accepted) is received, the Mobile 
Router set up its endpoint of the bi-directional tunnel. 

The bi-directional tunnel between Mobile Router and Home Agent allows 
packets to flow in both directions between these entities, while the 
Mobile Router is connected to a Visited Link. The bi-directional 
tunne I i nvo I ves two v i rtua I I i nks [3] : one v i rtua I I i nk has the 
address of the tunnel entry point as the Care-of Address of the 
Mobi le Router and the tunnel exit point as the address of the 
Home Agent; the other virtual link has as tunnel entry point the 
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Home Agent address and as tunnel exit point the Care-of Address 
of the Mobi le Router. Both addresses are unicast addresses. A I I 
IPv6 traffic to and from the Mobi I e Network is sent through this 
bi-directional tunnel. 

A Mobi le Router MAY limit: the number of mobi le routers that attach to 
its mobile network (the number of levels in the nested aggregation) 
by means of setting the Tunnel Encapsulation Limit field of the 
Tunnel Encapsulation option. 

A Mobile Router uses the Tunnel Hop Limit that is normally assigned 
to routers (not to hosts). See [3]. 



5. 6. Neighbour Discovery for Mobi le Router 

A Mobi le Router MAY be configured to send Router Advertisements and 
reply to Router Solicitations on the interface attached to the home 
link. The value of the Router Lifetime field MUST be set to zero to 
prevent other nodes from configuring the Mobi le Router as the default 
router. 

A Mobile Router SHOULD NOT send unsolicited Router Advertisements 
and SHOULD NOT reply to Router Solicitations on any egress interface 
when that i nterf ace i s attached to a v i s i ted I i nk. However, the 
Mobi le Router SHOULD reply with Neighbor Advertisements to Neighbor 
Solicitations received on the egress interface, for topological ly 
correct addresses. 

A Mobile Router MUST NOT ignore Router Advertisements received on 
the egress interface. The received Router Advertisements MAY be 
used for address configuration, default router selection or movement 
detection. 



5.7. Multicast Groups for Mobile Router 

When at home, the Mobile Router joins the multicast group All Routers 
Address with scopes ' V i nterf ace- 1 oca \ (on the home-advertising 
interface) and ' 2* I ink- 1 oca I on any of its egress interfaces. When 
in a visited network, the Mobi le Router MUST NOT join the above 
multicast groups on the corresponding interface. 
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6. Home Agent Operation 

In order for a Mobi le Router to operate correctly, the Home Agent 
MUST satisfy all the requirements listed in section 8. 4 of [1]. The 
Home Agent MUST implement ail the modes described in Section 5.2. 



6. 1 . Data Structures 

6. 1. 1. Binding Cache 

The Home Agent maintains Binding Cache Entries for each Mobi le Router 
that is currently registered with the Home Agent. The Binding Cache 
is a conceptual data structure described in detail in [1]. 

The Home Agent might need to store the Mobi le Network Prefixes 
associated with a Mobile Router in the corresponding Binding Cache 
Entry. This is required if the Binding Update (that created the 
Binding Cache Entry) contained explicit prefix information. This 
information can be used later to cleanup routes installed in explicit 
mode, when the Binding Cache Entry is removed, and to maintain the 
routing table, for instance should the routes be manually removed. 

The Home Agent also stores the status of the Mobi le Router Flag ' R' 
in the Binding Cache entry. 



6. 1.2. Prefix Table 

In some deployment scenarios it may be necessary for the Home Agent 
to prevent a misbehaving Mobi le Router from claiming mobi le network 
prefixes belonging to another Mobi le Router. The Home Agent can 
prevent such attacks if it maintains a Prefix Table and verifies the 
Prefix Information provided by the Mobile Router against the entries 
in the Prefix Table. However, this verification is done only if the 
Binding Update contained explicit prefix information in the form of 
either the Mobile Network Prefix Option or the Mobile Network Prefix 
Length Option. 

Each entry in the Prefix Table conceptually contains the following 
fields: 

- The Home Address of the Mobile Router. This field is used as the 
key for searching the pre-conf i gured prefix table. 

- The Mobi le Network Prefix of the Mobi le Router associated with 
the Home Address. 
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6.2. Mobile Network Prefix Registration 

The Home Agent processes the Binding Update as described in section 
10.3.1 of the Mobile IPv6 specification [1]. This section describes 
the processing of the Binding Update if the Mobile Router (R) flag is 
set. The Home Agent performs the following check in addition. 

- The Home Registration (H) flag MUST be set. If not, the 
Home Agent MUST reject the Binding Update and send a Binding 
Acknowledgement with status set to 140. Note: The basic support 
does not a I low sending Binding Update for a Mobi le Network Prefix 
to correspondent nodes (for route optimization). 

- I f the Mob i I e Network Pref i x Length opt i on is present i n 
the Binding Update, then there MUST be only one instance of 
this option in the Binding Update. Also the Mobile Network 
Prefix Option MUST NOT be present in the same Binding Update. 
Otherwise, the Home Agent MUST discard the Binding Update and 
send an I CMP Parameter Prob I em, Code 0, message to the Mob i I e 
Router. 

If the Home Agent does not reject the Binding Update as described 
above, then i t retr i eves the Mob i I e Network Pref i x i nf ormat i on as 
described below. 

- I f a Mob i I e Network Pref i x Length Opt ion is present i n the 
Binding Update, the Home Address in the Home Address destination 
option MUST be an Home Address. In that case, the Mobi le Network 
Prefix is obtained from that Home Address and the prefix length 
in the Mobi le Network Prefix Length Option. 

If the Home Agent verf ies the prefix information with the Prefix 
Tab I e and the check f a i I s, the Home Agent MUST d i scard the 
Binding Update and send a Binding Acknow I degement with status set 
to 142 (Not Authorized for Prefix). 

- If a Mobi le Network Prefix Option is present in the Binding 
Update, the prefix information for the mobile network prefix is 
retrieved from the Mobi le Network Prefix field and the Prefix 
Length field of the option. If the Binding Update contains more 
than one option, the Home Agent MUST set up forwarding for a 1 1 of 
the Mobi le Network Prefixes. If the Home Agent fai Is to setup 
forwarding to all the prefixes listed in the Binding Update, then 
it MUST NOT forward traffic to any of the prefixes, reject the 
Binding Update and send a Binding Acknowledgement with status set 
to 141 (Inval id Prefix). 

If the Home Agent verifies the prefix information with the Prefix 
Tab I e and the check f a i I s, the Home Agent MUST d i scard the 



Devarapa 1 1 i , et a I . 



[Page 19] 



Internet Draft 



Nemo Basic Support 



September 2003 



Binding Update and send a Binding Acknowldegement with status set 
to 142 (Not Authorized for Prefix). 

- If there are no options in the Binding Update, the Home Agent 
uses manual pre-conf igured information to determine the prefixes 
assigned to the Mobi le Router and for setting up forwarding for 
the Mob i I e Network. I f there i s no i nf ormat i on that the Home 
Agent can use, it MUST reject the Binding Update and send a 
Binding Acknowledgement with status set to 143 (Forwarding Setup 
failed). 

If the Lifetime specified in the Binding Update is zero or the 
specified Care-of address matches the Home Address in the Binding 
Update, then this is a request to delete the cached binding for 
the home address and specified Mobile Network Prefixes. The 
Binding Update is processed according to the procedure described in 
section 6. 7. 

I f a I I checks are passed, the Home Agent creates a b i nd i ng cache 
entry for Mobi le Router' s Home Address, or updates the binding cache 
entry if it already exists. Otherwise, the Home Agent MUST NOT 
register the binding of the Mobi le Router's Home Address. 

The Home Agent defends the Mobi le Router's Home Address through Proxy 
Neighbor Discovery by multicasting onto the home like a Neighbor 
Advert i sement message on beha I f of the mob i I e router. All f i e I ds in 
each such Neighbor Advertisement message SHOULD be set in the same 
way they wou I d be set by the mob i I e router i tse If if send i ng th i s 
Neighbor Advertisement while at home, as described in [7], with the 
exception that the Router (R) bit in the Advertisement MUST be set if 
the Mob i I e Router (R) f I ag has been set i n the B i nd i ng Update. 

The Home Agent also creates a bi-directional tunnel to the mobile 
router for the requested Mobi le Network Prefix, or update an existing 
bi-directional tunnel as described in section 6.4. 



6.3. Advertising Mobile Network Reachability 

In order to be able to receive packets meant for the mobi le network, 
the Home Agent advertises reachabi I ity to the mobi le network. If the 
Home Link is configured with a prefix that is an aggregation and if 
the Mobile Network Prefix is aggregated under that prefix, then the 
rout i ng updates advert i s i ng r eachab i I i ty to the mob i I e network are 
sent only on the Home Link. If the Home Agent is the only default 
router on the Home Link, routes to the Mobi le Network Prefix get 
aggregated natura I I y under the Home Agent and the Home Agent does not 
have to do anything special. 
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If the Home Agent receives routing updates through a dynamic routing 
protocol from the Mobi le Router, those routes are propagated by 
the routing protocol running on the Home Agent on the relevant 
i nterf aces. 



6. 4. Estab I i shment of B i -d i rect i ona I Tunne I 

The establishment and operation of the bi-directional tunnel is 
implementation specific. However, all implementations MUST be 
capab I e of the f o I I ow i ng operat i ons. 

- The Home Agent can tunne I packets meant for the mob i I e network 
prefix to the Mobile Router's current location, the Care-of 
Address of the Mob i I e Router. 

- The Home Agent can accept packets tunneled by the Mobi le Router 
with source address of the outer IPv6 header set to the Care-of 
Address of the Mobi le Router. 



6. 5. Forward i ng Packets 

When the Home Agent receives a data packet destined for the mobi le 
network, it fowards the packet to the Mobi le Router through the 
bi-xlirectional tunnel. The Home Agent either uses only the routing 
table, only the Binding Cache or a combination of routing table 
and B i nd i ng Cache to route packets to the mob i I e network. Th i s is 
implementation specific. Two examples are shown below. 

1. The Home Agent maintains a route to the Mobi le Network Prefix 
with the next hop set to the Mobi le Router's Home Address. When 
the Home Agent tries to forward the packet to the next hop, it 
finds a binding cache entry for the home address. Then the Home 
Agent extracts the Mobile Router's Care-of address and tunnels 
the packet to the Care-of address. 

2. The Home Agent ma i nta i ns a route to the Mob i I e Network Pref i x 
with the outgoing interface set to the bi-directional tunnel 

i nterf ace between the Home Agent and the Mob i I e Router. For 
this purpose, the Home Agent MUST treat this tunnel as a tunnel 
interface. When the packets are forwarded through the tunnel 
interface, they get encapsulated automatically with the source 
address and destination address in the outer IPv6 header set to 
the Home Agent's address and the Mobi le Router's Care-of address, 
respect i ve I y. 
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6.6. Sending Binding Acknowledgements 

A Home Agent serving a Mobi le Router sends Binding Acknowledgements 
according to the same rules it uses for sending Binding 
Acknowledgements to Mobi le Hosts, with the fo I lowing enhancements. 

The Home Agent sets the status code in the Binding Acknowledgement 
to '2' (Mobile Router Binding Update accepted) in order to indicate 
to the Mobi le Router that it accepted the Binding Update, set up the 
tunnel endpoint and the necessary forwarding information. 

If the Home Agent is configured not to support mobi le routers, it 
sets the status code in the Binding Acknowledgement to f 140' (Mobile 
Router Operation not permitted). 

I f one or more pref i xes rece i ved i n the B i nd i ng Update are i nva I i d 
and the Home Agent cannot setup forwarding for the prefixes, the Home 
Agent sets the status code in the Binding Acknowledgement to '14V 
(Invalid Prefix) in order to indicate this to the Mobile Router. 

If the Mobi le Router is not authorized to use this Home Address to 
forward packets for one or more prefixes that are present in the 
Binding Update, the Home Agent sets the status code in the Binding 
Acknowledgement to '142' (Not Authorized for Prefix) in order to 
indicate this. 

The Home Agent sets the status code to 143 (Forwarding Setup 
failed) if it is unable to determine the information needed to setup 
forwarding for the Mobile Network. This is used in the Implicit mode 
where the Mobile Router does not include any prefix information in 
the Binding Update. 



6.7. Mobile Network Prefix De-Registration 

The Mobile Router de-registers with the Home Agent by sending a 
Binding Update with the lifetime set to zero. When the Home Agent 
successfully processes the de-registration BU f it deletes the Binding 
Cache Entry for the Mobi le Router* s Home Address and stops proxy ing 
the Home Address. This is described in detail in the Mobile IPv6 
specification [1]. 

In addition, the Home Agent also removes the bi-directional tunnel 
and stops forward i ng packets to the mob i I e network. The HA shou I d 
keep all necessary information to clean up whichever routes it 
installed, whether they come from implicit or explicit source. 
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7. Support for Dynamic Routing Protocols 

In the solution described so far, forwarding to the Mobile Network 
at the Home Agent is set up when the Home Agent receives a Binding 
Update from the Mobi le Router. An alternative to this is for the 
Home Agent and the Mob i I e Router to run a i ntra-doma i n rout i ng 
protocol like RIPng [10] and OSPF [11] through the bi-directional 
tunnel. The Mobile Router can continue running the same routing 
protocol that it was running when it was attached to the home link. 

This feature is very useful when the Mobile Network is large with 
multiple subnets containing different IPv6 prefixes. Routing changes 
i n the Mob i I e Network are propagated to the Home Agent qu i ck I y. 
Rout i ng changes i n the home I i nk are a I so propogated to the Mob i I e 
Router very quickly. 

When the Mobi le Router is attached to the home link, it runs a 
routing protocol by sending routing updates through its egress 
interface. When the mobi le router moves and attaches to a visited 
network, it MUST stop sending routing updates on the interface with 
which it attaches to the visited link. This is very important so 
that IPv6 prefixes specific to the Mobile Network do not leak into 
the v i s i ted network. The Mob i I e Router then starts send i ng rout i ng 
protocol messages through the bi-directional tunnel towards the Home 
Agent. Most rout i ng protoco I s use I i nk I oca I addresses as source 
addresses for the rout i ng i nf ormat i on messages. The Mob i I e Router i s 
allowed to use link local addresses for the inner IPv6 header of an 
encapsulated packet. But these messages after decapsulation MUST NOT 
be forwarded to another I ink by either the Mobi le Router or the Home 
Agent. 

When the Home Agent receives the encapsulated routing protocol 
message, it processes the inner packets and updates its routing table 
accordingly. The next hop information in these routing entries is 
fi I led with the Mobi le Router's I ink local address with the outgoing 
interface set to the bi-directional tunnel. 

Simi lary, the Home Agent also sends routing updates through the 
bi-directional tunnel to the Mobile Router. The Mobile Router 
processes these routing protocol messages and updates its routing 
tab I e. For a I I routes advert i sed by the Home Agent, the Mob i I e 
Router sets the outgoing interface to the bi-directional tunnel to 
the Home Agent. 

When the Mobi le Router and the Home Agent exchange routes through 
a dynamic routing protocol, the Mobile Router should be careful in 
i nc I ud i ng the same mob i I e network pref i xes i n the B i nd i ng Update to 
the HA and in the routing protocol updates. The HA depending on its 
configuration might not add routes based on the prefix information in 
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the Binding Updates at all, and might use only the routing protocol 
updates. Moreover, including the same prefix information in both the 
Binding Update and the routing protocol update is redundant. 

The tunneled routing messages MUST be authenticated and encrypted by 
using IPsec ESP [4] in tunnel mode. 
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8. Security Considerations 

A 1 1 signal ing messages between the Mobi le Router and the Home Agent 
MUST be authenticated by IPsec [5]. The use of IPsec to protect 
Mobile IPv6 signaling messages is described in detail in the HA-MN 
IPsec specification [2]. The signaling messages described in this 
document just extend Mobile IPv6 messages and do not require any 
changes to what is described in the HA-MN IPsec specification. 

The Home Agent has to verify that packets received through the 
bi-directional tunnel belong to the Mobile Network. This check is 
necessary in order to prevent nodes from using the Home Agent to 
launch attacks that would have otherwise been prevented by ingress 
filtering. The source address of the outer IPv6 header MUST be set 
the Mobi le Router's current Care-of address. The source address of 
the inner IPv6 header MUST belong to the Mobi le Network Prefix owned 
by the Mobi le Router. 

When the Mobile Router is running a dynamic routing protocol as 
described in section 7, it injects routing update messages into the 
Home Link. The Home Agent MUST verify that the Mobile Router is 
a 1 1 owed to send rout i ng updates before process i ng the messages and 
propagating the routing information. 

Please refer to the Mobile IPv6 specification [1] for security 
considerations when the Mobile Router operates as a Mobile Host. 

9. I ANA Considerations 

This document defines two new Mobility Header Options. 

- Mobile Network Prefix Option. 

- Mobile Network Prefix Length Option. 

These options are described in section 4.3 and section 4.4. The type 
values for these options need to assigned from the same space used by 
the mobility options defined in [1] 
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A. Examples of Operation 

This section tries to i I lustrate the NEMO protocol using a Mobi le 
Router and a Mobile Node belonging to different administrative 
domains. The Mobi le Router's mobi le network consists of a Local 
Fixed Node (LFN) and a Local Fixed Router (LFR) [8]. The LFR has 
an access I i nk to wh i ch other Mob i I e Nodes or Mob i i e Routers cou i d 
attach to. 

Figure 1 depicts the scenario where both the Mobi le Router and the 
Mobi le Node are at home. 
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Figure 1 : Mobi le Router and Mobi le Node at home. 
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The Mob i I e Router then moves away from the home I i nk and attaches to 
a visited link. This is shown in Figure 2. The Mobile Router sends 
a Binding Update to HAJ/1R when it attaches to a visited link and 
configures a Care-of Addres. HA_MR creates a binding cache entry for 
the Mobi le Router's Home Address and also sets up forwarding for the 
pref i xes on the mob i I e network. 
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Figure 2: Mobile Router on a Visited Link. 
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Figure 3 shows the Mobi le Node moving away from its home link and 
attaching to the Mobi le Router. The Mobi le Node configures a Care-of 
Address from the prefix advertised on the mobi le network and sends a 
Binding Update to its Home Agent (HA_MN) and its Correspondent Node 
(CN_MN). Both HA_MN and CN_MN create binding cache entries for the 
Mob i I e Node' s Home Address. 
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Figure 3: Mobi le Node attached to Mobi le 
Router on a Visited Link 
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B. Changes from Previous Version 

The following changes have been made to this document from version 00 

- Clarified that Router flag must be set in the Proxy Neighbor 
Advert i sement sent for a Mob i I e Router by the Home Aagent. 
(Issue 1). 

- Clarified that if the Router flag in the Binding Update is set, 
then the HA should assume that the Mobi le Router wants to be 
treated as a mobi le node. (Issue 3). 

- Added text to make it clear that the Home Agent must perform 
ingress f i Itering on a 1 1 packets reverse tunneled by the Mobi le 
Router. (Issue 3). 

- Extended Home Network concept has been removed from this 
document. (Issue 5). 

- Added text to clarify differences between Implicit mode and 
running a dynamic routing protocol. (Issue 6). 

- Clarified that Prefix Table is used only in explicit mode. In 
Implicit mode the Prefix Table is not used. (Issue 7 and 12). 

- Added text to specify the Home Agent must support a I I modes. The 
Mobi le Router needs to support only one mode. (Issue 11). 

- Added text to support interoperabi I ity between a Mobi le Router 
and a legacy MIFV6 Home Agent. (Issue 15). 
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